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FIPS 46-3 Data Encryption Standard NIST 1999 | XHM|7HN | KS X 1201 TTA/ISTF
FIPS 81 DES Modes of Operation NIST 1980 =0t KS X 1202 TTA/ISTF
FIPS 180-2 Secure Hash Standard (SHS) NIST 2002 | MIHA - TTA/ISTF
FIPS 185 Escrowed Encryption Standard(EES) NIST 1994 20 - TTA/ISTF
FIPS 186-2 Digital Signature Standard (DSS) NIST 2001 WA - TTA/ISTF

AST|=

el FIPS 197 Advanced Encryption Standard NIST 2001 s - TTA/ISTF
FIPS 198 The Keyed-Hash Message Authentication Code (HMAC) NIST 2002 0t - TTA/ISTF
ISO/IEC 18031 Random number generation JTC1/SC27/WG2 | 2000 ot - TTA/ISTF
ISO/IEC 18032 Prime number generation JTC1/SC27/WG2 | 2000 - - TTA/ISTF
ISO/IEC 18033-1 Encryption algorithms - Part 1 : General JTC1/8C27/WG2 | 2002 ) - TTA/ISTF
ISO/IEC 18033-2 Encryption algorithms - Part 2 : Asymmetric Ciphers JTC1/SC27/WG2 | 2002 X0t - TTA/ISTF
ISO/IEC 18033-3 Encryption algorithms - Part 3 : Block Cyphers JTC1/SC27/WG2 | 2002 Z0 - TTA/ISTF
ISO/IEC18033-4 Encryption algorithms - Part 4 : Stream Ciphers JTC1/SC27/WG2 | 2002 Zot - TTA/ISTF
ISO/IEC 15946-1 Cryptographic techniques based on elliptic curves- _
Part!: General JTC1/SC27/WG2 | 2002 3 - TTA/ISTF
ISO/IEC 15946-2 Cryptographic techniques based on elliptic curves- _ TTAS KO-
Part 2: Digital Signatures JTC1/SC27/WG2 | - 2002 o 12,0015 TTAISTF
ISO/IEC 15946-3 Cryptographic techniques based on elliptic curves- =
Part 3: Key establishment JTC1/sC2r/we2 | 2002 | E¢t - TTA/ISTF
ISO/IEC 14888-1 Information processing - Security techniques - _
Digital signatures with appendix - Part 1: General JTC1/SC2TMG2 | - 1999 o ) TTAISTF
ISO/IEC 14888-2 Information technology - Security techniques - N
Digital signatures with appendix - Part 2: Identity-based mechanisms JTC1/SC27/WG2 | 1999 zo . TTAISTF
ISO/IEC 14888-3 Information technology - Security techniques - N
Digital signatures with appendix - Part 3: Certificate-based mechanisms JTC1/SC2TMG2 | - 1998 o ) TTAISTF
ISO/IEC 10118-1 Information technology-Security techniques- =
Hash-functions-Part 1: General JTC1/SC27/WG2 | 2000 Zot KS X 1208-2 TTA/ISTF
ISO/IEC 10118-2 Information technology-Security techniques- =
Hash-functions-Part 2: Hash-functions using an n-bit block cipher algorithm JTC1/8C27/WG2 | 2000 Zo KS X 1208-2 TTAISTF
ISO/IEC 10118-3 Information technology-Security techniques- _
Hash-functions-Part 3: Dedicated hash-functions JTC1/SC2TMG2 | - 1998 o ) TTAISTFE
ISO/IEC 10118-4 Information technology - Security techniques -
Hash-functions - Part 4: Hash-functions using modular arithmetic JTC1/SC27/WG2 | 1998 o . TTAISTF
ISO/IEC 10116 Information technology-Security techniques- N
Modes of operation for an n-bit block cipher JTC1/8C27/WG2 | 1997 zet K8 X1205 TTAISTR
ISO/IEC 9796-1 Information technology-Security techniques-
Digital signature scheme giving message recovery JTC1/SC27/WG2 | 1999 KS X 1207 TTA/ISTF
ISO/IEC 9798-2 Information technology-Security techniques-
Entity authentication-Part 2:Mechanisms using symmetric JTC1/SC27/WG2 | 1999 Z0F  TTTAKO-12,0006 TTA/ISTF
encipherment algorithms
ISO/IEC 9796-3 Digital signatures schemes giving message _
recovery - Part 3: Mechanisms using a check function JTC1/8C27/WG2 | - 2000 zo B TTAISTF
ISO/IEC 9796-4 Digital signatures schemes giving message
recovery - Part 4: Discrete logarithm based mechanisms JTC1/SC27MG2 | - 2000 o ) TTAISTFE
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ISO/IEC 9798-4 Information technology-Security techniques-Entity _ TTA KO-
authentication-Part 4:Mechanisms using a cryptographic check function JTC1/5C27/WG2 | - 1999 =¢t 12,0005 TTAISTR
ISO/IEC 9798-5 Information technology-Security techniques-Entity N
authentication-Part 5:Mechanisms using zero knowledge techniques JTC1/SC2TMG2 | 1999 o ) TTA/ISTR
e ISO/IEC 9797-1 Information technology - Security techniques-Message -
o}
AelE Authentication Code(MAC) - Part 1: Mechanisms using a block cipher JTC1/8C27/WG2 | 1999 ey KS X 1206 TTAISTF
ISO/IEC9797-2 Information technology - Security techniques -
Message authentication codes (MACs) - Part 2: Mechanisms using JTC1/SC27/WG2 | 1999 Ed - TTA/ISTF
a hash-function
ISO 8372 Informati ing-Modes of tion for a 64-bit block
. n.orma ion processing-Modes of operation for a it blocl TG 1/SC27MG2 | 1997 ot ) TTA/STE
cipher algorithm
RFC 3820 Internet X509 Public Key Infrastructure Proxy Certificate Profile IETF 2004 0 - TTA/ISTF
RFC 3779 X 509 Extensions for IP Addresses and AS Identifiers IETF 2004 Zot - TTA/ISTF
RFC 3770 Certificate Extensions and Attributes Supporting =
Authentication in PPP and Wireless LAN IETF 2004 Zo B TTAISTF
RFC 3739 Internet X 509 Public Key Infrastructure: lified N
< ntemet X, ublic Key Infrastructure: Qualifie ETF o004 2o} ) TTA/STF
Certificates Profile
RFC 3709 Internet X 509 Public Key Infrastructure: Logotypes =
in X 509 certificates IETF 2004 | = ) TTA/ISTR
RFC 3647 Internet X 509 Public Key Infrastructure Certificate Policy =
and Certification Practices Framework IETF 2003 Zo B TTAISTF
RFC 3628 Policy Requirements for Time-Stamping Authorities IETF 2003 0 - TTA/ISTF
RFC3379 Delegated Path Validation and Delegated Path Discovery N
Protocol Requirements IETF 2003 zet B TTAISTR
RFC 3379 Delegated Path Validati Delegated Path Di
C 33 9 Delegated Path Validation and Delegated Path Discovery ETE 2002 %o} ) TTA/ISTE
Requirements
RFC 3281 An Internet Attribute Certificate Profile for Authorization IETF 2002 Zot - TTA/ISTF
RFC 3280 Internet X 509 Public Key Infrastructure Certificate and ISTF-002,
eI CRL Pro niernet 2,505 Fublic Key Infrastructure Lertiicate an IETF 2002 | AN [TTASKO-120012,  TTA/STF
rotte TTASKO-120013
RFC 3279 Algorithms and Identifiers for the Internet X 509 Public Key _ ISTF-001,
Infrastructure Certficate and CRI Profle IETF 002 | Zet Amsiopoors| ST
RFC 3161 Intemet X 509 Public Key Infrastructure Time Stamp Protocols (TSP) IETF 2001 L - TTA/ISTF
RFC 3039 Interet X509 Public Key Infrastructure Qualified Certificates Profile IETF 2001 ot - TTA/ISTF
RFC 3029 Internet X 509 Public Key Infrastructure Data Validati d
302 nternet X, ublic Key Infrastructure Data Validation an T 9001 ot ) TTA/STE
Certification Server Protocols
RFC 2875 Diffie-Hellman Proof-of-Possession Algorithms IETF 2000 ot - TTA/ISTF
RFC 2797 Certificate Management Messages over CMS IETF 2000 3 - TTA/ISTF
RFC 2587 Internet X 509 Public Key Infrastructure LDAPv2 Schema IETF 1999 ot - TTA/ISTF
RFC 2585 Internet X 509 Public Key Infrastructure Operational Protocols: =
FTP and HTTP IETF 1999 - - TTA/ISTF
RFC 2560 X509 Internet Public Key Infrastructure Online Certificate _
Status Protocol - OCSP IETF 1999 | et } TTAISTF
RFC 2559 Internet X 509 Public Key Infrastructure Operational -
Protocols - LDAPV2 IETF 1909 | Zeh - TTAASTF
RFC 2511 Internet X 509 Certificate Request Message Format I[ETF 1999 e - TTA/ISTF
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RFC 2510 Internet X 509 Public Key Infrastructure Certificate _
Management Protocol IETF 1999 Zo ) TTAISTF
RFC 2459 Internet X 509 Public Key Infrastructure Certificate and CRL Profil IETF 1999 Agslof | ISTF-001, TTA/ISTF
Internet X ublic Key Infrastructure Certificate an: rofile 7|l ISTF-002 A/
RFC 2692 SPKI Requirements IETF 1999 ot - TTA/ISTF
RFC 2693 SPKI Certificate Theory IETF 1999 Zot - TTA/ISTF
ISO/IEC 18014-1 Time stamping services and protocols- Part 1 ISO/IEC _
Framework Jto1/scerwat | 2002 | Ee - TTANSTE
ISO/IEC 18014-2 Time stamping services and protocols - Part 2 : ISO/IEC -
Mechanisms producing independent tokens JTC1/SC27/WG2 2002 Zo B TTAISTF
EVIES ISO/IEC 18014-3 Time stamping services and protocols - Part 3 : ISO/IEC = )
Mechnisms producing linked tokens JTC1/SC27/WG2 2000 Zo TTAISTF
ISO/IEC 15945 Specification of TTP services to support the ISO/IEC _
application of digital signatures JTC1/SC27/WGH 2002 Zo ) TTAISTF
ISO/IEC9979 Information technology-Security techniques-Procedures
for the registration of cryptographic algorithms(Revision of ISO/IEC JTC1/SC27/WG1 | 1999 0t KS X 1209 TTA/ISTF
9979:1991)
ISO/IEC 9594-8 Information technology-OSI-The Directory-Public-key ISO/EC
and Attribute Certificate framework JTC1/SCB 2000 E~ TTASIT -X 509/R2
TTA/ISTF
X509 Information Technology - OSI - The Directory: Public-key and
Attribute Certificate framework ITU SG7 2000 - TTASIT -X509/R2
TTA/ISTF
Transporting S/MIME Objects in X 400 (RFC 3855) IETF 2004 3 - TTA/ISTF
Securing X.400 Content with S/MIME (RFC 3854) IETF 2004 X0 - TTA/ISTF
Cryptographic Message Syntax (CMS) (RFC 3852) IETF 2004 0t - TTA/ISTF
S/MIME Version 3.1 Message Specification (RFC 3851) IETF 2004 =0 - TTA/ISTF
S/MIME Version 3,1 Certificate Handling (RFC 3850) IETF 2004 Zot - TTA/ISTF
Use of the Camellia Encryption Algorithm in CMS (RFC 3657) IETF 2004 1 - TTA/ISTF
Use of the Advanced Encryption Standard (AES)Encryption Algorithm in =
Cryptographic Message Syntax (CMS) (RFC 3565) IETF 2003 zo B TTAISTF
Use of the RSAES-OAEP Key Transport Algorithm in Cryptographic =
Message Syntax (CMS) (RFC 3560) IETF 2003 Z=o B TTAISTF
olllzl_} (ST
= H‘;}o | Wrapping a Hashed Message Authentication Code (HMAC) key with a
o; o} Triple-Data Encryption Standard (DES) Key or an Advanced Encryption IETF 2003 E~d - TTA/ISTF
e Standard (AES)Key (RFC 3537)
Implementing Company Classification Policy with the S/MIME Security
Label (RFC 3114) IETF 2002 ot - TTA/ISTF
Advanced Encryption Standard (AES) Key Wrap Algorithm (RFC 3394) IETF 2002 1 - TTA/ISTF
Cryptographic Message Syntax (CMS) Algorithms (RFC 3370) IETF 2002 ot - TTA/ISTF
Cryptographic Message Syntax (RFC 3369) IETF 2002 Z=0F - TTA/ISTF
Compressed Data Content Type for Cryptographic Message Syntax
(CMS) (RFC 3274) IETF 2002 | =9t - TTA/ISTF
RFC 3278 Use of ECC Algorithms in CMS IETF 2002 E - TTA/ISTF
RFC 3274 Compressed Data Content Type for Cryptographic
Message Syntax (CMS) IETF 2002 1 - TTA/ISTF
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RFC 3211 Password-based Encryption for SMS IETF 2001 ot - TTA/ISTF
RFC 3185 Reuse of CMS Content Encryption Keys IETF 2001 0t - TTA/ISTF
RFC 3156 MIME Security with OpenPGP IETF 2001 o - TTA/ISTF
RFC 2984 Use of the CAST-128 Encryption Algorithm in CMS IETF 2000 3 ISTF-011 TTA/ISTF
RFC 2634 Enhanced Security Services for S/MIME IETF 1999 ot ISTF-010 TTA/ISTF
2H 225 | RFC 2633 S/MIME Version 3 Message Specification IETF 1999 ELl3 ISTF-009 TTA/ISTF
_?_J:'j;}% RFC 2632 S/MIME Version 3 Certificate Handling IETF 1999 L ISTF-008 TTA/ISTF
RFC 2631 Diffie-Hellman Key Agreement Method IETF 1999 ] ISTF-007 TTA/ISTF
RFC 2630 Cryptographic Message Syntax IETF 1999 0t ISTF-006 TTA/ISTF
RFC 3125 Electronic Signature Policies IETF 2001 o - TTA/ISTF
RFC 3183 Domain Security Services using S/MIME IETF 2001 0t - TTA/ISTF
RFC 2857 The Use of HMAC-RIPEMD-160-96 within ESP and AH IETF 2000 ) - TTA/ISTF
RFC 2440 OpenPGP Message Format IETF 1998 - - TTA/ISTF
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1) TTA, A EBANEFLEW2009, 2009.4
2) KISA, 7473 ¢selg 43} W<k nfed-& 91 Hax, 2002.12
3) KIISC, =ul¢] dsdd WA= d8 2005.4
4) KISA, the¥et HetZ 2 E oA 2] SEED o] & 7}01 E}O] 2008.6
5) KIISC, AR = RIzkiof e 9 AHEH A 53AT, 1998.11
6) KISA, &5 &aels 9 7] Zeo] o]& ehliA, 2010.1
7] KISA, & 7tel=2Rl, 2007.12
8) KISA, g0l 87|85 Bk, 2004.12
9] KISA, %‘i@i—ﬂ T4 7| AWA, 2008.10
10) AA-EA kg‘/\jh NISTY 7] #8] £F, 1798 AI55, 2002.10
11) KISA, SEED 2432 E v7+¢ v1.0, 2008.06
12) TTA, IT 83941 =F E—frﬂ 2= Ver.2007, 2006.12
13) 1ITA, 2006 E A B B4l 7|e4F A BaA], 2006.07
14) KIPA, =W 2B 5 A 33 A7, 2008.01
15) IDC, Worldwide and U.S Security Services 2006-2011 Forecast and Analysis, 2008.1
16) KISA, 2009 =] FHK 3 2 A1 2 538 AL 2010.3
1T Ao, I EE S F9F, 2010
18) deiel~ E38 X3 www . kotba.or kr
19) BB LA, www.tta.or kr
20) VeriSign, www.verisign.com
21) CMLA, Content Management License Administrator, www.cm-la.com
22) IETF, The Internet Engineering Task Force, www.ietf.org
23) WIMAX Forum, www.wimaxforum.org
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24) Trusted Computing Group, http://www.trustedcomputinggroup.org/

[2f0]

AM After Market

BM Before Market

OBD On-Board Diagnosis

CAGR Compound Annual Growth Rate

VICS Vehicle Information and Communication System
RWIS Road Weather Information System

DVR Digital Video Recorder

VII Vehicle Infrastructure Integration

ERTICO Europe Road Transport Telematics Information Coordination Organization
VSL Variable Speed Limit
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ETC
CVIS
CMS
CALM
NOW
SEVECOM
BMBF
UWB
ECU
XTPM
DSRC
SAE
AMI-C
WAVE
UMTS
GeoPriv
PDA
1AM
™
SVM
IPSec
SSL
TLS
IKE
DES
SIM
USIM
FPGA
TPM
SSO
WiMAX
TinyECC
CMLA
TCG
MPWG
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Electronic Toll Collection

Cooperative Vehicle-Infrastructure System
Cryptographic Message Syntax
Communication, Air-interface, Long and Medium range
Network On Wheel

Secure Vehicular Communication

Federal Ministry of Education and Research
Ultra Wide Band Radio

Electronic Control Unit

eXtensible Telematics Protocol from Mobile to Server
Dedicated Short Range Communication
Society Automotive Engineers

Automobile Multimedia Interface Collaboration
Wireless Access for Vehicular Environment
Universal Mobile Telecommunication System
Geographic Location/Privacy

Personal Digital Assistant

Identity and Access Management

Threat Management

Security and Vulnerablity Management

[P Security

Security Socket Layer

Transport Layer Security

Internet Key Exchange

Data Encryption Standard

Subscriber Identity Module

Universal Subscriber Identity Module
Field-Programmable Gate Array

Trusted Platform Module

Single Sign-On

Worldwide Interoperability for Microwave Access
Tiny Elliptic Curve Cryptography

Content Management License Administrator
Trusted Computing Group

Mobile Phone Working Group
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