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1. 4o dFHE 4 Z ZZ}H(Relative Path Traversal)

7} A
3 Aol M Az =7
of AHEE F Q= B }— aaao} 1 oo, ow vho] oo gt AR Exdo] 715

u}
A Az ARFE, AHl Fof & T AZ 5 A

. 9)%e) Qo] A WA EL WS A8 F gl @k BN A ALS
S A%, BE DAEdS HUE HEY - PET replaceAll) B WAE A3}
of o 2AL(/\) = AAss BHE AXNES 3k

o} oA

1: ......

2:  public void f(Properties request) {

3 ......

4 String name = request.getProperty("filenaine");

5: if( name != null ) {

6 File file = new File("/ust/local/tnyy” + namne);
7 file.delete();

8 }

9. ......

10:  }

952} YH(name)ol AAE FY H2HA AHRHT Utk T FAA] 3} name?
HOo= . /././rootFiletxt} T2 FhS HISIH Tt GdH o] A FE o] A|AH G
ol gre Zr}

o = 1L
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Lo e
2:  public void f(Properties request) {

3 e

4: String name = request.getProperty("filename");
5: String dentry = "/usr/local/tmp";

6: if ( name != null && !"".equals(name) ) {

7: name = name.replaceAl("/", "");

8: name = name.replaceAlI("\\", "");

9: name = name.replaceAll(".", " ");

10: name = name.replaceAl("&", " ");

11: name = name + "-report';

12: File file = new File(dentry + name);
13: if (file != null) file.delete();

14: }

15: ......

16:  }

FolA AY=EE Fhell st NulldF-E A Fskar, o FolA dg == 3ol F(name) ol Al
BHEZ(/, \\ & . & STEE 28T F =S replaceAllE °]&3to] EFZAE
A A R

o S o]

[1] CWE-23 4ol dHE g B2 %% - http://cwe.mitre.org/data/ definitions/23.html

[2] OWASP Top 10 2010 - (OWASP 2010) A4 Insecure Direct Object Reference

[3] SANS Top 25 2010 - (SANS 2010) Risky Resource Management, Rank 7 CWE ID 22:

Improper Limitation of a Pathname to a Restricted Directory ("Path Traversal’)



2. A9 fHEE] JZ ZZH(Absolute Path Traversal)

7% A9

1:1

do] A Ax"HE 2AstE F2E AR AT F AU dFS A4
stttk AFEAF ol gl Az Aol ARREE BEE Alolste AL s83tY,
ZA7F SE&ZE O A A=F gl Ee duk RASs HIsAU wAE T
of TARH. F, A= 2L FA SAAT S8HA & e 53t A
AR vde HAT F AU AAE 5 Ao
1 kA 59719
+ 3 o] FL2HH replaceAll MIAEF AFSSH] AT EAES AASAY, AUz &
g x5 HAFezA dofo fEE gl A Xet=F ZEIS A5t
= Zlo] uEAsit

g ol o
ox I o

i

Lo oo
2:  public void onCreate(Bundle savedInstanceState) {
3: super.onCreate(savedInstanceState);
4: File file = new File(android.os.Environment.getExternalStorageDirectory(), "inputFile");
5 oy |
6: InputStream is = new FileInputStream(file);
7: Properties props = new Properties();
8: props.load(is);
9: String name = props.getProperty("filename");
10: file = new File("/ust/local/tmy/" + name);
11: file.delete();
12: is.close();
13: } catch (IOException e) {
14: Log.w("Error", ", e);
15: }
16: }
g%l gEom BE A7 HAL A HE 49, Jelo) NUolge AL we
A== Hof Qlof, o ol Aol 7HedlA =shA ¢ HHVF =EE 5 Ut
>

N
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M <tAS Z=9 o - Android-JAVA

‘l: ......

2:  public void onCreate(Bundle savedInstanceState) {

3: super.onCreate(savedInstanceState);

4:

5: File file = new File(android.os.Environment.getExternalStorageDirectory(), "inputFile");

6y

7: InputStream is = new FileInputStream(file);

8: Properties props = new Properties();

9: props.load(is);

10: String name = props.getProperty("filename");

11: if (name.indexOf("/") <0) {

12: file = new File(name);

13: file.delete();

14: }

15: is.close();

16: } catch (IOException e) {

17: Log.w("Error", ", e);

18: }

19: |}
9ol o] HYolgow AgE A9 ARl A8HA TIHES, EAde] N\
EE /g TPAL Y BALR ANT A BE B FUL AVSE Aol wg
21 =]

[1] CWE-36 ddl tgEg] 3= %2} - http://cwe.mitre.org/ data/ definitions/36.html

[2] OWASP Top 10 2010 - (OWASP 2010) A4 Insecure Direct Object Reference

[3] SANS Top 25 2010 - Risky Resource Management, Rank 7 CWE ID 22: Improper Limitation
of a Pathname to a Restricted Directory ("Path Traversal’)
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[e)
Aot} WAA BA wE etow, $8 Teag ANA AW deld 2 5ede ATt
o]gol gtk et APl 9§ 9 HeFHol UE 7l APIS) AHES ALEEY ¢ =
Ash R mebyel Az sigaclel @ + ok

1. null "}7/i¥H5 A A A Missing Check for Null Parameter)

7t A4
Java EFo| WEH Object.equals(), Comparable.compareTo() ¥ Comparator.compare()]
FAL ARSI} nulldl A9 A e WSeop Ak o] opke m=x ko o
A £@ A AT 5 Uk

. e 29719
*  Object.equals(), Comparable.compareTo()# Comparator.compare() T&lA = wi7/lH5-E

null¥} Hlwsfof gt

ok 94

public void onCreate(Bundle savedInstanceState) {

super.onCreate(savedInstanceState);

{
return (toString().equals(object. toString()));

1
2
3
4:
5:  public boolean equals(Object object)
6
7
8

}

7] HF7F null DA AARSEA] 33t

W UAY} Z=9] o - Android-JAVA

public void onCreate(Bundle savedInstanceState) {

super.onCreate(savedInstanceState);

{

i ect = null)

return (toString().equals(object. toString()));

1

2

3

4

5:  public boolean equals(Object object)
6

7

8

9 else return false ;
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7] A7 null1A] WA AL

CFa BY

HZ3 =
[1] CWE-398 F%3 Z= F4 A AA} - http://cwe.mitre.org/data/ definitions/398.html



2. equals()2} hashCode() 35 A2
(Object Model Violation: Just one of equals() and hashCode() Defined)

7t A4
Java EFol|l WEH, Javad] 22 AAE 22 MAIZEE 7FHoF g
& "aequals(b) == true"°]¥ "ahashCode() == b.hashCode()" °olojok gt} wetA & F

P ol A equals()2F hashCode()= & tF F&3AY & o TR grojof o)

. QbA% 97
= & Z 2 Wl equals()E A 2l3FH hashCode()= A 9]l oF 3tal hashCode()& 8 34
equals()= 7 °]aloF gt}

t}. oA
2: public void onCreate(Bundle savedInstanceState) {
3 super.onCreate(savedInstanceState);
4.}
5:
6:  public boolean equals(Object obj) {
7: if (obj == null)
8: return false;
9: int i1 = this.hashCode();
10: int i2 = obj.hashCode();
11:
12: if (i1 == i2)
13: return true;
14: else
15: return false;
16: }

equals()®} hashCode() & 34T+ Aot A .

Slole RERE]Y vAVr-Ploipuy



M <tAS Z=9 o - Android-JAVA
‘l: ......
2:  public boolean equals(Object obj) {
3: if (obj == null)
4: return false;
5: int i1 = this.hashCode();
6: int i2 = obj.hashCode();
7:
8: if (il == i2)
9: return true;
10: else
11: return false;
12: )
13:  public int hashCode() {
14: return new HashCodeBuilder(17, 37).toHashCode();
15}

equals() 2} hashCode() =7 A osljof gttt

S|

[1] CWE-581 equals()2} hashCode() 3H-}7t 8 9] - hitp:/ /cwe.mitre.org/ data/ definitions /581.html
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1. 719 BHe] gl 92E AF

(Cleartext Transmission of Sensitive Information)

SW7h Hoks #AE WG HolHE Pus gise 3
79, AFWA 2 FA SN 2UHe] Yo F Yrk.

e 34 Hds
o

ot R = v ¢hss) A

gl g 23y
°of, 7194,

SalA B

2 Aok .

2: public void onCreate(Bundle savedInstanceState) {
3 int port = 443;

4 String hostname = "hostname";

5: Socket socket = new Socket(hostnaine, port);
6

7

8

9

InputStream in = socket.getInputStream();
OutputStream out = socket.getOutputStream();
// Read from in and write to out...

in.close();

10: out.close();

[uny
—
——

g3te] =%

ot ol e WEe] &8 = Utk

B3te] HolElE 917 A% ek

¢z 3,
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M <tAF Z=9 o - Android-JAVA

public void onCreate(Bundle savedInstanceState) {
int port = 443;
String hostname = "hostname";
SocketFactory socketFactory = SSLSocketFactory.getDefault();
Socket socket = socketFactory.createSocket(hostname, , port);
InputStream in = socket.getInputStream();
OutputStream out = socket.getOutputStream();

// Read from in and write to out...

10: in.close();

11: out.close();

A3 ARE UEYIE Tkl Anjo] MFstr] ol HaF 128HE Hole] 715 o

o,

oo o
[0
o
Q.
12
}011
o)
ol
o)
rlr
P
o
jur]
=
ot
)
ofs
o)

]
[1] CWE319 7|2 HHe] T3 8|l ~E A4 -http://cwe.mitre.org/data/definitions/319.html
[2] OWASP Top 10 2007 - (OWASP 2007) A9 Insecure Communications



2 Hokd P53 FRF g
(Use of a Broken or Riscky Cryptographic Algorithm)

7v A9

el sf=57] % gtk RC2, RC4, RC5, RC6, MD4, MD5, SHA1, DES ¥ig]Fo] 7]
o sigEth

- AESHY WU} 4YE 58 SuelHe Asshs o uigrasi

ok A
2: public byte[] encrypt(byte[] msg, Key k) {
3: byte[] rslt = null;
4:
5: try {
6: // DEST2| @& Hetage] dae|gd ARgshe 22 et g
7: Cipher ¢ = Cipher.getInstance("DES");
8: c.init(Cipher. ENCRYPT MODE, k);
9: rslt = c.update(msg);
10: } catch (InvalidKeyException e) {
]l: ......
12: }
13: return rslt;
14: }
15}

dzst dagFs FollA DES daudgFS At A2 s 4t

Slole RERE]Y vAVr-Ploipuy
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M <tAS Z=9 o - Android-JAVA
‘l: ......
2: public byte[] encrypt(byte[] msg, Key k) {
3: byte[] rslt = null;
4:
5: try {
6 /] R HolrFe| DES SuElEe 2O HOkRZe] AFS LiElZo Al
7: Cipher ¢ = Cipher.getInstance("AES/CBG/PKCS5Padding");
8: c.init(Cipher.ENCRYPT_MODE, k);
9: rslt = c.update(msg);
10: } catch (InvalidKeyException e) {
‘l‘l: ......
12: }
13: return rslt;
14: }
15}

FHoksitta Uizl LaelE il AES YiElES Hag 1280 E Zolo] 7| o] g3}
A8t Zo] Wk,

L Za 523§

[1] CWE-327 #HoFgt tsst ¢arg]E2] AHE - http://cwe.mitre.org/ data/definitions /327 html

[2] OWASP Top 10 2010 - (OWASP 2010) A7 Insecure Cryptographic Storage

[3] SANS Top 25 2010 - (SANS 2010) Porus Defense - CWE ID 327 Use of a Broken or Risky
Cryptographic Algorithm

[4] Bruce Schneier. "Applied Cryptography". John Wiley &Sons. 1996.



3. AA3R| & date AM8(Use of Insufficiently Random Values)

7t A9
A% TFsd B4E AEIE 2 Asde HAPEe oA dF BrbsE LAt
BeG FPoIA oS Thed U VT, FANE SWolA AEE e 248

G o A seed B AFESHE AgolE dlZa] ol WM o2 WAs e
o) whgrsith,

o A
1: ......
2: public double roledice() {
3: return Math.random();
4: }
5 }
javalang.Math 2129] random() MAEE seedE AAEAZL 5 g7 WZ AFsich

B A3 F=9] o - Android-JAVA

1:  import java.util. Random;

2:  import java.util.Date;

3: ......

4 public int roledice() {

5 Random r = new Random();
6: // setSeed() MIAEE AHESIA r& dF 7S longEll o2 A7tk
7: r.setSeed(new Date().getTime());
8 // G A

9: return (r.nextInt()%6) +

10: }

11: |}

java.utilRandom F#H & seedE AAATIA Gol= vjH T2 G5 AP oA
Random Z A ALE3= 7o) B} ekA s}

2. 3 74
[1] CWE-330 &d3}A| 22 W4ke] A4 - http:/ /cwe.mitre.org/ data/ definitions/330.html
[2] SANS Top 25 2009 - (SANS 2009) Porus Defense - CWE ID 330 Use of Insufficiently
Random Values

[3] J. Viega and G McGraw:. "Building Secure Software: How to Avoid Security Probles the Right Way”. 2002

> 13
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4, AE9Ho 2 H 7Fs3t 3Y(Files under Global Access)

7% A9
91 IAEHMODE_WORLD_READABLE,

A
ey T2 HaE < At

public void onCreate(Bundle savedInstanceState) {

super.onCreate(savedInstanceState);

try {

1
2
3
4 FileOutputStream fOut = openFileOutput("test', MODE_WORLD_READABLE);
5: OutputStreamWriter outl = new OutputStreamWriter(fOut);

6 outl.write("Hello World");

7 outl.close();

8 fOut.close();

9 } catch (Throwable t) {

9 H28E-S MODE WORLD READABLEC|EE ThE 2gx = 7o) HEd 4 9th

M A3 =9 o - Android-JAVA

1:  public void onCreate(Bundle savedInstanceState) {

2 super.onCreate(savedInstanceState);

3 try {

4 FileOutputStream fOut = openFileOutput("test", MODE_PRIVATE);
5: OutputStreamWriter outl = new OutputStreamWriter(fOut);

6 outl.write("Hello World");

7 outl.close();

8 fOut.close();

9 } catch (Throwable t) {

RN HZE & 5= MODE_PRIVATER H3HS AAsqch

g F3 &4
[1] http://developer.android.com/index.html

2] d=2ol= 7k mutd FAA Hrls 24, FEdBdsd

0101'



5. 9 Fo|A Aty S el AXWE

(Exported Access to Components)

7F A9

b= 2ol= o &g 7ﬂ o]l A manifest.xml 3}¥ ) android:exported="true"= 3% =
o] e HATUEE 9FolA g HELE JNEE At LA}
At o] B¢ 3“% AXIEZL 98 o =atA] FUd oA FFS AT oEH

= M—g— Stk =7 oldF Y LF e FUT
]_

. AzdEd] tE HoABe 9% AFEA ek Aol miEAT.

A

JHE HEE
= goE 6}5 ailﬂ(resolver) °“F4t'151

1. <?xml version="1.0" encoding="utf-8"?>
<manifest xmins:android="http://schemas.android.com/apk/res/android"

3 package="com.example.android.samplesync" android:versionCode="1"
droid:versionName="1.0">

15:  </application>
16: <uses-sdk android:minSdkVersion="5"/>

17 </manifest>

4 e

5. <application android:icon="@drawable/icon" android:label="@string/label">

6: <service android:name=".syncadapter.SyncService" android:exported="true">
7 <intent-filter>

8: <action android:name="android.content.SyncAdapter"/>

9: </intent-filter>

10: <meta-data android:name="android.content.SyncAdapter"

11: android:resource="@xml/syncadapter" />

12: <meta-data android:name="android.provider. CONTACTS_STRUCTURE"
13: android:resource="@xml /contacts"/>

14: </service>

SyncService A1H]2=9] £/ Zko] android:exported="true"= AZEH ] o] LR T

ATIAES FEAPORA Bebgelekgo]l WA & 9A Atk

15
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M <tAS Z=9 o - Android-JAVA
1:  <?xml version="1.0" encoding="utf-8"?>
<manifest xmins:android="http://schemas.android.com/apk/res/android"

package="com.example.android.samplesync" android:versionCode="1" an-
droid:versionName="1.0">

4o oo
5 <application android:icon="@drawable/icon" android:label="@string/label">

6 <service android:name=".syncadapter.SyncService" android:exported="false">
7: <intent-filter>

8 <action android:name="android.content.SyncAdapter"/>

9 </intent-filter>

10: <meta-data android:name="android.content.SyncAdapter"

11: android:resource="@xml/syncadapter"/>

12: <meta-data android:name="android.provider. CONTACTS_STRUCTURE"
13: android:resource="@xml/contacts"/>

14: </service>

15: </application>
16: <uses-sdk android:minSdkVersion="5"/>
17:  </manifest>

android:exported &35 "false"Z AA AU HAHE AASA 3T &) "false"7} FH o]
SFEHEY] FFo] ATHET.

2 Fx 23
[1] http://developer.android.com/index.html
[2] kEZo|E 7|RF mutd SFAA BbrlE &4, SdEUdEdsd



6. 2% ololtiel i@ WaAle] B3

(Access Control Bypass using Share User ID)

7} A9

Manifest.xml 3% 2] manifest Bl 19)] android:sharedUserld £4& AAE 7
ofolty 9} A& AHEFOo RN TOE FEZEIH0| g 22 FEE A
UAl "t ol E ot o= @ noxHo® Y 2RI FAHN Bk
g & ok

. AT ZG71H

- T ootelt] AAE SR Y= Aol niEA st

e
oty rfo

Lo ceeeee

2:  <manifest xmlns:android="http://schemas.android.com/apk/res/android"
3 package="com.example.android.apis"

4: android:versionCode="1"

5 android:versionName="1.0"

6 android:sharedUserld=" android.uid.developer1 ">

Manifestxml ¥ 2] manifest B 19| android:sharedUserld —"\—’“% AAsta glo] &

o
sharedUserld Bl 13t SR Z 208 AHS 713 o2 &RxF 7o) o] ZF W] ¥

E dolge] 428 + Ytk

B A3 F=9) o - Android-JAVA

1: ......

2:  <manifest xmlns:android="http://schemas.android.com/apk/res/android"
3 package="com.example.android.apis"

4 android:versionCode="1"

5 android:versionName="1.0">

6: <! android:sharedUserld="android.uid.developer1" 2}A T} -->

Manifest.xml 3< 2] manifest B} 19| android:sharedUserld 448 A A3}A] ¢rojol, ololr]
T2 Qg HlolHY fEoly FHES H APE AT 5 Ao

i

il
] http:/ /developer.android.com/index.html
] o

Feol= Z|HE matd FFAA Bkl 24, FUdHUE

yul

i

i
1
2

—_— —

e

17
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A4 AT 2 AAH
Al gEjel g FHHoldk 2 ael T HAHAA AHH AdeE x2S g
(Z2A2 5 2dE F)olu Ax" AEd dFd AuEhd FFolu Ad FR)d #w
FHeds "t o]HI HIFH &= AEZE dl==(dead lock)elt, el T

AAZD, B= AH 2% 52 5 ¢ Aok

i

7

1. A4 27: AT A8AF
(Time-of-check Time-of-use (TOCTOU) Race Condition)

7} A9
WY As 8o $ETLaRAE AU Ay Mol Ao A4S ARG 1
U AU AgeE Aol el e r Wahe 4971 9tk o)z0® Q8] Zew
ol 4] 74A BA, = @7 gE), A4 24 9@ 78 5713 oF Fol WAY + ok
. kA 529719
SHAA(A: )& o 2Uert HIste] AHES A, 718 TES ol8ste] 3
Wol shite] AUlER A2 lsHES 22 a@e Ayshelo} Bt
o). 4A
1:  public class UA367 extends Activity {
2 @override
3 public void onCreate(Bundle savedInstanceState) {
4 super.onCreate(savedInstanceState);
5: FileAccessThread fileAccessThread = new FileAccessThread();
6 FileDeleteThread fileDeleteThread = new FileDeleteThread();
7 fileAccessThread.start();
8 fileDeleteThread.start();
9: }
10: }
11:
12:  class FileAccessThread extends Thread {
13: public void run() {
14: try {
15: File f = new File("Test_367.txt");
16: if (fexists() { // reF o] EAsh HAH&& 8%
17: BufferedReader br = new BufferedReader(new FileReader(f));
18: br.close();
19: }
20: } catch(FileNotFoundException e) {
21: System.out.println("Exception Occurred") ; //42A &

18 <«



22: } catch(IOException e) {

23: System.out. println("Exception Occurred") ; // 4214 €]

24: }

25: )

26:

27:  class FileDeleteThread extends Thread {

28: public void run() {

29: try {

30: File f = new File("Test_367.txt");

31: if (fexists() { // WHeF stdo] EAI5tH HYS 2AE

32: f.delete();

33: }

34: } catch(FileNotFoundException e) {

35: System.out. println("Exception Occurred") ; // 214 ]

36: } catch(IOException e) {

37: System.out. println("Exception Occurred") ; //<l2]* ]

38: }

39: }

40:  }
S dAle e EAE Eldte iR AR FdS AHgse RS A¥se A
N AT WSS A%, S e AAE gl TEawe] et R
Fejz saE 5 ok £ 9 oAlE AAE o8] FUL WA ol B0

Aok 4 gtk

B StAF I=9] o - Android-JAVA

1:  public class SA367 extends Activity {

2 public void onCreate(Bundle savedInstanceState) {
3 super.onCreate(savedInstanceState);

4

5: FileAccessThread fileAccess = new FileAccessThread();
6 Thread first = new Thread(fileAccess);

7 Thread second = new Thread(fileAccess);

8 Thread third = new Thread(fileAccess);

9: Thread fourth = new Thread(fileAccess);

10: first.start();

11: second.start();

12: third.start();

13: fourth.start();

14: }

15}

16:

17:  class FileAccessThread implements Runnable {

18: public synchronized void run() {

Slole RERE]Y vAVr-Ploipuy



19: try {

20: File f = new File("Test.txt");

21: if (fexists() { // WFeF o] EAed Ad &S ¢

22: Thread.sleep(100); // A3l A9 FEE A9 7S
23: BufferedReader br = new BufferedReader(new FileReader(f));
24: System.out.printIn(br.readLine());

25: br.close(); // Y YES BF ¢ & 2
26: f.delete();

27: }

28: } catch (IOException e) { // <l9|*E]

29: System.err. println("[OException occured");

30: }

31: }

32:  }
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1] CWE-367 74 =2: AN A3 AM8-A1A - http:/ /cwe.mitre.org/ data/ definitions/367.html
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2. A E Aoj=A] &2 A+ (Uncontrolled Recursion)

4 -
A7 o] £F3FE AofsA] Feto] dE wiRey T2 28 o] Ade FHrsH
AHESHE flstth diRRe] A9, A ZX(base case)o] fE A= T3 ATl whxich

2:  public int factorial(int n) {

3 // A ZFo] 2AE/NEE £8 9RoA dojupd tiRd 73 AAE FEITh
4: return n * factorial(n - 1);
5:

AAACE Hou= o] Ae, AF 520 ZAE/NMEE 58 eRA dojud
R wE AAE FEd
B ¢Hd3 Z=9 4 - Android-JAVA

L oo

2:  public int factorial(int n) {

3: int i;

4: // BE A 3FL 2AECIY WHER E8 Qo4 o] Fojxofgith

5: if(n==1) {

6: i=1

7: ] else {

8: i =n* factorialln - 1);

9: }

10: return i;

11: |}
Z2E A

5%e AR} WEE B glolq sAstn AW AgEd 443

g #F3z B4
[1] CWE-674 AHHE AloJ==] &2 AT - http://cwe.mitre.org/data/definitions/674.html
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A5A dlE A7
A olFe ARl Ao oeatate] B oA BAYSH= oo, vAdHRl Y=
AR AHolEA] b2 AEel A AEE dlF] otk AR AdE oAU BIAGER] ol Yol
oHl g QkdF oA FRe Aol gejstn TEFoRM oAl Y Fol B T & e
A HE Ao WAL 5 k. ol FRA(EE Wal) Ak 2L w) T olul A
sl B AuE T ol FAA ok T & UL W mokH ko] WA £ Ak

1. &7 WAIA T3 AKX xZ(Information exposure through an error message)
7k B9l

SWe] o/ WAIAE T3l 87, ARl #E dlojy & T2 03 YRAHRI 452 4 Ak
A=, oA Al oLjolgol 2BE o)A S T2 YIRS g vl 4 9tk

o[rl

. bR 29719
c HE ASAA MESE SWelHE UE FEG FAA B8Y F JE UE 4u
£ of WAAZ EYa Dolof At

2: public void onCreate(Bundle savedInstanceState) {

3 super.onCreate(savedInstanceState);

4: try{ throw new IOException(); }

5 catch (IOException €) {  eprintStackTrace(); }
6

}

o] olFolu 28 Efol2E &93d

[k

28 WF AR fEdnh

B HH3 =9 4 - Android-JAVA

1: ......

2:  public void onCreate(Bundle savedInstanceState) {

3 super.onCreate(savedInstanceState);

4 try

5: throw new IOException();

6 }

7 catch (IOException e) { System.out.println(" 2] ZFAP"); }
8 |}

o] o] Folut 28 Edo]nE EYsHX

= A s |
[1] CWE-209 25/ ™AIA] 5§ BE =% - http://cwe.mitre.org/ data/ definitions/209.html

et
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LF 43 A3 A2l FAl(Detection of Error Condition Without Action)

7k

39
ot EAYo I 2R talA ol ZAE §H gow, 1 AHelA A% =eo
ol AAHBZ WIAT} o=skA] of2 AHE ek
NELIECHE
» 9] E=E 2FE EF(catch) @ B¢ LA tiF HAD A E doF ot
o =)
1: ......
2:  private Connection conn;
3:
4:  public Connection DBConnect(String url, String id, String password) {
5: try {
6: String CONNECT_STRING = url + "" + id + "" + password;
7: InitialContext ctx = new InitialContext();
8 DataSource datasource = (DataSource) ctx.lookup(CONNECT_STRING);
9: conn = datasource.getConnection();
10: } catch (SQLException e) {
11: 4 catch 5] B[l
12: } catch (NamingException e) {
13: / catch E50] H]o[Ql%
14: }
15: return conn;
16:  }
9 AL ty 2EolA WASE SFE ErHcatch)sh YA 1 oFol taA ol

2% o3 3R Yok GeA Z2awel A% A4S e E2agold o Yo
QolgA 18 & 4 A Dok

23
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M <tAS Z=9 o - Android-JAVA

‘l: ......

2:  private Connection conry

3:

4:  public Connection DBConnect(String url, String id,  String password) {
5: try {

6: String CONNECT_STRING = url + "" + id + "" + password;
7: InitialContext ctx = new InitialContext();

8: DataSource datasource = (DataSource) ctx.lookup(CONNECT_STRING);
9: conn = datasource.getConnectiony();

10: } catch (SQLException e) {

11: // Exception_catch 9] Exception o] Hjgt FF et A& sfo} ¢}
12: if ( conn != null ) {

13: try {

14: conn.close();

15: } catch (SQLException el) {

16: conn = null;

17 }

18: }

19: } catch (NamingException e) {

20: // Exception catch ©]-& Exception o] tj$F FEE FH2]E sjof it
21: if ( conn != null ) {

22: try {

23: conn.close();

24: } catch (SQLException el) {

25: conn = null;

26: }

27: }

28: }

29: return conn;

30: }

A9 EAH(catch)@ F, 22| 9] AFe(Exception)ol Thatel A Heshok gk,

2t 23 =d
[1] CWE-390 &5 3ol gk 2] A - http://cwe.mitre.org/ data/ definitions/390.html
[2] OWASP Top Ten 2004 Category A7 - Improper Error Handling



1. @¥JH YFZ(NULL Pointer Dereference)

7t 3¢
g 2 Az rdubEoR O AA7L NULLO] 2 oglthehal she PSSl
g %‘ @6@‘}%73 ¥, 31 A

1: ......

2:  public void f(boolean b) {

3: String amd = System.getProperty('cmd");
4: // cmdZ} nullR/IA] A Z3HA] 9kt

5: cemd = and.trim();

6: System.out.printin(cmd);

7o e

9 dAE "emd" &) FF AHolHo Atk JHEEkA AARE, FAAT} 'emd" A4S
228k, emdE nulle] 3 trim() MAE $FA] @ EAE o7} 2AyskA Aok

Ml AAF Z=9] o - Android-JAVA

L e
2:  public void f(boolean b) {

3: String ecmd = System.getProperty('cmd");
4: // emd”} nullR1A] A Z3te]of ghrh.

5: if (emd != null) { md = cmd.trim();

6: System.out. println(cmd);

7: } else System.out.printIn("null command");
8: ......

A emd7h ERAA AR Fofl AR

g 3 74
[1] CWE-476 @218 Y%= - http://cwe.mitre.org/data/ definitions/476.html
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A7 He3t

AXESol7t a8 dolEy /s4e BEES AEs St 49, A8 Hold
WA Fe FolEE TREA R Hol HEHA BE AEAE e HolE FEol
Td

e AEshs thes] YNk 2ZEso] A WHAe] AT
2 oole AZESe] Het Z9e] F 6 We ojmz Agunh

1. 38§ "WAEERE EE private HE-73 Z=
(Private Array-Typed Field Returned From A Public Method)

7} A9
private® AAE WEL publice. 2 AAE w4

22E 53 WKreturn)3tH, 1 wide]
Az} ool F7hE] 2R wjde 8T 5 3

olth

(2
e
i
=
e
tlo
!

2 7l ublic®. 2 AE MA=s il wdeta] =5 ajof drh
Fa3 9 wjde] HAlde wreetAy, 59| public WlAES AAdste] ASIITH

1. // private )1 ¥]¥€E& public’] WAE7} returngtch
private String[] colors;

public String[] getColors() {  refurn colors;  }

W WM colors privateE2 AAEAARE publice 2 AAE getColors() MIAEE 53
reference® B& 4 Uth o5 T3 Y=k &2 FAo AL + Yok

B AAF F=9] o - Android-JAVA

1:  private String[] colors;

2: /) WMAEE private®E AY, AR w8, 45K public MAEE BEE ThETh
3:  public void onCreate(Bundle savedInstanceState) {

4 super.onCreate(savedInstanceState);

5: String[] newColors = getColors();

6}

7:  public String[] getColors() {

8 Stringl] ret = null;

9 if ( this.colors != null ) {

10: ret = new String[colors.length];

11: for (int i = 0; i < colors.length; i++) { ret[i] = this.colord]i]; }
12: }

13: refurn_r

14: |}

26 <<



private Wl E2] BEAES THEoA], IAE HIEEIEE 243 private AAE v Ee o

g oedtA B TS AT F Utk

AR

[1] CWE495 F§ WAZZRE 2|"d private 1 E-73 EE - http://cwe.mitre.org/ da-
ta/ definitions/495.html
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2. private HjE-7F3 ZEod F& HolgH %

28

(Public Data Assigned to Private Array-Typed Field)

7t A9
publice. 2 HAAH Holg Ee WAE9 AT} private AAE v goll AAEH, private
S ool Had & Aok

L L i i A P L
* public®E AAH ©|o]E7} private AAE v AAHA =T St

o} oA

Lo oo

2:  // userRoles WE= private©]A|5h publicq! setUserRoles()E 53l <42 wjdo] &=,
A% public ZE=7}F At

3:  private String]] userRoles;

4:

5:  public void setUserRoles(String[] userRoles) {

6: this.userRoles = userRoles;

7.}

8 e

userRoles FE & private®] AT publicq! setUserRoles()& 53l &2 nide] =,
A3 public 2E71 A

B <A F=¢] ¢ - Android-JAVA

Lo oo
2. /) AA7Y Fel22] private memberS $AA REF g}
3:  private String[] userRoles;

4:

5:  public void setUserRoles(String[] userRoles) {

6: this.userRoles = new String[userRoles.length];

7: for (int i = 0; i < userRoles.length; ++i)

8: this.userRoles[i] = userRoled[i];

9: }

10: ......

dHE L reference’} obd, WiE 2] "Z"S private M Ee] FIFFOZHA private HH
249 HLAE FA AAET

g Fy 23
[1] CWE-49 private Hl€-F& ZEd| 38§ tlol8H &% - http://cwe.mitre.org/data/ defi-
nitions/496.html



3. Al2Hl H|o]E HH FZ(Information Leak of System Data)

7k

39
AzEle] WE HolE Uy BY Anst FAHE, o8 Fal FARA ofolriol
Agse 5 FA9 Wvizk Ak

AAY 297
- OHAS A AT AxE AR £ I=E 25 Aok dinh
o =)
1o oo
2 public void f() {
3 ty { g0y }
4 catch (IOException e) {
5: // 9l LA printf(e.getMessage()) & &3 L7 #IAA FRI} fEHTh
6 System.err.printfle. getMessage());
7 }
8 }
9: private void g() throws IOException { - }
10: eeeees

2 % ok

B AAF F=9] o - Android-JAVA

Lo e

2: public void f() {

3 ry { g0}

4: catch (IOException e) {

5: // end user’} & = A= &F WIAA HARE AASHHA] ghofof i)
6: System.err.printin("IOException Occured");

7: }

8: }

9: private void g() throws IOException { - }

10:  eeeees

JEol| gAe) Wk B 4+ Y oF% BAY PN PR T A =

ZFa 74
[1] CWE-497 Al2=®l dlo]E] HR +ZF - http://cwe.mitre.org/data/definitions /497 html

»> 29
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A27% 8T W ofol&
A1E {oAz

Advanced Encryption Standard (AES) : "= JHEIFOE AHH E5Us FAo=
o]z o] DESE A, vl= %% 7|& ATANIST)7F 599 £573F A& A 2001
3 1180 AYAHRXYEEF(FIPS 197) 2 LE3HH Tk

DES ¢33 % : DES(Data Encryption Standard)@ 3= ¢35 3}7|et E53177F 22
N7 4T o] dEe A ESUZTEA BT 4 £59 dol7} 64H|Eo|1L, 7]
7} 64H Eol 1, ¢kE o] 4R EQ] k5 olt} 434 (Brute Force) 32 ol 2Jal| A 3| = 5]

AT

Synchronized : JAVAOIA QAIZEE F7|8317] 84 AFstes FEolth

Slolc BEWElY WYAVr-plospuy



A2d ool

= ACL : Access Control List

= AES : Advanced Encryption Standard

= CSRF : Cross-Site Request Forgery

* CWE : Common Weakness Enumeration

= DES : Data Encryption Standard

= ESAPI : Enterprise Security API

* HTML : Hyper Text Markup Language

= HTTPS : Hypertext Transfer Protocol over Secure Socket Layer
= JAAS : Java Authentication and Authorization Service
= JDBC : Java Database Connectivity

= LDAP : Lightweight Directory Access Protocol

* MSB : Most Significant Bit

* OAEP : Optimal Asymmetric Encryption Padding
* OWASP : Open Web Application Security Project
= RSA : Ron Rivest, Adi Shamir, Leonard Adleman
* SHA : Secure Hash Algorithm

= SQL : Structured Query Language

= OpenSSL : Open Secure Socket Layer

* URL : Uniform Resource Locator

= XSS : Cross-Site Scripting

= WAS : Web Application Server
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