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1 Android-JAVA 

1

  . 

, 

.

1. (Relative Path Traversal)

.

“ ” , 

, 

, .

.

▪ . 

, replaceAll() 

(",/,\) .

.

■ - Android-JAVA

1:  ……

2:  public void f(Properties request) {

3:  ……

4:  String name = request.getProperty("filename");

5:  if( name != null ) {

6:  File file = new File("/usr/local/tmp/" + name);

7:  file.delete();

8:  }

9:  ……

10:  }

(name) . name  

../../../rootFile.txt  

.



■ - Android-JAVA

1:  ……

2:  public void f(Properties request) {

3:  ……

4:  String name = request.getProperty("filename");

5:  String dentry = "/usr/local/tmp";

6:  if ( name != null && !"".equals(name) ) {

7:  name = name.replaceAll("/", "");

8:  name = name.replaceAll("\\", "");

9:  name = name.replaceAll(".", " ");

10:  name = name.replaceAll("&", " ");

11:  name = name + "-report";

12:  File file = new File(dentry + name);

13:  if (file != null) file.delete();

14:  }

15:  ……

16:  }

Null , (name)  

(/, \\, &, . ) replaceAll  

. 

.

[1] CWE-23 - http://cwe.mitre.org/data/definitions/23.html

[2] OWASP Top 10 2010 - (OWASP 2010) A4 Insecure Direct Object Reference 

[3] SANS Top 25 2010 - (SANS 2010) Risky Resource Management, Rank 7 CWE ID 22:  

Improper Limitation of a Pathname to a Restricted Directory ('Path Traversal')



2. (Absolute Path Traversal)

.

. , 

. , , 

. 

.

▪ replaceAll ,  

.

.

■ - Android-JAVA

1:  ……

2:  public void onCreate(Bundle savedInstanceState) { 

3:  super.onCreate(savedInstanceState); 

4:  File file = new File(android.os.Environment.getExternalStorageDirectory(), "inputFile"); 

5:  try { 

6:  InputStream is = new FileInputStream(file); 

7:  Properties props = new Properties(); 

8:   props.load(is); 

9:  String name = props.getProperty("filename"); 

10:  file = new File("/usr/local/tmp/" + name); 

11:  file.delete(); 

12:   is.close(); 

13:  } catch (IOException e) { 

14:  Log.w("Error", "", e); 

15:  } 

16:  } 

,  

, .



■ - Android-JAVA

1:  ……

2:  public void onCreate(Bundle savedInstanceState) { 

3:  super.onCreate(savedInstanceState); 

4:  

5:  File file = new File(android.os.Environment.getExternalStorageDirectory(), "inputFile"); 

6:  try { 

7:  InputStream is = new FileInputStream(file); 

8:  Properties props = new Properties(); 

9:  props.load(is); 

10:  String name = props.getProperty("filename"); 

11:  if (name.indexOf("/") <0) { 

12:  file = new File(name); 

13:  file.delete(); 

14:     }

15:  is.close(); 

16:  } catch (IOException e) { 

17:  Log.w("Error", "", e); 

18:  } 

19:  }

, "\" 

"/"

.

.

[1] CWE-36 - http://cwe.mitre.org/data/definitions/36.html

[2] OWASP Top 10 2010 - (OWASP 2010) A4 Insecure Direct Object Reference 

[3] SANS Top 25 2010 - Risky Resource Management, Rank 7 CWE ID 22: Improper Limitation 

of a Pathname to a Restricted Directory ('Path Traversal')



2 API 

  API(Application Programming Interface)

, 

. API API

.

1. null (Missing Check for Null Parameter)

.

Java Object.equals(), Comparable.compareTo() Comparator.compare()

null . 

.

.

▪ Object.equals(), Comparable.compareTo() Comparator.compare() 

null .

.

■ - Android-JAVA

1:  public void onCreate(Bundle savedInstanceState) { 

2:  super.onCreate(savedInstanceState); 

3:  } 

4:  

5:  public boolean equals(Object object) 

6:  { 

7:  return (toString().equals(object.toString())); 

8:  }

null .

■ - Android-JAVA

1:  public void onCreate(Bundle savedInstanceState) { 

2:  super.onCreate(savedInstanceState); 

3:  } 

4:  

5:  public boolean equals(Object object) 

6:  { 

7:     if(object != null) 

8:  return (toString().equals(object.toString())); 

9:     else return false ;

10:  }



null .

.

[1] CWE-398 - http://cwe.mitre.org/data/definitions/398.html



 

2. equals() hashCode() 

(Object Model Violation: Just one of equals() and hashCode() Defined)

.

Java , Java . 

"a.equals(b) == true" "a.hashCode() == b.hashCode()" . 

equals() hashCode() .

.

▪ equals() hashCode() hashCode()

equals() .

.

■ - Android-JAVA

1:  …… 

2:  public void onCreate(Bundle savedInstanceState) { 

3:  super.onCreate(savedInstanceState); 

4:  } 

5:  

6:  public boolean equals(Object obj) { 

7:  if (obj == null) 

8:  return false; 

9:  int i1 = this.hashCode(); 

10:  int i2 = obj.hashCode(); 

11:  

12:  if (i1 == i2) 

13:  return true; 

14:  else

15:  return false; 

16:  } 

equals() hashCode() .



■ - Android-JAVA

1:  …… 

2:  public boolean equals(Object obj) { 

3:  if (obj == null) 

4:  return false; 

5:  int i1 = this.hashCode(); 

6:  int i2 = obj.hashCode(); 

7:  

8:  if (i1 == i2) 

9:  return true; 

10:  else

11:  return false; 

12:  } 

13:  public int hashCode() { 

14:  return new HashCodeBuilder(17, 37).toHashCode(); 

15:  } 

equals() hashCode() . 

.

[1] CWE-581 equals() hashCode() - http://cwe.mitre.org/data/definitions/581.html



3

. 

. , , , , 

.

1.  

(Cleartext Transmission of Sensitive Information)

.

SW

, .

.

▪ .

.

■ - Android-JAVA

1:  ……  

2:  public void onCreate(Bundle savedInstanceState) { 

3:  int port = 443; 

4:  String hostname = "hostname"; 

5:  Socket socket = new Socket(hostname, port);

6:  InputStream in = socket.getInputStream(); 

7:   OutputStream out = socket.getOutputStream(); 

8:  // Read from in and write to out... 

9:  in.close(); 

10:  out.close();

11:  }

.

.



■ - Android-JAVA

1:  …… 

2:  public void onCreate(Bundle savedInstanceState) { 

3:  int port = 443; 

4:  String hostname = "hostname"; 

5:     SocketFactory socketFactory = SSLSocketFactory.getDefault();

6:  Socket socket = socketFactory.createSocket(hostname, , port);

7:  InputStream in = socket.getInputStream(); 

8:  OutputStream out = socket.getOutputStream(); 

9:  // Read from in and write to out... 

10:  in.close(); 

11:  out.close();

12:  }

128

.

.

[1] CWE-319 -http://cwe.mitre.org/data/definitions/319.html

[2] OWASP Top 10 2007 - (OWASP 2007) A9 Insecure Communications



2.

(Use of a Broken or Riscky Cryptographic Algorithm)

.

. 

. 

, 

. RC2, RC4, RC5, RC6, MD4, MD5, SHA1, DES 

.

.

▪ AES .

.

■ - Android-JAVA

1:      ……

2:      public byte[] encrypt(byte[] msg, Key k) {

3:           byte[] rslt = null;

4:   

5:           try {

6:               // DES .

7:               Cipher c = Cipher.getInstance("DES");

8:               c.init(Cipher.ENCRYPT_MODE,   k);

9:               rslt = c.update(msg);

10:           } catch (InvalidKeyException e) {

11:  ……

12:           }

13:           return rslt;

14:      }

15:  }

DES .



■ - Android-JAVA

1:  ……

2:      public byte[] encrypt(byte[] msg, Key k) {

3:           byte[] rslt = null;

4:   

5:           try {

6:          // DES AES .

7:               Cipher c =  Cipher.getInstance("AES/CBC/PKCS5Padding");

8:               c.init(Cipher.ENCRYPT_MODE,   k);

9:               rslt = c.update(msg);

10:           } catch (InvalidKeyException e) {

11:  ……

12:           }

13:           return rslt;

14:      }

15:  }

AES 128

.

.

[1] CWE-327 - http://cwe.mitre.org/data/definitions/327.html

[2] OWASP Top 10 2010 - (OWASP 2010) A7 Insecure Cryptographic Storage

[3] SANS Top 25 2010 - (SANS 2010) Porus Defense - CWE ID 327 Use of a Broken or Risky 

Cryptographic Algorithm

[4] Bruce Schneier. "Applied Cryptography". John Wiley &Sons. 1996.



3. (Use of Insufficiently Random Values)

.

. 

, SW

.

.

▪ seed

. 

.

■ - Android-JAVA

1:      ……

2:      public double roledice() {         

3:           return Math.random();

4:      }

5:  } 

java.lang.Math random() seed .

■ - Android-JAVA

1:  import java.util.Random; 

2:  import java.util.Date;    

3:  ……

4:      public int roledice() {

5:           Random r = new Random();

6:           // setSeed() r long .

7:           r.setSeed(new Date().getTime());

8:           // 

9:           return (r.nextInt()%6) + 1;

10:      }

11:  }

java.util.Random seed . 

Random .

.

[1] CWE-330 - http://cwe.mitre.org/data/definitions/330.html

[2] SANS Top 25 2009 - (SANS 2009) Porus Defense - CWE ID 330 Use of Insufficiently 

Random Values

[3] J. Viega and G. McGraw. "Building Secure Software: How to Avoid Security Problems the Right Way". 2002.



4. (Files under Global Access)

.

(MODE_WORLD_READABLE, 

MODE_WORLD_WRITABLE) .

.

▪ .

.

■ - Android-JAVA

1:  public void onCreate(Bundle savedInstanceState) { 

2:  super.onCreate(savedInstanceState); 

3:  try { 

4:   FileOutputStream fOut = openFileOutput("test", MODE_WORLD_READABLE); 

5:  OutputStreamWriter out1 = new OutputStreamWriter(fOut); 

6:  out1.write("Hello World"); 

7:  out1.close(); 

8:  fOut.close(); 

9:  } catch (Throwable t) { 

10:  } 

11:  }

MODE_WORLD_READABLE .

■ - Android-JAVA

1:  public void onCreate(Bundle savedInstanceState) { 

2:  super.onCreate(savedInstanceState); 

3:  try { 

4:  FileOutputStream fOut = openFileOutput("test", MODE_PRIVATE); 

5:  OutputStreamWriter out1 = new OutputStreamWriter(fOut); 

6:  out1.write("Hello World"); 

7:  out1.close(); 

8:  fOut.close(); 

9:  } catch (Throwable t) { 

10:  } 

11:  }

MODE_PRIVATE .

.

[1] http://developer.android.com/index.html

[2] , 



 

5.

(Exported Access to Components)

.

manifest.xml android:exported="true"

. 

. 

(resolver) 

System 

ID .

.

▪ .

.

■ - Android-JAVA

1:  <?xml version="1.0" encoding="utf-8"?> 

2:  <manifest xmlns:android="http://schemas.android.com/apk/res/android"

3:  package="com.example.android.samplesync" android:versionCode="1" an-

droid:versionName="1.0">

4:  …… 

5:  <application android:icon="@drawable/icon" android:label="@string/label"> 

6:  <service android:name=".syncadapter.SyncService" android:exported="true"> 

7:  <intent-filter> 

8:  <action android:name="android.content.SyncAdapter"/> 

9:  </intent-filter> 

10:  <meta-data android:name="android.content.SyncAdapter"

11:  android:resource="@xml/syncadapter"/> 

12:  <meta-data android:name="android.provider.CONTACTS_STRUCTURE"

13:  android:resource="@xml/contacts"/> 

14:  </service> 

15:  </application> 

16:  <uses-sdk android:minSdkVersion="5"/> 

17:  </manifest>

SyncService android:exported="true"

.



■ - Android-JAVA

1:  <?xml version="1.0" encoding="utf-8"?> 

2:  <manifest xmlns:android="http://schemas.android.com/apk/res/android"

3:  package="com.example.android.samplesync" android:versionCode="1" an-

droid:versionName="1.0">

4:  …… 

5:  <application android:icon="@drawable/icon" android:label="@string/label"> 

6:  <service android:name=".syncadapter.SyncService" android:exported="false"> 

7:  <intent-filter> 

8:  <action android:name="android.content.SyncAdapter"/> 

9:  </intent-filter> 

10:  <meta-data android:name="android.content.SyncAdapter"

11:  android:resource="@xml/syncadapter"/> 

12:  <meta-data android:name="android.provider.CONTACTS_STRUCTURE"

13:  android:resource="@xml/contacts"/> 

14:  </service> 

15:  </application> 

16:  <uses-sdk android:minSdkVersion="5"/> 

17:  </manifest>

android:exported "false" "false"

.

.

[1] http://developer.android.com/index.html

[2] , 



 

6.

(Access Control Bypass using Share User ID)

.

Manifest.xml manifest android:sharedUserId 

. 

.

.

▪ .

.

■ - Android-JAVA

1:  ……

2:  <manifest xmlns:android="http://schemas.android.com/apk/res/android"

3:  package="com.example.android.apis"

4:  android:versionCode="1"

5:  android:versionName="1.0"

6:  android:sharedUserId="android.uid.developer1"> 

Manifest.xml manifest android:sharedUserId 

sharedUserId 

.

■ - Android-JAVA

1:  ……

2:  <manifest xmlns:android="http://schemas.android.com/apk/res/android"

3:  package="com.example.android.apis"

4:  android:versionCode="1"

5:  android:versionName="1.0">

6:  <!-- android:sharedUserId="android.uid.developer1" . -->

Manifest.xml manifest android:sharedUserId ,  

.

.

[1] http://developer.android.com/index.html

[2] , 



■ - Android-JAVA

1:  public class UA367 extends Activity {

2:     @override

3:   public void onCreate(Bundle savedInstanceState) { 

4:  super.onCreate(savedInstanceState); 

5:  FileAccessThread fileAccessThread = new FileAccessThread(); 

6:  FileDeleteThread fileDeleteThread = new FileDeleteThread(); 

7:  fileAccessThread.start(); 

8:  fileDeleteThread.start(); 

9:  } 

10:  } 

11:  

12:  class FileAccessThread extends Thread {

13:     public void run() { 

14:       try {       

15:             File f = new File("Test_367.txt");                                     

16:             if (f.exists()) {  // 

17:               BufferedReader br = new BufferedReader(new FileReader(f));           

18:               br.close();                                                          

19:             }                                                                      

20:          } catch(FileNotFoundException e) {

21:               System.out.println("Exception Occurred") ; //

4

( ) ( )

.  (dead lock) , 

, .

1. : 

(Time-of-check Time-of-use (TOCTOU) Race Condition)

.

. 

. 

, , .

.

▪ ( : ) , 

.

.



■ - Android-JAVA

1:  public class SA367 extends Activity { 

2:  public void onCreate(Bundle savedInstanceState) { 

3:  super.onCreate(savedInstanceState); 

4:  

5:  FileAccessThread fileAccess = new FileAccessThread(); 

6:  Thread first = new Thread(fileAccess); 

7:  Thread second = new Thread(fileAccess); 

8:  Thread third = new Thread(fileAccess); 

9:  Thread fourth = new Thread(fileAccess); 

10:  first.start(); 

11:  second.start(); 

12:  third.start(); 

13:  fourth.start(); 

14:  } 

15:  } 

16:  

17:  class FileAccessThread implements Runnable {

18:  public synchronized void run() {

22:         } catch(IOException e) {

23:               System.out.println("Exception Occurred") ; //

24:    } 

25:  }

26:  

27:  class FileDeleteThread extends Thread {  

28:     public void run() { 

29:       try {       

30:             File f = new File("Test_367.txt");                                     

31:             if (f.exists()) {  // 

32:               f.delete();           

33:             }                                                                      

34:       } catch(FileNotFoundException e) {

35:               System.out.println("Exception Occurred") ; //

36:       } catch(IOException e) {

37:               System.out.println("Exception Occurred") ; //

38:       }

39:     }

40:  }

, 

. 

. 



19:  try {

20:  File f = new File("Test.txt");

21:  if (f.exists()) { // 

22:  Thread.sleep(100); // 

23:  BufferedReader br = new BufferedReader(new FileReader(f));

24:     System.out.println(br.readLine());

25:  br.close(); // 

26:  f.delete();

27:  } 

28:  } catch (IOException e) { // 

29:  System.err.println("IOException occured"); 

30:  }

31:  }

32:  }

( , ) , 

.

.

[1] CWE-367 : - http://cwe.mitre.org/data/definitions/367.html



2. (Uncontrolled Recursion)

.

. , (base case) . 

.

▪

.

.

■ - Android-JAVA

1:  ……

2:  public int factorial(int n) {

3:  // / .

4:  return n * factorial(n - 1);

5:  }

, /

.

■ - Android-JAVA

1:  ……

2:  public int factorial(int n) {

3:  int i;

4:  // .

5:  if (n == 1) {    

6:  i = 1;

7:  } else {

8:  i = n * factorial(n - 1);

9:  }

10:  return i;

11:  }

.

.

[1] CWE-674 - http://cwe.mitre.org/data/definitions/674.html



5

  , 

. 

. ( ) 

.

1. (Information exposure through an error message)

.

SW , , . 

, .

.

▪ SW

.

.

■ - Android-JAVA

1:  ……

2:  public void onCreate(Bundle savedInstanceState) {

3:      super.onCreate(savedInstanceState);

4:      try{ throw new IOException(); }

5:      catch (IOException e) {    e.printStackTrace();     }

6:  }

.

■ - Android-JAVA

1:  ……

2:  public void onCreate(Bundle savedInstanceState) {

3:      super.onCreate(savedInstanceState);

4:      try{

5:          throw new IOException();

6:      }

7:      catch (IOException e) {    System.out.println(" ");     }

8:  }

. 

.

[1] CWE-209 - http://cwe.mitre.org/data/definitions/209.html



2. (Detection of Error Condition Without Action)

.

, 

.

.

▪ (catch) .

.

■ - Android-JAVA

1:  ……

2:  private Connection conn;

3:  

4:  public Connection DBConnect(String url, String id, String password) {

5:  try {

6:  String CONNECT_STRING = url   + ":" + id + ":" + password;

7:  InitialContext ctx = new InitialContext(); 

8:  DataSource datasource = (DataSource) ctx.lookup(CONNECT_STRING); 

9:  conn = datasource.getConnection();

10:  } catch (SQLException e) {

11:  // catch 

12:  } catch (NamingException e) {

13:  // catch 

14:  }

15:  return conn;

16:  }

try (catch)

. 

.



■ - Android-JAVA

1:  ……

2:  private Connection conn;

3:  

4:  public Connection DBConnect(String url, String id,   String password) {

5:  try {

6:  String CONNECT_STRING = url + ":" + id + ":" + password;

7:  InitialContext ctx = new InitialContext(); 

8:  DataSource datasource = (DataSource) ctx.lookup(CONNECT_STRING); 

9:  conn = datasource.getConnection();

10:  } catch (SQLException e) {  

11:  // Exception catch Exception .

12:  if ( conn != null ) {

13:  try {

14:  conn.close();

15:  } catch (SQLException e1) {

16:  conn = null;

17:  }

18:  }

19:  } catch (NamingException e) {  

20:  // Exception catch Exception .

21:  if ( conn != null ) {

22:  try {

23:  conn.close();

24:  } catch (SQLException e1) {

25:  conn = null;

26:  }

27:  }

28:  }

29:  return conn;

30:  }

(catch) , (Exception) .

.

[1] CWE-390  - http://cwe.mitre.org/data/definitions/390.html

[2] OWASP Top Ten 2004 Category A7 - Improper Error Handling



6

  , , , , , 

. , 

, , 

.

1. (NULL Pointer Dereference)

.

' NULL '

. NULL , 

. 

.

▪ (reference) null .

.

■ - Android-JAVA

1:  ……

2:  public void f(boolean b) {

3:  String cmd = System.getProperty("cmd");

4:  // cmd null .

5:  cmd = cmd.trim();

6:  System.out.println(cmd);

7:  ……

"cmd" , "cmd" 

, cmd null trim() .

■ - Android-JAVA

1:  ……

2:  public void f(boolean b) {

3:  String cmd = System.getProperty("cmd");

4:  // cmd null .

5:  if (cmd != null) { md = cmd.trim();

6:  System.out.println(cmd);

7:  } else System.out.println("null command");

8:  ……

cmd . 

.

[1] CWE-476 - http://cwe.mitre.org/data/definitions/476.html



7

  , 

. 

.

1. private -

(Private Array-Typed Field Returned From A Public Method)

.

private public (return) , 

. 

.

▪ private public . 

, public . 

.

■ - Android-JAVA

1:  // private public return

2:  private String[] colors;

3:  public String[] getColors() {    return colors;    }

colors private public getColors() 

reference . .

■ - Android-JAVA

1:  private String[] colors;

2:  // private , , public .

3:  public void onCreate(Bundle savedInstanceState) {

4:     super.onCreate(savedInstanceState);

5:     String[] newColors = getColors();

6:  }

7:  public String[] getColors() {

8:  String[] ret = null;

9:  if ( this.colors != null ) {

10:  ret = new String[colors.length];

11:  for (int i = 0; i < colors.length; i++) {    ret[i] = this.colors[i];    }

12:  }

13:  return ret;

14:  }



private , private 

. 

.

[1] CWE-495 private - - http://cwe.mitre.org/da-

ta/definitions/495.html



2. private -

(Public Data Assigned to Private Array-Typed Field)

.

public private , private 

. 

.

▪ public private .

.

■ - Android-JAVA

1:  ……

2:  // userRoles private , public setUserRoles() , 

public .

3:  private String[] userRoles;

4:  

5:  public void setUserRoles(String[] userRoles) {

6:  this.userRoles = userRoles;

7:  }

8:  ……

userRoles private , public setUserRoles() , 

public .

■ - Android-JAVA

1:  ……

2:  // private member .

3:  private String[] userRoles;

4:  

5:  public void setUserRoles(String[] userRoles) {

6:  this.userRoles = new String[userRoles.length];

7:  for (int i = 0; i < userRoles.length; ++i)

8:  this.userRoles[i] = userRoles[i];

9:  }

10:  ……

reference , " " private private 

.

.

[1] CWE-496 private - - http://cwe.mitre.org/data/defi-

nitions/496.html



     

    

3. (Information Leak of System Data)

.

, 

.

.

▪ .

.

■ - Android-JAVA

1:  ……

2:  public void f() {

3:  try {   g();   } 

4:  catch (IOException e) {

5:  // printf(e.getMessage()) . 

6:  System.err.printf(e.getMessage());

7:  }

8:  }

9:  private void g() throws IOException {    ……     }

10:  ……

getMessage()

. 

■ - Android-JAVA

1:  ……

2:  public void f() {

3:  try {    g();    } 

4:  catch (IOException e) {

5:  // end user .

6:  System.err.println("IOException Occured");

7:  }

8:  }

9:  private void g() throws IOException {    ……    }

10:  ……

. 

.

[1] CWE-497 - http://cwe.mitre.org/data/definitions/497.html



 



1

2

1

▪ Advanced Encryption Standard (AES) : 

 DES , (NIST) 5 2001

11 (FIPS 197) .

▪ DES  : DES(Data Encryption Standard)

 64 , 

64 , 64 . (Brute Force)

.

▪ Manifest  : , XML 

▪ Synchronized : JAVA .
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▪ ACL : Access Control List

▪ AES : Advanced Encryption Standard

▪ CSRF : Cross-Site Request Forgery

▪ CWE : Common Weakness Enumeration

▪ DES : Data Encryption Standard

▪ ESAPI : Enterprise Security API

▪ HTML : Hyper Text Markup Language

▪ HTTPS : Hypertext Transfer Protocol over Secure Socket Layer

▪ JAAS : Java Authentication and Authorization Service

▪ JDBC : Java Database Connectivity

▪ LDAP : Lightweight Directory Access Protocol

▪ MSB : Most Significant Bit

▪ OAEP : Optimal Asymmetric Encryption Padding

▪ OWASP : Open Web Application Security Project

▪ RSA : Ron Rivest, Adi Shamir, Leonard Adleman

▪ SHA : Secure Hash Algorithm

▪ SQL : Structured Query Language

▪ OpenSSL : Open Secure Socket Layer

▪ URL : Uniform Resource Locator

▪ XSS : Cross-Site Scripting

▪ WAS : Web Application Server
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