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1. SQL 4% (Improper Neutralization of Special Elements used in an
SQL Command, SQL Injection)

7h A9
HolElol DB % A5H 9 olEAclMelA QR ojEle] U@ fE4 AFe
47 @2 749, BAAZ U F 9 URL 9ol SQL 2 Aistel DBYH Au
B AYSAY 2T 5 Qb Bk S THTh AR A B ML AHEA
=9 g8 ge BeY F3glo]l WAW $1 e (Dynamic Query))E H T
ol WAL A=A e At BHE] FRAEe oD & Ak

Sloic REElY

U A 29714
¢S YO SR WemRe we ol A3 SQL ISl AR A, B4
BAE Fotel ADHE AL Stk TR AABE AR Agstlof Atk
C 9% YEPe AU Agdlol she BAolekd, Y e BHYS Fa AW
5 Apgslor @k WP e SQLEAIA AHEaHE Wl ALg FA, BFEA AHEFA, D
o Aol 71E A gHt

Q3 ™o SQL oo oy HHUE glo] AUEUTE name’ OR ’‘a’='a 9} &
LS Y¥oZ FH WHERE o] 344 o] €rh

#include <stdlib.h>

#include <sgl.h>
void Sql_process(SQLHSTMT sqlh)

{

char *query = getenv("query_string");
SQLExecDirect(sqlh, query, SQL_NTS);
}

N T2y

1) 5472 (Dynamic Query) : DBol|lA AA]7ko 2 ¥k= &), parameterized statement’} 5227 2

H1ZE YHololel 25 & #H »» 3
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< A1

o

Axsie dele oM Ao] Txol WAL Be 4 9ok

H QAF Z=9) 4 - C

1:  #include <sql.h>

2: void Sql_process(SQLHSTMT sqlh)

3|

4: char *query_items = "SELECT * FROM items";
5 SQLExecDirect(sqlh, query_items, SQL_NTS);
6

029 doA e queryStr2H-E wrol2 9K oA user_id9} passwordl dl@3H=
e Zee ¥ SQLEY JA#e R JUE ARSI user_idol dFslE YHIULE

name’ OR ‘a’=a'--¢} Z& EA¥9S A WHERE Ho] a4 o] = o] user_idoll 3]
o] ASHFEEL T & A HArh

(SELECT * FROM members WHERE username ='name’ OR ‘a’='a’-- AND password = ")

1:  static SQLHSTMT statmentHandle;

2: const char * GetParameter(const char * queryString, const char * key);

3:  static const char * GET_USER_INFO_CMD = "get_user_info";

4:  static const char * USER_ID_PARAM = "user_id";

5. static const char * PASSWORD_PARAM = "password";

6:  static const int MAX_QUERY_LENGTH = 256;

7. const int EQUAL = (;

8 int main(void)

9: |

10: SQLCHAR * queryStr;

11: queryStr = getenv("QUERY_STRING");

12: if (queryStr == NULL)

13: {

14: // Error AE|%"

15:

16: }

17: /) 48RS 7Pt

18: char * command = GetParameter(queryStr, "command");

19: if (stremp(command, GET_USER_INFO_CMD) == EQUAL)

20: {

21: // userld ¢} password#k-& 7142tk

22: const char * userld = GetParameter(queryStr, USER_ID_PARAM);
23: const char * password = GetParameter(queryStr, PASSWORD_PARAM);
24:

25: char query[MAX_QUERY_LENGTH];

26: sprintf(query, "SELECT * FROM members WHERE username= "%s’ AND password =

¥ YeAholE A5 ¥ B



"%s"", userld, password);
27: SQLExecDirect(statmentHandle, query, SQL_NTS);
28: }
29: return 0;
30: }

9] AAlE hitp requestZFE FE3 AR IDSF ¥ E makeSecureStringdFE ©
g3t g SQL:IL"':‘ *@“"ﬂ ’*e‘ T e BAEH EFEAE AASNAL. =T T4
FELSE, AHEA DS} 450 dolE Asith

static const intZ 43 MAX_USER_ID_LENGTH$} MAX_PASSWORD_LENGTHO®]|

AR B U BAE AR SRS AARD F e Frike 2AFOEA

A FEE 24T & AUtk T Fo regexec TTE T3 FrAel WA AP o
KR

of BAESL tohd ¥, 1 FEL AUHo] H%o AEYL Uxo| 2EYI AQE
Ao baF Qe AP

g2 A2 (regular  expression)e  AHESIH O™,  "[Al:alnum:]] | select | de-
lete | update | insert | create | alter | drop” A& B3l U9ulat xpelo] EFEAET se-
lect, deleteS-9] Q1AM A8 7F5Ao] = tho] 77HAE FEY oz HAEY
o FEFE Tl TRE S8 AE 24 A dolE FUiehe AR Ao
7Fesith Bk g WolE YalAe 8 7HsAde] & SQL procedure™ ©ly SQL
WS TEHAYY Aol 27 Ath(EHZE Mdo s ZAEdth

B ¢AF I 4 - C

1:  const char * GetParameter(const char * queryString, const char * key);

2:  static const char * GET_USER_INFO_CMD = "get_user_info";

3:  static const char * USER_ID PARAM = "user_id";

4:  static const char * PASSWORD_PARAM = "password";

5:  static const int MAX_QUERY_LENGTH = 256;

6: static const int MAX_USER_ID_LENGTH = §;

7. static const int MAX_PASSWORD_LENGTH = 16;

8:  const char * makeSecureString(const char *str, int maxLength);

9:  const int EQUAL = 0;

10:  int main(void)

11 |

122 // SE P AT FAE AAITh

13: int reti = regcomp(&unsecurePattern, "[*[:alnum:]]|select|delete |update |in-
sert | create | alter | drop”", REG_ICASE | REG_EXTENDED);

14:

15: /) AA AAol AuRSE A vHA HelE sk ¥ AA FEITH

16: if (reti)

17: {

18: fprintf(stderr, "Could not compile regex\n");

H1ZE YHolef 45 & B »
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19: exit(1);

20: }

21:

22: SQLCHAR * queryStr;

23: queryStr = getenv("QUERY_STRING");
24: if (queryStr == NULL)

25: {

26: // d98#kol null¥ %9 Error A gt}

27:

28: }

29: char * command = GetParameter(queryStr, "command");

30: if (stremp(command, GET_USER_INFO_CMD) == EQUAL)

31: {

32: // 7t 988e 2 ¥ makeSecureString¥2 FE P S M4 AF3Th

33: const char * userld = GetParameter(queryStr, USER_ID_PARAM);

34: userld = makeSecureString(userld, MAX_USER_ID_LENGTH);

35: const char * password = GetParameter(queryStr, PASSWORD_PARAM);

36: password = makeSecureString(password, MAX_PASSWORD_LENGTH);

37:

38: char query]MAX_QUERY_LENGTH]J;

39: sprintf(query, "SELECT * FROM members WHERE username= "%s’ AND password =
"%s’", userld, password);

40: SQLExecDirect(statmentHandle, query, SQL_NTS);

41:

42: free(userld);

43: free(password);

44: }

45: regfree(&unsecurePattern);

46:

47: return EXIT _SUCCESS;

48: }

49:

50 // dHEE E s AFee FHolth

51:  const char * makeSecureString(const char *str, int maxLength)

52: |

53: char * buffer = (char *) malloc(maxLength + 1);

54: char * originalStr = (char *)malloc(maxLength + 1);

55: strncpy(originalStr, str, maxLength);

56: originalStr[maxLength] = NULL;

57: regmatch_t mt;

58: const char * currentPos = originalStr;

59:  //AAC R EE FEe] Jed 1 BEE AVHe FHE AELE vt
60: while (regexec(&unsecurePattern, currentPos, 1, &mt, REG_NOTBOL) == 0)
61: {

62: strncat(buffer, currentPos, mt.rm_so);

6 <« H1™ YG0lEl 25 U E



63: currentPos += mt.rm_eo;
64: }

65: strcat(buffer, currentPos);

66: free(originalStr);

67: return buffer;

68: '}

2 F3EH
[1] CWE-89 Improper Neutralization of Special Elements used in an SQL Command(SQL Injection),
http:/ /cwe.mitre.org/data/definitions/89.html
[2] 2010 OWASP Top 10 - Al Injection,
https:/ /www.owasp.org/index.php/Top_10_2010-A1
[3] 2011 SANS Top 25 RANK 1 (CWE-89), http://cwe.mitre.org/top25/
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A+ Ake] (Improper Control of Resource Identifiers, Resource Injection)

7t A9
)% Qeighe AFEA e Axd A (resource)ol] e ARAZ AgIE B, F
ARe ez 24 il Azl Rasks Add Jelx FTAY 4T & At

U ¢A% 239719

Qo] A4S ALY, A0 XE F) AEAR AHgste A9, AHEI A5 AA
22 AU AFH AHo® A g AEoA AHETE 2Ast) Rl 9Eo] uY
el Af-ole 253 (directory traversal) & FHE & = EAE AAS
. S A

Ze] AN 2AE YAt Yol FEMSE o5 UHA getenv('rPort)E A
S3At T4 LE S E e R sto] 2E AT ok

1:  int main()

2: |

3: char* rPort = getenv("rPort");

4: struct sockaddr_in serv_addr;

5: int sockfd = 0;

6:

7: serv_addr.sin_port = htons(atoi(rPort));
8: if (connect(sockfd, &serv_addr ,sizeof(serv_addr)) < 0) {
9: exit(1);

10: }

11: return 0;

12: }

kol dlxish ol 9% QEghel weh el el TES HENES FoH T
AA7} Qlele] XEE AgA FIER @

H 338 359 9 - C
int main()
{
char* rPort = getenv("rPort");
struct sockaddr_in serv_addr;
int sockfd = 0;
int port = 0;

if (stremp(rPort,"") < 0)
{

D R LIRSS e

8 «« H1E Yoy #Z ¥ EH



10: printf("bad input");

11: }

12: port = atoi(rPort);

13: if( port < 3000 || port > 3003)

14: {

15: port = 3000;

16: }

17: serv_addr.sin_port = htons(atoi(rPort));

18: if (connect(sockfd, &serv_addr ,sizeof(serv_addr)) < 0) {

19: exit(1); =
20: ) )
21: return 0; 0?'"
22: }

EW

ol

ggo dAlAE A4 ip% TENSE 9% Qom wol agow A Ak =
sa ek AW ST Ao Fa oo gol YA IdhE ZEago] FEH L
=o] Sl KU
oo
H ¢AR 359 4 - C N
1:  int main(int argc, char **argv) |2|-|
20|
3: int serv_sock;
4: struct sockaddr_in serv_addr;
5:
6: serv_sock = socket(PF_INET, SOCK_STREAM, 0);
7 memset(&serv_addr, 0, sizeof(serv_addr));
8: serv_addr.sin_family = AF_INET;
9:
10: if (!stremp(argv[0],"127.0.0.1")) return;
11: serv_addr.sin_addr.s_addr=inet_addr(argv[0]);
12: serv_addr.sin_port = htons(atoi(argv[1]));
13:
14: if(bind(serv_sock, (struct sockaddr *) &serv_addr, sizeof(serv_addr)) == -1)
15: error_handling("bind() error");
16:
. FER

[1] CWE-99 Improper Control of Resource Identifiers (Resource Injection),
http:/ /cwe.mitre.org/data/definitions/99.html

[2] 2010 OWASP Top 10 - A4 Insecure Direct Object Reference
https:/ /www.owasp.org/index.php/Top_10_2010-A4

H1ZE LHololEl 25 & #H »» 9
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3. AR XAO|E AT Y E (Cross-Site Scripting, XSS)

. kA Z97)E
-y

o]
QA ol kel M 2IAYES EFAA A8A FAH AP FEF 5 Aok o
=9}, <78 203 o] ATAA & G Aol FH WA 490 489 3
AFE 54 WloAE At FEAe Ao HAUY 2aYET S5

al
wha S FAS FE 4 Ak

ot A1)
TR T

Request

=1

Posting
[N ATEE]

Client
Response Browser®ilM
[N ATRIE oY OfM AFEIE Al

MEXL

<38 2-1> AR XAAOE ATHYHE

QL Zf-oll= AHEAE 2AHEel 2AHESE AFdste] 4 &‘3}
SAE A FALCM < >, & 7 5& replaces o] A W
3t &lt, &gt, &amp, &quot= X 5&‘3&5}.

* HTML B35 883t AA T = AABNAM Adsk= HTML B 18] 2] 2~E(White

List) & A4 F slig B9 5 &st= WS 283

o} dA

4 59 9 YdHE inparam #FHOoZ 5T dY 7
star, AE dEd g¥d s Ik voF o493
2o 2AYEES AYT A 22 AIE 2IHE

9] AA= CGIE ol&3std 2Hge AAR 20 dFREA AF, 247, Y
A S Qo] dHlolEulo] 2ol A%
Ql FZAAI} inparam #rell the-

o
34 =58 & Aok

(e : <script>alert("Cross-Site Scripting Test")</script>)

<« H1E

YHole 23 Y B4



1:  #include <stdio.h>

2:  #include <stdlib.h>

3:  #include <time.h>

4:  #include <sys/timeb.h>

5. #define LIST "phoneres.html"

6:  #define MAX_ENTRIES 10000

70

8

o: //http Request Header X ¢jo] & =

10:  cl = atoi(getenv("CONTENT_LENGTH")); N

11: for(i=0;cl && (lfeof(stdin));i++) (0)a}

12: {

13: //http =& JHI=E=E Folx o5

14: inparam[i].f_val = (char *)fmakeword(stdin,’&’,&cl);

15: plustospace(inparam[i].f_val); =
. i =T

16: unescape_url(inparam[i].f_val); =)

17: inparam[i].f name = (char *)makeword(inparam[i].f_val,'=’); kU

18: } on

19: .. _;‘

200 n

21:  //HTTP Requestel]l thg+ Response #Y-& A4

22:  fp = fopen(LIST, "w+");

23:  cnin = ftell(fp);

24:  fseek(fp, (long) (cntn+2), 0);

25:  fscanf(fp, "%d", &totn);

26:  fseek(fp, 0, 0);

27:  fprintf(fp, "<!%8d>%c", totn+1, 10);

28:  fseek(fp, 0, 2);

290

300

31: /) AP dEHo) 2 A

32:  fprintf(fp, " <HTML><HEAD><TITLE>Z}3}H</TITLE></HEAD>");

330

34

35:  //AA% Aol HSHA ¥ 29 U§ =Y

36:  // ¥ AANA inparam[0]¢] 7ol AE =9 Aot

37 fprintf(fp, "<FONT SIZE=+1><STRONG>%s</STRONG></FONT>", inparam|[0].f_val);

38:  fclose(fp);

39

40: ...

952 dAls AT AYdt= HIML B2 2]2E(White List)E A3 F, 3
2 H R F8she B AMSAE gE@ ‘<7, 7/ 5 HIMLOIA 23 HE AAe AL
SHE EE 2AEe WA 9 FEY FoEH ool ~2aHE F3Yo| LS Y
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< H[

B A 259 9 - C
1:  #include <stdlib.h>
2:  #include <string.h>
3:  #include <ctype.h>
4: [/ AANTONA FgstaAl 3= HTML Bl 2]2~E(White List) 32
5. static unsigned char *allowed_formatters[]] = {
6: "b", "big", "blink", "i", "s", "small", "strike", "sub", "sup", "tt", "u",
7: "abbr", "acronym", "cite", "code", "del", "dfn", "em", "ins", "kbd", "samp",
8: "strong", "var", "dir", "li", "dl", "dd", "dt", "menu", "ol", "ul", "hr",
9: "br", "p", "h1", "h2", "h3", "h4", "h5", "h6", "center", "bdo", "blockquote",
10: "nobr", "plaintext", "pre", "q", "spacer",
11: "a"
12: §
13:
14:  #define SKIP_WHITESPACE(p) while (isspace(*p)) p++
15:
16:  //874 E°l2 AlE F3o) U fa4 AF
17:  static int spc_is_valid_link(const char *input) {
18: static const char *href="href";
19: static const char *http = "http://";
20: int quoted_string = 0, seen_whitespace = 0;
21:
22: if (lisspace(*input)) return 0;
23: SKIP_WHITESPACE(input);
24: if (strncasecmp(href, input, strlen(href))) return 0;
25: input += strlen(href);
26: SKIP_WHITESPACE(input);
27: if (Yinput++ != =) return 0;
28: SKIP_WHITESPACE(input);
29: if (input == ") {
30: quoted_string = 1;
31: input++;
32: }
33: if (strncasecmp(http, input, strlen(http))) return 0;
34: for (input += strlen(http); *input && *input != ">; input++) {
35 switch (*input) {
36: case ’.": case ’/’: case '-": case "
37: break;
38: case "":
39: if (Iquoted_string) return 0;
40: SKIP_WHITESPACE(input);
41: if (*input != ">) return 0;
42: return 1;
43: default:
¥ Yulole A5 ¥ EY

=2 -Hd=A




44:
45:
46:
47:
48:
49:
50:
51:
52:
53:
54:
55:
56:
57:
58:
59:
60:
61:
62:
63:
64:
65:
66:
67:
68:
69:
70:
71:
72:
73:
74:
75:
76:
77:
78:
79:
80:
81:
82:
83:
84:
85:
86:
87:
88:

if (isspace(*input)) {
if (seen_whitespace && !quoted_string) return 0;
SKIP_WHITESPACE(input);
seen_whitespace = 1;
break;
}
if (lisalnum(*input)) return 0;
break;

}
return (*input && !quoted_string);
}
//HIML 12 Expdoll thg 4 &<
static int spc_allow_tag(const char *input) {
int i
char *tmp;

if (*input == "a’)
return spc_is_valid_link(input + 1);
if (input =="/") {
input++;
SKIP_WHITESPACE(input);
}
for (i = 0; i < sizeof(allowed_formatters); i++) {
if (strncasecmp(allowed_formatters[i], input, strlen(allowed_formattersli])))
continue;
else {
tmp = input + strlen(allowed_formatters[i]);
SKIP_WHITESPACE(tmp);
if (*input == ">) return 1;

}

return 0;
}
// HIML =3I HE o] AgH= 249 H7
char *spc_escape_html(const char *input) {
char *output, *ptr;
size_t outputlen = 0;

const char *c;

if (!(output = ptr = (char *)malloc(outputlen + 1))) return 0;
for (c = input; *c; c++) {
switch (*c) {
case <

if (Ispc_allow_tag(c + 1)) {

H1E YEoole HE
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89: prr++ =& Fptr++ =1 ptri+ =Y Yplri+ =7
90: break;
91: } else {
92: do {
93: ptr++ = *¢
94: } while (*++c !=">);
95; *ptr++ = ’>;
96: break;
97: }
98: case ">":
99 *ptri+ = '&; *ptr++ ='g; *ptri+ ='t; tptri+ =)
100: break;
101: case '&":
102: pr++ = '&%; Fptr++ ='a’; *ptri+ = 'm’; Fptri+ = 'p’;
103: ptr++ =77
104: break;
105: case "
106: pir++ = '&; Fptr++ ='q; ptr++ = 'u; *ptr++ = '0;
107: *ptr++ = '¥; *ptr++ = 1
108: break;
109: default:
110: plr++ = *¢
111: break;
112: ]
113}
114:  *ptr = 0;
115:  return output;
116: }
2. F1E

[1] CWE-79 Improper Neutralization of Input During Web Page Generation(Cross-site Scripting),
http:/ /cwe.mitre.org/data/ definitions/79.html

[2] 2010 OWASP Top 10 - A2 Cross-Site Scripting(XSS),
https:/ /www.owasp.org/index.php/Top_10_2010-A2

[3] 2011 SANS Top 25 - RANK 4 (CWE-79), http://cwe.mitre.org/top25/
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4. FYAA HB AY(OS Command Injection)

23 A Qlo] AW sttt %_“?_Vi*.
g 5 o AU Agstel AZE BPIF 4
ol Ak AT o]’ G4 oF dY A2 A 5 ]

[e] o]l =L tg

g0l Aol 7hssiAl Hot

. kA Z97)E >
9% ggo] FH EE EAY HAE B8l system() FFE AR AZHE AL 9 ";'
alt} mel A TR vg%oa YrEE ST o]Fd A HEEeE AU, 9T 7 0=

Agol IEA ol HE AASHE Bge Axok @,

o 94

oo diAle FolA FHIPS ol i HYE RoF= ZEIHo|th o] X2
catWrapper2}3l & w] FZA7} Story.txt; 1sE AAZ WL Story.txt FFLo] W&
Hol & 3 @A A4 vy 55 Yt dA A4 d9HEE BT As
AL 7H AdElolA f1FskARL, e AAd | T2Is T8 AP+

Sloic REElY

o I to o

2 fgets(arg,80,stdin);

3 commandLength = strlen(cat) + strlen(arg) + 1;

4 command = (char *) malloc(commandLength);

5: strncpy(command, cat, commandLength);

6 strncat(command, argv[1], (commandLength - strlen(cat)) );
7 system(command);
8 return 0;

GAA ol ABAolE TheT o] stpbrk() FFE ALdel 9W EAT AL
B Y5 S sof k.

H ¢Ad 3=9 o - C

fgets(arg,80,stdin);
if (strpbrk(arg,";\""."))
{
exit(1);
}

commandLength = strlen(cat) + strlen(arg) + 1;

H1ZE LHololEl 25 & #H »» 15
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< A1

8 if(commandLength < 20)

9: |

10: command = (char *) malloc(commandLength);
11: 1}

‘12: ......

oo Al= DBE dtodw A Batch¥H S A&EH oz Agstar grk &]FolA
W2 backupTypes T1HHE Batch®® o] Azt = AREStaL Utk

1:  #include <iostream>

2:  #include <fstream>

3:  #include <string>

4:  #include <map>

5. #include <set>

6:

7:  using namespace std;

8:

9:  const string BACKUP_DB_COMMAND = "backup_db";

10:  const string BACKUP_TYPE_PARAM = "backup_type";

11:  set<string> allowedBackupType;

12:

13:  const string BACKUP_BATCH = "c:\\util\\rmanDB.bat";

14:  const string CLEANUP_BATCH = "c:\\utl\ \cleanup.bat";

15:

16:  string GetRequestParameter(const string & parameterName);

17:  string GetUserHomeDir(const string & userld);

18:

19:  int main(void)

20: |

21: allowedBackupType.insert("All");

22: allowedBackupType.insert("UpdatedltemOnly");

23: allowedBackupType.insert("UpdateltemInAMonth");

24:

25: string command = GetRequestParameter(COMMAND_PARAM);

26:

27: if(command == BACKUP_DB_COMMAND)

28: {

29: string backupType = GetRequestParameter(BACKUP_TYPE_PARAM);

30:

31: string backupCommand="cmd.exe /K \" + BACKUP_BATCH + " " +

allowedBackupType.get(backupType) + "&&" + CLEANUP_BATCH + "\"";

32:

33: system(backupCommand.c_str());

34:

35: }

¥ YeAholE A5 ¥ B



36:
37. }
A2 backupType2 allowedBackupType2] TlolEl9} Hlwsle] 385 A=A 7
Folk Fato] AYHEF ST

H QAF I=9) 9 - C

1:  #include <iostream>

2:  #include <fstream>

3:  #include <string>

4:  #include <map>

5. #include <set>

6:

7:  using namespace std;

8:

9:  const string BACKUP_DB_COMMAND = "backup_db"; o

10:  const string BACKUP_TYPE_PARAM = "backup_type"; =|_-U

11:  set<string> allowedBackupType; 2

12: t

13:  const string BACKUP_BATCH = "c:\\util\\rmanDB.bat"; 0:‘

14:  const string CLEANUP_BATCH = "c:\\utl\ \cleanup.bat"; )

15: |_|-|

16:  string GetRequestParameter(const string & parameterName);

17:  string GetUserHomeDir(const string & userld);

18:

19:  int main(void)

20: |

21: allowedBackupType.insert("All");

22: allowedBackupType.insert("UpdatedltemOnly");

23: allowedBackupType.insert("UpdateltemInAMonth");

24:

25: string command = GetRequestParameter(COMMAND_PARAM);

26:

27: if(command == BACKUP_DB_COMMAND)

28: {

29: string backupType = GetRequestParameter(BACKUP_TYPE_PARAM);

30:

31: if (allowedBackupType.count(backupType) == 0)

32: {

33: // Error %2

34: return;

35: }

36: string backupCommand="cmd.exe /K \" + BACKUP_BATCH + " " +
allowedBackupType.get(backupType) + "&&" + CLEANUP_BATCH + "\"";

37:

38: system(backupCommand.c_str());

39:

H1ZE YHolel 45 & & 17
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40: }
41:
42: }

2% JF3E™
[1] CWE-78 Improper Neutralization of Special Elements used in an OS Command(OS
Command Injection), http://cwe.mitre.org/data/definitions/78.html
[2] 2010 OWASP Top 10 - Al Injection,
https:/ /www.owasp.org/index.php/Top_10_2010-A1
[3] 2011 SANS Top 25 - RANK 2 (CWE-78), http://cwe.mitre.org/top25/
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5. LDAP 4} (Improper Neutralization of Special Elements used in an
LDAP Query, LDAP Injection)

7} A9
FAATL o7 AHE FAA o=skA] e LDAP WHEoE 3T + Utk F 4 &
S 2ago] AgATE AE AHS SntEA st Xstd, 347 LDAP WRE
of e vk 3tk o|® s ZEA2VF ¥Ee AU AXIES} I A3

(authentication)< 7}A il F235HA] Hth

LDAP 2 Eolu} Asfo] 9% gejo] REA o= A% A2igle] A-8HH, LDAP
2o 4a® w FAAE LDAP FA)Eel ee rledz WA 4 Atk

NORMAL OPERATION
Normal QUERY o '
S
gilt 25
LDAP Mt

——

LDAP Injection

(Normal QUERY) + LDAP =
Injection Code s 55
(QUERYV) + “" =>2IAt &} 5 I
il S8+ FIH =
HYTE

<713 2-2> LDAP A<

© A9 Aol A gl 9% YRS LDAP Aslol 3ol g3 el
- DNw ZEo] AHg5E A4 Qegols BFEAT 24 YES EFEAE AA
Atk EFEAS MG e A SFEADNG AHE EFEAE \, B

AFHE BREA(S 4, < >, 5\ S0l dsiAE APl o YNEAE A4

== Agch
o} A
tggel =2 By 9% EXUo| getenv() FFE S LDAP Foll LE 2AdR
AL e A9E AL ojgo] JEH] § ALY oﬂ ﬂaf& Aur dojd A7}
AT 7|79} e FADL AL T2 AR tiE RS 4S5 A Aok
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: int main()
{

char* filter = getenv("filter_string");

LDAP *Id = NULL;

LDAPMessage* result;

rc = ldap_search_ext_s(ld, FIND_DN, LDAP_SCOPE_BASE, filter, NULL, 0,
NULL, NULL, LDAP_NO_LIMIT, LDAP_NO_LIMIT, &result);

return 0;

1
2
3
4: int rc;
5
6
7

*

e
-

theel ZEE PGS 9% Aol okl AT e A mlEe] erdsich

g

H ¢AF 3= o - C

1:  #include <stdio.h>

2:  #include <ldap.h>

3. #define FIND_DN ""

4:  int main()

5 |

6: char* filter = "(manager=admin)";

7: int rc;

8: LDAP *I1d = NULL;

9: LDAPMessage* result;

10: rc = ldap_search_ext_s( 1d, FIND_DN, LDAP_SCOPE_BASE, filter, NULL, 0, NULL,
NULL, LDAP_NO_LIMIT, LDAP_NO_LIMIT, &result);

11: return 0;

12: 1}

2. FaEd

[1] CWE-90 Improper Neutralization of Special Elements used in an LDAP Query(LDAP
Injection), http://cwe.mitre.org/data/definitions/90.html

[2] 2010 OWASP Top 10 - Al - Injection
https:/ /www.owasp.org/index.php/Top_10_2010-Al-Injection
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6. e g FJE ZZ}(Path Traversal)

Heeey A2 22 2 A, g OdHe 42 2402 Ui 5 ok 94 4
0 e ARz g@ ke AR F Al ddee Az 24 U@
a4,

6-1. At dHEE HZE ZF(Relative Path Traversal)

7k A9

H d9e St "dHy B2 EAEe Adse B A% U9y r Add o
dejglojol & ), ofe]Al RUH S ANE HEA7A] For dd v FHo] A=
Aol A48E 4 Aok
o] Fek& ol gsto] Agkd tdE Y I ve TAAE ALY F A Foh M B
o] 2ol= Zlo] ".'& AHgste] FAsE Aotk RS AlZElolA e e HHE
2lE ovstr] wizel ke El"fﬂEiEH FHNE AT 7 e AEE AP H=
Zlot.

L QHEE 97
C e AR el Y AR Q] ARE AN QYo NH mFshe] AgEA
o] wkgrajste.

k. 9 A
reportName©| 3 ©|&Y Z9ol= XA U EE] /home/www/tmpol| A o+ ] 3
2 A33IA T, reportName©| ././.Jete/passwd} 2ol AFEH A9 taEHP JE
e HEsHA "k

void f()

{

1
2
3 char* rName = getenv("reportName");
4 char buf[30];

5: strnepy(buf, "/home/www/tmp/", 30);
6 strncat(buf, rName, 30);

7 unlink(buf);

8

9% Qe AT A H2E 2Hs] FAN 2] IS H2E BEA Dol
oF %},
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< A1

H QAF I=9) 9 - C

1. void f()

2

3 char buf[30];

4 strnepy(buf, "/home/www/tmp/", 30);
5 strncat(buf, "report", 30);

6 unlink(buf);

7

ol clAll A )Rel A e HAPe I Agstel HUe A ok

#include <iostream>
#include <fstream>
#include <string>

using namespace std;

const static string COMMAND_PARAM = "command";

const static string READ_DOCUMENT_COMMAND= "read_document';
10:  const static string USER ID_PARAM = "user_id'";

11:  const static string ~ FILE_NAME_PARAM= "file_name";

12:  const static int BUFFER_SIZE = 256;

13:

14:  string GetRequestParameter(const string & parameterName);
15:

16:  int main(void)

17: |

18: string command = GetRequestParameter(COMMAND_PARAM);

20: if(command == READ_DOCUMENT_COMMAND)

21: {

22: string userld = GetRequestParameter(USER_ID_PARAM);
23: string fileName = GetRequestParameter(FILE_ NAME_PARAM);
24:

25: ifstream inFile(fileName.c_str());

26: if(inFile.is_open() == false)

27: {

28: // Error %2

29: }

30:

31: char buffer[BUFFER_SIZE];

32: inFile.read(buffer, BUFFER_SIZE);

¥ YeAholE A5 ¥ B



33:

34: }
35:

36: |}

O] dAlel M s dHE2 o e o3 v A2E HAAd== Wl = T
2o LS 93 vk =3 userHomePatho] Zo|vhEE ¥dd AiAE s 4%s %
A A= Haeen FAAs o3 B Frel Wxrt QIsleA st 9l

H QAF 3=9) 9 - C

1: #include <jostream>
2:  #include <fstream>
3:  #include <string>
4:
5: >
6:  using namespace std; 42-”
7 ku
8:  const static string COMMAND_PARAM = "command"; on
9: -l
10:  const static string READ_DOCUMENT_COMMAND-= "read_document"; |2|-|
11:  const static string ~ USER_ID_PARAM = "user_id";
12:  const static string  FILE_ NAME_PARAM= "file_name";
13: const static int BUFFER SIZE = 256;
14:
15:
16:  string GetRequestParameter(const string & parameterName);
17:  string DecodeURLEncodedString(const string & urlEncodedString);
18:  string ConvertToAbsolutePath(const string & urlEncodedString);
19:
20:  int main(void)
21 |
22: string command = GetRequestParameter(COMMAND_PARAM);
23:
24: if(command == READ_DOCUMENT_COMMAND)
25: {
26: string userld = GetRequestParameter(USER_ID_PARAM);
27: string fileName = GetRequestParameter(FILE_ NAME_PARAM);
28:
29: fileName = DecodeURLEncodedString(fileName);
30:
31: string userHomePath = GetUserHomeDir(userld);
32: string filePath= ConvertToAbsolutePath(userHomePath + fileName);
1:
: if(userHomePath != filePath.substr(0, userHomePath.length()))
3: {

H1ZE UHoolel 45 & #H »» 23
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4: // Error A&

: return;
6: }
33: ifstream inFile(filePath.c_str());
34: if(inFile.is_open() == false)
35: {
36: // Error 2]
37: }
38: char buffer[BUFFER_SIZE];
39: inFile.read(buffer, BUFFER_SIZE);
40:
41: }
42:
43: }

oh. F1Ed
[1] CWE-23 Relative Path Traversal, http://cwe.mitre.org/data/definitions/23.html
[2] CWE-22 Absolute Path Traversal, http://cwe.mitre.org/data/definitions/36.html
[3] 2010 OWASP Top 10 - A4 Insecure Direct Object Reference,
https:/ /www.owasp.org/index.php/Top_10_2010-A4
[4] 2011 SANS Top 25 - Rank 13 (CWE-22), http://cwe.mitre.org/top25/
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6-2. Ao dHEE FE ZZ(Absolute Path Traversal)

7h. A9

9% qlgo] e AsHe xAsE A2E A7 AT F AAY ITL 7AW 9
Ptk o] Aokde FAATL ¢4 W) NP A2Y v EE Ak HAS A

ZaAY A ThesEs ek

e F 2ol REHW FAL ATV (1) FAA Y Axg 22 AgHE H
28 A4 Q) 2 9Y 228 TR FADL $9Y F Ge ARE A5, o =
B Bol, BAAL AAol WAE HAS WA 5 AU AW AD F o~

Y. A7 9718
- Y HZ o] HY AR SR R gge AR AMEEA ¥ Ao niEsith

o 44
reportName & o]Fo] 9|5 4ol o Ay AAE AUdE HIsHA Hol o F
25E oo g et T HY (Al A 2l Ad)e FEA "ok

#include <stdio.h>
#include <stdlib.h>
#include <unistd.h>

=
=1
2
kU
on
N
=
n

void absolute()

{
/* S1REgkes ) Ao 4RET Qv
char* rName = getenv("reportName");

unlink(rName);

}

oR e AT Y HUA2RL ek HaB WER spojof BT

H 3438 2=9 9 - C
#include <stdio.h>
#include <stdlib.h>

#include <unistd.h>

void absolute()

{
/= 1RGO Y ARE HYHA golokitt ¥/
unlink("/home/www/tmp/report");

}
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29 oAl A E 9ol JHES Fe EUIE styleFileNamedt= A3t I &
AEg IR ARSsl FHde] A HAE2E AT T Yl accessdtal YT

1:  #include <iostream>

2: #include <fstream>

3:  #include <string>

4:  #include <map>

5:

6:  using namespace std;

7

8:  const static string COMMAND_PARAM = "command";

9:

10:  const static string APPLY_STYPLE_COMMAND = "apply_style";
11:  const static string USER_ID_PARAM = "user_id";

12:  const static string STYLE_FILE NAME_PARAM = "styple_file_name";
13: const static int BUFFER_SIZE = 256;

14:

15:  string GetRequestParameter(const string & parameterName);

16:  string GetUserHomeDir(const string & userld);

17:

18:  int main(void)

19: {

20: string command = GetRequestParameter(COMMAND_PARAM);
21:

22: if(command == APPLY_STYPLE_COMMAND)

23: {

24: string userld = GetRequestParameter(USER_ID_PARAM);
25: string styleFileName = GetRequestParameter(STYLE_FILE_NAME_PARAM);
26:

27: string userHomePath = GetUserHomeDir(userld);

28: string styleFilePath = ConvertToAbsolutePath(userHomePath + styleFileName);
29:

30: ifstream inFile(styleFilePath.c_str());

31: if(inFile.is_open() == false)

32: {

33: // Error 2]

34: }

35: char buffer[BUFFER_SIZE];

36: inFile.read(buffer, BUFFER_SIZE);

37:

38: }

39:

40: }
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29 AgANAE YHEFOE 502 styleNameS EUE v]2] H3llE2 dloly ol
E(styleFileName) ¥} H:ste] wlg] H3E dolHaS HITHLR dA wteEth(a 29

E2 AR defaultght o2 APHETh) I F Lo F& AL Y] HEE s I
Aol access?HTt.

H QAF I=9) 9 - C

1:  #include <iostream>

2:  #include <fstream>

3:  #include <string>

4:  #include <map>

5:

6:  using namespace std;

7

8:  const static string COMMAND_PARAM = "command";

9:

10:  const static string APPLY_STYPLE_COMMAND = "apply_style"; :Iz.l]

11:  const static string USER_ID_PARAM = "user_id"; <

12:  const static string STYLE_ NAME_PARAM= "styple_name"; (l)ﬂl_'l]

13:  const static int BUFFER_SIZE = 256; N

14: o

15:  static map<string, string> styleFileNames; In

16:

17:

18:  string GetRequestParameter(const string & parameterName);

19:  string GetUserHomeDir(const string & userld);

20:

21:  int main(void)

22: |

23: styleFileNames["Normal"] = "NormalStyle.cfg';

24: styleFileNames|["Classic"] = "ClassicStyle_1.cfg";

25: styleFileNames["Gothic"] = "ClassicStyle_2.cfg";

26:

27: string command = GetRequestParameter(COMMAND_PARAM);

28:

29: if(command == APPLY STYPLE COMMAND)

30: {

31: string userld = GetRequestParameter(USER_ID_PARAM);

32: string styleName = GetRequestParameter(STYLE_NAME_PARAM);

33:

34: string userHomePath = GetUserHomeDir(userld);

35: string styleFilePath= ConvertToAbsolutePath(userHomePath + style-
FileNames[styleName]);

36:

37: ifstream inFile(styleFilePath.c_str());

38: if(inFile.is_open() == false)

H1ZE UHololel 45 & B »» 27



CAIFoET 7I°I1E @

40: // Error %8

41: }

42: char buffer[BUFFER_SIZE];

43: inFile.read(buffer, BUFFER_SIZE);

2k FIER

[1] CWE-36 Absolute Path Traversal, http://cwe.mitre.org/data/definitions/36.html
[2] CWE-22 Absolute Path Traversal, http://cwe.mitre.org/data/definitions/36.html
3]

[3] 2010 OWASP Top 10 - A4 Insecure Direct Object Reference,
https:/ /www.owasp.org/index.php/Top_10_2010-A4

[4] 2011 SANS Top 25 - RANK 13 (CWE-22), http://cwe.mitre.org/top25/
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7. A4 LW EFE9(Integer Overflow or Wraparound)
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Sloic REElY

#include <stdlib.h>
void* intAlloc(int size, int reserve)

{
void *rptr;

rptr = malloc(size * sizeof(int));
if (rptr == NULL)
exit(1);
return rptr;
10:  }

1
2
3
4
5: size += reserve;
6
7
8
9

malloc() ¥+ FHHEHZ ALE5H= HSTE unsigned = AME3IA FES 3he] HS
£ Y3 integer overflow 7FsA& WETh

H AAF IA=9) ¢ - C
#include <stdlib.h>
void* intAlloc(int size, int reserve)

{
void *rptr;

unsigned s;

A T S o

size += reserve;
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7: s=size* sizeof(int);
if(s<0)

: return NULL;

10:  rptr = malloc(s);

11:  if (rptr == NULL)

12: exit(l);
13: return rptr;
14: '}

R HE JANL datalndex®} fieldIndexES Z7)1AI4F glo] HIZ wjdel Qd A2 A}
S35k Ut

1:  #include <iostream>

2:  #include <fstream>

3:  #include <string>

4:  #include <map>

5. #include <set>

6:

7:  using namespace std;

8:

9:  const static char * COMMAND PARAM = "command";

10: const static char * GET_DATA_COMMAND = "get_data";

11: const static char * DATA_INDEX_PARAM = "data_index";

12:  const static char * FIELD_INDEX_PARAM= "field_index";

13:  const static char * VALUE_PARAM = "value';

14:

15: static int DATA_SIZE = 256;

16:

17 int main(void)

18: {

19: char * queryStr;

20: queryStr = getenv("QUERY_STRING");

21: if (queryStr == NULL)

22: {

23: // Error g

24:

25: }

26: string command = GetRequestParameter(queryStr, COMMAND_PARAM);
27:

28: if(command.compare(GET_DATA_COMMAND) == ()

29: {

30: int dataIndex = atoi(GetRequestParameter(queryStr, DATA_INDEX_PARAM));
31: int fieldIndex = atoi(GetRequestParameter(queryStr, FIELD_INDEX_PARAM));
32: int valuelndex = atoi(GetRequestParameter(queryStr, VALUE_PARAM));
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33:

34: int index = datalndex * DATA_SIZE + fieldIndex;

35:

36: }

37:

38 }

Qe sz AEEE e S5t olFe] A B ohie} W] WA 27 BAE WA
YA FEE AFH T AGElolof

B A3 259 9 - C

1:  #include <iostream>

2:  #include <fstream>

3:  #include <string>

4:  #include <map>

5. #include <set>

6:

7:  using namespace std;

8:

9:  const static char * COMMAND_PARAM = "command";

10:  const static char * GET_DATA_COMMAND = "get_data";

11: const static char * DATA_INDEX_PARAM= "data_index";

12:  const static char * FIELD_INDEX_PARAM= "field_index";

13:  const static char * VALUE_PARAM = "value";

14:

15:  static int DATA_SIZE = 256;

16:

17:  int main(void)

18: {

19: char * queryStr;

20: queryStr = getenv("QUERY_STRING");

21: if (queryStr == NULL)

22: {

23: // Error &

24:

25: }

26: string command = GetRequestParameter(queryStr, COMMAND_PARAM);

27:

28: if(command.compare(GET_DATA_COMMAND) == 0)

29: {

30: int dataIndex = atoi(GetRequestParameter(queryStr, DATA_INDEX_PARAM));

31: int fieldIndex = atoi(GetRequestParameter(queryStr, FIELD_INDEX_PARAM));

32: int valuelndex = atoi(GetRequestParameter(queryStr, VALUE_PARAM));

33:

34: if((dataIndex < 0) || (fieldIndex < 0))

H1ZE YHolef 45 & B »
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35: {
36: // Error A&
37: return;
38: }
39: if((dataIndex < 0) || (dataIndex > Integer.MAX_VALUE / DATA_SIZE))
40: {
41: // Error %2
42: return;
43: }
44: if((fieldIndex < 0) || (filedIndex > (Integer.MAX_VALUE - (dataIndex *
DATA_SIZE))))
45: {
46: // Error *1g]
47: return;
48: }
49: int index = datalndex * DATA_SIZE + fieldIndex;
50:
51: }
52:
53:. }
2 FE™

[1] CWE-190 Integer Overflow or Wraparound, http://cwe.mitre.org/ data/ definitions/190.html

[2] CWE-78 Improper Neutralization of Special Elements used in an OS5 Command (OS Command
Injection), http://cwe.mitre.org/data/definitions/78 html

[3] 2011 SANS Top 25 - RANK 2 (CWE-78), http://cwe.mitre.org/top25/
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8. 3 MAUFE 3T 4 U= ¥¥9# ¥ =E(Reliance on Untrusted

Inputs in a Security Decision)
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. <A
1:  #include "std_testcase.h"
2:  #include "cgic.h"
3:  #include <wchar.h>
4:  #ifdef _WIN32
5. # include <winsock2.h>
6:  # include <windows.h>
7. # include <direct.h>
8:  # pragma comment(lib, "ws2_32") /* include ws2_32.lib when linking */
9:  # define CLOSE_SOCKET closesocket
10:  # define PATH_SZ 100
11:  #else /* NOT _WIN32 */
12:  # define INVALID_SOCKET -1
13:  # define SOCKET_ERROR -1
14: # define CLOSE_SOCKET close
15:  # define SOCKET int
16: # define PATH_SZ PATH_MAX
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17:  #endif

18:

19:  #define TCP_PORT 27015

20:

21:

22:

23:

24:

25:  #ifndef OMITBAD

26:

27 void KRD_114_Reliance_on_Untrusted_Inputs_in_a_Security_Decision__char_connect_sock-
et_cookie_strncmp_0101_bad)()

28: |

29: char * data;

30: char data_buf[100] = "trustedvalue";

31: data = data_buf;

32: {

33:  #ifdef _WIN32

34: WSADATA wsa_data;

35: int wsa_data_init = 0;

36:  #endif

37: int recv_rv;

38: struct sockaddr_in s_in;

39: char *replace;

40: SOCKET connect_socket = INVALID_SOCKET;

41: size_t data_len = strlen(data);

42: do

43: {

44:  #ifdef _'WIN32

45: if (WSAStartup(MAKEWORD(2,2), &wsa_data) != NO_ERROR) break;

46: wsa_data_init = 1;

47.  #endif

48: connect_socket = socket(AF_INET, SOCK_STREAM, IPPROTO_TCP);

49: if (connect_socket == INVALID_SOCKET) break;

50: memset(&s_in, 0, sizeof(s_in));

51: s_in.sin_family = AF_INET;

52: s_in.sin_addr.s_addr = inet_addr("127.0.0.1");

53: s_in.sin_port = htons(TCP_PORT);

54: if  (connect(connect_socket,  (struct sockaddr*)&s_in, sizeof(s_in)) ==
SOCKET_ERROR) break;

55: /* Abort on error or the connection was closed, make sure to recv one

56: * less char than is in the recv_buf in order to append a terminator */

57: recv_rv = recv(connect_socket, (char *)datatdata_len, (int)(100-data_len-1), 0);

58: if (recv_rv == SOCKET_ERROR | | recv_rv == 0) break;

59: /* Append null terminator */

¥ Yulole A5 ¥ EY
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100:
101:
102:
103:
104:

datafrecv_rv] = "\0';
/* Eliminate CRLF */
replace = strchr(data, "\r);
if (replace) *replace = "\0’;
replace = strchr(data, "\n');
if (replace) *replace = "\0’;
}
while (0);
if (connect_socket = INVALID_SOCKET) CLOSE_SOCKET(connect_socket);
#ifdef _WIN32
if (wsa_data_init) WSACleanup();
#endif
}

char * data = "trustedvalue";

char  **array, **arrayStep;
char  cname[1024], cvalue[1024];
fprintf(cgiOut, "Cookies Submitted On This Call, With Values "
"(Many Browsers NEVER Submit Cookies):<p>\n");
if (cgiCookies(&array) != cgiFormSuccess) {
return;
}
arrayStep = array;
fprintf(cgiOut, "<table border=1>\n");
fprintf(cgiOut, "<tr><th>Cookie<th>Value</tr>\n");
while (*arrayStep) {
char value[1024];
fprintf(cgiOut, "<tr>");
fprintf(cgiOut, "<td>");
cgiHtmlEscape(*arrayStep);
fprintf(cgiOut, "<td>");
cgiCookieString(*arrayStep, value, sizeof(value));
cgiHtmlEscape(value);
fprintf(cgiOut, "\n");
arrayStep++;
}
fprintf(cgiOut, "</table>\n");
cgiFormString('cname”, cname, sizeof(cname));
cgiFormString(''cvalue”, cvalue, sizeof(cvalue));

/* FLAW */
if (strlen(cname) && !strncmp(cvalue, data, sizeof(data)))

{

H1ZE YHolef 45 & B »
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105: fprintf(cgiOut, "New Cookie Set On This Call:<p>\n");
106: fprintf(cgiOut, "Name: ");
107: cgiHtmlEscape(cname);
108: fprintf(cgiOut, "Value: ");
109: cgiHtmlEscape(cvalue);
110: fprintf(cgiOut, "<p>\n");
111: fprintf(cgiOut, "If your browser accepts cookies "
112: "(many do not), this new cookie should appear "
113: "in the above list the next time the form is "
114: "submitted.<p>\n");
115: }
116: else
117: {
118: fprintf(cgiOut, "Untrusted values<p>\n");
119: }
120:
121: cgiStringArrayFree(array);
122: }
123:
124:
125:
126: #endif /* OMITBAD */
127:
128:
129: /* Below is the main(). It is only used when building this testcase on
130: its own for testing or for building a binary to use in testing binary
131: analysis tools. It is not used when compiling all the testcases as one
132: application, which is how source code analysis tools are tested. */
133:
134: #ifdef INCLUDEMAIN
135:
136: int main(int argc, char * argvl])
137: {
138: /* seed randomness */
139: srand( (unsigned)time(NULL) );
140: #ifndef OMITBAD
141: printLine("Calling bad)...");
142: KRD_114_Reliance_on_Untrusted_Inputs_in_a_Security_Decision__char_connect_sock-
et_cookie_strncmp_0101_bad();
143: printLine("Finished bad()");
144: #endif /* OMITBAD */
145: return 0;
146: )
147:
148: #endif
¥ oy 45 ¥ B4
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1:  #include "std_testcase.h"

2:  #include "cgic.h"

3:  #include <wchar.h>

4:  #ifdef _WIN32

5. # include <winsock2.h>

6:  # include <windows.h>

7. # include <direct.h>

8:  # pragma comment(lib, "ws2_32") /* include ws2_32.lib when linking */

9:  # define CLOSE_SOCKET closesocket

10:  # define PATH_SZ 100

11:  #else /* NOT _WIN32 */

12 # define INVALID_SOCKET -1 =
13:  # define SOCKET_ERROR -1 g
14:  # define CLOSE_SOCKET close kU
15: # define SOCKET int of
16: # define PATH_SZ PATH_MAX _;‘
17:  #endif |_|'|
18:

19:  #define TCP_PORT 27015

20:

21:

22:

23:

24:

25:

26:  #ifndef OMITGOOD

27:

28:  /* goodG2B uses the GoodSource with the BadSink */

29:  static void good1()

30: |

31: char * data;

32: char data_buf[100] = "trustedvalue";

33: data = data_buf;

34: /* FIX: Benign input preventing command injection */

35: strcat(data, "trustedvalue");

36:

37 {

38: char * data = "trustedvalue";

39:

40: char  **array, **arrayStep;

41: char  cname[1024], cvalue[1024];
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42:
43:
44:
45:
46:
47:
48:
49:
50:
51:
52:
53:
54:
55:
56:
57:
58:
59:
60:
61:
62:
63:
64:
65:
66:
67:
68:
69:
70:
71:
72:
73:
74:
75:
76:
77:
78:
79:
80:
81:
82:
83:
84:
85: }
86:

fprintf(cgiOut, "Cookies Submitted On This Call, With Values "
"(Many Browsers NEVER Submit Cookies):<p>\n");
if (cgiCookies(&array) != cgiFormSuccess) {
returny;
}
arrayStep = array;
fprintf(cgiOut, "<table border=1>\n");
fprintf(cgiOut, "<tr><th>Cookie<th>Value</tr>\n");
while (*arrayStep) {
char value[1024];
fprintf(cgiOut, "<tr>");
fprintf(cgiOut, "<td>");
cgiHtmlEscape(*arrayStep);
fprintf(cgiOut, "<td>");
cgiCookieString(*arrayStep, value, sizeof(value));
cgiHtmlEscape(value);
fprintf(cgiOut, "\n");
arrayStep++;
}
fprintf(cgiOut, "</table>\n");
cgiFormString('cname”, cname, sizeof(cname));

cgiFormString('cvalue”, cvalue, sizeof(cvalue));

/* FLAW */
if (strlen(cname) && !strncmp(cvalue, data, sizeof(data)))
{
fprintf(cgiOut, "New Cookie Set On This Call:<p>\n");
fprintf(cgiOut, "Name: ");
cgiHtmlEscape(cname);
fprintf(cgiOut, "Value: ");
cgiHtmlEscape(cvalue);
fprintf(cgiOut, "<p>\n");
fprintf(cgiOut, "If your browser accepts cookies

"(many do not), this new cookie should appear "

"in the above list the next time the form is

"submitted.<p>\n");

else

fprintf(cgiOut, "Untrusted values<p>\n");

cgiStringArrayFree(array);
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87:
88:
89:

90:
91:
92:
93:
94:
95:
96:
97:
98:
99:

100:
101:
102:
103:
104:
105:
106:
107:
108:
109:

110:
111:
112:
113:
114:
115:

void KRD_114_Reliance_on_Untrusted_Inputs_in_a_Security_Decision__char_connect_sock-
et_cookie_strncmp_0101_good()

{
good1();

#endif /* OMITGOOD */

/* Below is the main(). It is only used when building this testcase on
its own for testing or for building a binary to use in testing binary
analysis tools. It is not used when compiling all the testcases as one
application, which is how source code analysis tools are tested. */

#ifdef INCLUDEMAIN

int main(int arge, char * argv[])
{
/* seed randomness */
srand( (unsigned)time(NULL) );
#ifndef OMITGOOD
printLine("Calling good()...");
KRD_114_Reliance_on_Untrusted_Inputs_in_a_Security_Decision__char_connect_sock-
et_cookie_strncmp_0101_good();
printLine("Finished good()");
#endif /* OMITGOOD */
return 0;

#endif

2 FaEd
[1] CWE-807 Reliance on Untrusted Inputs in a Security Decision,
http:/ /cwe.mitre.org/ data/ definitions/807.html
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9. 2€gd) 33 ¥y LW EE¢(Stack-based Buffer Overflow)
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1:  void manipulate_string(char* string)
2

3 char buf[24];

4: strepy(buf, string);

5.

6

WA EE e W (string) 9 HARSHH = bufe] A7]1E Hla 7:5_‘3]- strnepy() -

g A

g3kl EAREL7] 9% bufe] Z71& At bufe] pRA2 E24= \0'S 7FAA g

H A 3= o - C

1:  void manipulate_string(char* string)

2

3 char buf[24];

4 /* BARIEE bufel o] HlwE It} */
5: if (strlen(string < sizeof(buf))

6 strnepy(buf, string, sizeof(buf)-1);

7 /* FALL HEA nullE FEE ok g ¥/
8 buf[sizeof(buf)-1] = "\0’;

9
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1: #include <stdio.h>

2:  #include <stdlib.h>

3:  #include <string.h>

4:  #include <regex.h>

5:

6:  #include <sqltypes.h>

7:  #include <sgqlh>

8:

9:  static SQLHSTMT statmentHandle;

10:

11:  const char * GetParameter(const char * queryString, const char * key); fu
12: <
13:  static const char * UPDATE_DATA = "update_data"; (l)'-ll_-ll
14: static const char * DATA_PARAM = "data"; :‘
15: static const int MAX_DATA_BUFFER_LENGTH = 256; =
16: |_|-|
17:  const int EQUAL = 0;

18:  int main(void)

19: |

20: char * queryStr = getenv("QUERY_STRING");

21: if (queryStr == NULL)

22: {

23: // Error A&

24:

25: }

26:

27: char * command = GetParameter(queryStr, "command");

28: if (stremp(command, UPDATE_DATA) == EQUAL)

29: {

30: int dataBufferf MAX_DATA BUFFER _LENGTH];

31: int datalndex = 0;

32: const char * data = GetParameter(queryStr, DATA_PARAM);

33:

34: char * token = strtok(data, " ");

35: whle(token != NULL)

36: {

37: dataBuffer[datalndex] = atoi(token);

38: token = strtok(NULL, " ");

39: datalndex++;

40: }
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41:

42: }

43:

44: return EXIT_SUCCESS;
45: }

wge] g~ S MAX_DATA_BUFFER_LENGTHS®} Blmsle] W Z 29 z7o] =
Ao ol widel e dYIA FEFE S

B 4AF 359 9 - C

1:  #include <stdio.h>

2:  #include <stdlib.h>

3:  #include <string.h>

4:  #include <regexh>

5:

6:  #include <sqltypes.h>

7. #include <sqlh>

8:

9:  static SQLHSTMT statmentHandle;

10:

11:  const char * GetParameter(const char * queryString, const char * key);
12:

13:  static const char * UPDATE_DATA = "update_data";
14: static const char * DATA_PARAM = "data";

15: static const int MAX_DATA_BUFFER_LENGTH = 256;
16:

17:  const int EQUAL = (;

18:  int main(void)

19: {

20: char * queryStr = getenv("QUERY_STRING");
21: if (queryStr == NULL)

22: {

23: // Error g

24:

25: }

26: char * command = GetParameter(queryStr, "command");
27: if (stremp(command, UPDATE_DATA) == EQUAL)

28: {

29: int dataBufferf MAX_DATA_BUFFER_LENGTH];
30: int datalndex = O;

31: const char * data = GetParameter(queryStr, DATA_PARAM);
32:

33: char * token = strtok(data, " ");

34: whle(token != NULL)

35: {

42 <« H1E YBOlE A5 U B



36: if(dataIndex >= MAX_DATA_BUFFER_LENGTH) break;

37: dataBuffer[datalndex] = atoi(token);

38: token = strtok(NULL, " ");

39: dataIndex++;

40: }

41:

42: }

43:

44: return EXIT _SUCCESS;

45} =
N
oz

2. FaEd

[1] CWE-121 Stack-based Buffer Overflow, http://cwe.mitre.org/data/definitions/121.html
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10. §ol @338 Wy 2B E=E9(Heap-based Buffer Overflow)
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#include <stdio.h>
#include <stdlib.h>
#include <stringh>
#define BUFSIZE 10
int main(char **argv)
{
char *dest = NULL;
dest = (char *)malloc(BUFSIZE);

12: free(dest);
13: return 0;

Qe BAe] tste] Dol ATEE stlepy) F4F ALEHA e A
(strlepy() B B4 M Qo] iAo REo] AEH 02 Nulle A9

H QAF 3=9) 9 - C

#include <stdio.h>

#include <stdlib.h>
#include <stringh>
#define BUFSIZE 10
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13:
14:

int main(int argc, char **argv)

{

char *dest = NULL;

dest =

(char *)malloc(BUFSIZE);

free(dest);

return

0;

029 dAle IEUH queryStrol| A B2 S wole} striokFFRE AFE 3, malloco R
g3 heapdtel fdstedl, 347 2ER dolg F&3] AA st tokend] M-S
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20:
21:
22:

24:
25:
26:
27:
28:
29:

#include
#include
#include

#include

#include

#include

<stdio.h>

<stdlib.h>
<string.h>
<regex.h>

<sqltypes.h>
<sql.h>

static SQLHSTMT statmentHandle;

const char * GetParameter(const char * queryString, const char * key);

static const char * UPDATE_DATA = "update_data";
static const char * DATA_PARAM = "data";
static const int MAX_DATA_BUFFER_LENGTH = 256;

const int EQUAL = 0;
int main(void)

{

char * queryStr = getenv("QUERY_STRING");
if (queryStr == NULL)

{

// Error *1g]

char * command = GetParameter(queryStr, "command");
if (stremp(command, UPDATE_DATA) == EQUAL)

{
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30: int * dataBuffer= (int *)malloc(sizeof(int) * MAX_DATA_BUFFER_LENGTH);
31: int datalndex = 0;

32: const char * data = GetParameter(queryStr, DATA_PARAM);
33:

34: char * token = strtok(data, " ");

35: whle(token != NULL)

36: {

37: dataBuffer[datalndex] = atoi(token);

38: token = strtok(NULL, " ");

39: datalndex++;

40: }

41:

42: free(dataBulffer);

43: }

44:

45: return EXIT_SUCCESS;

46:  }

heapWl Z2]9] qdl~ ¥¥E MAX_DATA_BUFFER_LENGTHS®} Hlmsle] 2 EZS
zzdo] HH ¢ ol mEg #HE dHsA FEF AT

B 33H 39 9 - C
#include <stdio.h>
#include <stdlib.h>
#include <stringh>

10:  #include <regex.h>

11:

12:  #include <sqltypes.h>

13:  #include <sql.h>

14:

15:  static SQLHSTMT statmentHandle;

16:

17:  const char * GetParameter(const char * queryString, const char * key);
18:

19:  static const char * UPDATE_DATA = "update_data";
20: static const char * DATA_PARAM = "data";

21: static const int MAX_DATA_BUFFER_LENGTH = 256;
22:

23:  const int EQUAL = (;

24:  int main(void)

25 |

26: char * queryStr = getenv("QUERY_STRING");

27: if (queryStr == NULL)

28: {

29: // Error *]g]

46 <« H1H YGO|E A5 U EH



30:
31: }
32:
33: char * command = GetParameter(queryStr, "command");
34: if (stremp(command, UPDATE_DATA) == EQUAL)
35: {
36: int * dataBuffer= (int *)malloc(sizeof(int) * MAX_DATA_BUFFER_LENGTH);
37: int datalndex = 0;
38: const char * data = GetParameter(queryStr, DATA_PARAM);
39:
40: char * token = strtok(data, " ");
41: whle(token != NULL)
42: {
43: if(dataIndex >= MAX_DATA_BUFFER_LENGTH) break;
44: dataBuffer[datalndex] = atoi(token); -
45: token = strtok(NULL, " "); U
46: datalndex++; 2
kU
47: } oo
48: Ny
49: free(dataBulffer); §
50 ) In
51:
52: return EXIT_SUCCESS;
53 }
2% FaEd

[1] CWE-122 Heap-based Buffer Overflow, http://cwe.mitre.org/data/definitions/122.html
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11. LDAP A 2] (Improper Neutralization of Special Elements used in
an LDAP Query, LDAP Injection)

7t A9
LDAP #ejZolt} Az 9% o] 4% A7 glo] A§=W LDAP doj#o] 4
B9 W FAAE LDAP delRe] WEe nerls WAT & Yok 53] o7AE 9%
o] LDAP Hel& Ade] Qe & A9 Bach

. A% I9719
- 9%e] gieo] A7 wlolx telE Aol AgHA YEF B,
C AT A ART QA E S0} B,

o 94
o039 dAlo A manager® YEHTE FEEAEO] snprintf() FE AHE3te] LDAP
el Wlolz EAEE ALEHAT o] e oo FE fdEd H2E F AUk

1:  #include <stdio.h>

2:  #include <ldap.h>

3:  #define MAX 256

4:  int LDAPbind(LDAP *1d, FILE *file, char *password, char *dn)

5

6: char base[MAX];

7: char manager[MAX-10];

8: int rc;

9: LDAPMessage* result;

10:  fgets(manager,sizeof(manager),file);

11:  snprintf(base, sizeof(base), "(user=%s)", manager);

12: ldap_simple_bind_s(ld, manager, password);

13: = ldap_search_ext_s( 1d, base, LDAP_SCOPE_BASE, "manager=m1", NULL,
0, NULL, NULL, LDAP_NO_LIMIT, LDAP_NO_LIMIT, &result);

14: return rc;

15}

e ol g ARstel APHE AASY

B AR 229 9 - C
#include <stdio.h>
#include <ldap.h>
#define MAX 256
int LDAPbind(LDAP *Id, char *username, char *password, char *dn)
{

48 <« M1 YOo|E AE U EH



int rc;
LDAPMessage* result;
Idap_simple_bind_s(ld, username, password);
rc=ldap_search_ext_s(ld,"ou=NewHires", LDAP_SCOPE_BASE, "manager=m1",
NULL, 0, NULL, NULL, LDAP_NO_LIMIT, LDAP_NO_LIMIT, &result);
10: return rc;
11:

o »® N D

—~—

% FaEd
[1] CWE-90 Improper Neutralization of Special Elements used in an LDAP Query
(LDAP Injection), http://cwe.mitre.org/data/definitions/90.html
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12. Al &" e F4 A9l 9 F A o (External Control of System or
Cofiguration Setting)

7} A9
QR A=E Y e T 84 AT g Utk o= st Mulxr) FEE
T e, ddA e Aprh gAY of8E ThsAdol Ut

. AT 337y

+ sethostid() e 14 9% AP AH AEHA @ Aol nA s,

. S A
052 dAls 4HE ASFE AHESlY dA AxEe] 32E IDE WASES 39k
= sethostld() g7t AR 3E25H7] HsiAe dAde] TR o e JEE
AMEEH B gle AR ZRO3S APAZE = Ak ofoHRl FAAT T2E
IDE "t WA F Avkd HEYIZGA Alz=do] o)A 28E 4 Qo] &
B2 & & gk

#include <stdlib.h>
#include <unistd.h>

main(int argc, char *argv[])
{
sethostid(atol(argv[1]));

}

S R A A o

AR JHo) Wt TAE IDE $45A Tofok Fo)

Bl AAF 3=9] 9 - C
#include <stdlib.h>
#include <unistd.h>

main(int argc, char *argv[])
{
sethostid(0xC0A80101);

S A o

gl olAlE FIP Anl2e] ZE
E WEs) ghof v)ze AeHT 9
@ 1) olge 25AeA ok

t‘di—%— QHo A Hrolx HAHIE=F slal Utk o]
= XE WEgH FIP AulAY 71& Melx F

2
A
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const char * GetParameter(const char * queryString, const char * key);

1
2
3:  int main(void)

4

5: const char * COMMAND_PARAM = "command";

6 const char * CHANGE_FIP_PORT = "change_ftp_port";
7

8

9

char * queryStr;
queryStr = getenv("QUERY_STRING");

10:

11: if (queryStr == NULL)

12: {

13: // Error %2

14: >

15: } :lg'u

16: char * command = GetParameter(queryStr, COMMAND_PARAM); ku

17:  if (Istremp(command, CHANGE_FTP_PORT)) of

18: { )
h=]

19: In

20: const char * PORT_PARM = "port";

21: const char * servicePort = GetParameter(queryStr, PORT_PARM);

22:

23: ChangeServicePort(FTP_SERIVCE, servicePort);

24:

25: free(servicePort);

26: }

27: return EXIT_SUCCESS;

28: '}

O&9] dlAl= FIP Aulze] ZE MBS 9fFoA A4y &g gro] ofye}, 2|
A wlg] AT ke AFESHA ST mlE AA S ALESEe 24, T|E AMREH
£ ZE U3 E FIP Anl=9 ZE W37 W7

i
rir
P
o
=)
flo
4>
b
v

B ¢AF F=9 9 - C
const char * GetParameter(const char * queryString, const char * key);

1
2
3:  int main(void)

4|

5: const char * COMMAND_PARAM = "command";

6 const char * CHANGE_FIP_PORT = "change_ftp_port";
7

8

9

const int DEFAULT FTP_PORT = 21;
const int ALTERNATIVE_FIP PORT = 2121,

H1ZE UHololel 25 & #H »» 51
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10:
11: char * queryStr;
12: queryStr = getenv("QUERY_STRING");
13:
14: if (queryStr == NULL)
15: {
16: // Error &
17:
18: }
19:
20: char * command = GetParameter(queryStr, COMMAND_PARAM);
21: if (!stremp(command, CHANGE_FTP_PORT))
22: {
23:
24: const char * PORT_INDEX_PARM = "port_index";
25: const char * servicePortIndex = GetParameter(queryStr, PORT_INDEX_PARM);
26:
27: ChangeServicePort(FTP_SERIVCE, servicePort);
28:
29: if(servicePortIndex == DEFAULT)
30: {
31: ChangeServicePort(FTP_SERVICE, DEFAULT_FTP_PORT);
32: }
33: else if(servicePortIndex == ALTERNATIVE)
34: {
35: ChangeServicePort(FTP_SERVICE, ALTERNATIVE_FTP_PORT);
36: }
37:
38: free(servicePort);
39: }
40: return EXIT_SUCCESS;
41: |}
g FaER

[1] CWE-15 External Control of System or Configuration Setting,
http:/ /cwe.mitre.org/data/definitions/15.html

52 <« H1E YHOo|f HE X B



ZZ2AN|2 A|o](Process Control)

7r A9

AHEA e do} AEA e oY soluddE AAsAY PHe A
Z

sk, ohelxal =El Aol s

Y. ¢A% 39718
« FolHgE HA A AAZRC

2 ol HUE e Aoge ALan
- AHHA G goluele] A4S &

A% 5
~FEE ST WA ASRT

. <A
dlopen() g0l A== <42 filenameo] 37 WS gholl o8] F&F

fo

vt

1: #include <stdio.h>

2:  #include <dlfcn.h>

3:  int main()

4. |

5: char *filename;

6: int *handle;

7 filename = getenv("SHAREDFILE");

8: /* RRLD_LAZY: &7 glo]|Bg g7} APHHA =9 HoHA]| o2 A& A/
9: if ((handle = dlopen(filename, RTLD_LAZY)) != NULL)
10: {

11: exit(1);

12: }

13:

14: return 0;

15}

gholEejg|e] AR Rl JHLA BEF siv] Af J2E PAste{of Foh

H QAF Z=9 9 - C

#include <stdio.h>
#include <dlfcn.h>
int main()
{
char *filename;
int *handle;
/* AUARE A8E ol sid AR golBeigE 2gr/
filename = "/usr/lib/hello.so";

if ((handle = dlopen(filename, RTLD_LAZY)) != NULL);
{

_
<@
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11: exit(1);
12: }

13:

14: return 0;
15 }

oA J=HL2 documentName$} additionalOperationES ITIE ©] 83} system¥t
Foll A ARgskaL Qi

1:  #include <ijostream>

2:  #include <fstream>

3:  #include <string>

4:  #include <map>

5. #include <set>

6:

7:  using namespace std;

8:

9:  const static char * COMMAND_PARAM = "command";

10:  const static char * UPLOAD_DOCUMENT _COMMAND = "upload_document";

11:  const static char * DOCUMENT NAME PARAM = "document_name";

12:  const static char * CONVERT OPERATION PARAM = "convert_operation";

13:

14:  int main(void)

15 |

16: char * queryStr;

17: queryStr = getenv("QUERY_STRING");

18: if (queryStr == NULL)

19: {

20: // Error %8

21:

22: }

23: string command = GetRequestParameter(queryStr, COMMAND_PARAM);

24:

25: if(command.compare(UPLOAD_DOCUMENT_COMMAND) == 0)

26: {

27: string documentName = GetRequestParameter(queryStr,
DOCUMENT_NAME_PARAM);

28: string additionalOperation = GetRequestParameter(queryStr,
CONVERT_OPERATION_PARAM);

29:

30: if(additionalOperation != null)

31: {

32: // &A1 formate] htmlo] obd 73-%, html2 W3S 3

33:

54 <« H1E Moy ZZ 3 53



34: additionalOperation = additionalOperation + " " + documentName;

35: system(additionalOperation);

36:

37 }

38:

39: }

40:

41: 1}

U2 additionalOperationS V|E] 2|3l additionalOperations€} W2 A A F 3}
H #E o] 83l OS CommandE A4S & ARE-gITh

B ARG 329 4 - C

1:  #include <iostream>

2:  #include <fstream>

3:  #include <string>

4:  #include <map>

5. #include <set>

6:

7:  using namespace std;

8:

9:  const static char * COMMAND_PARAM = "command";

10: const static char * UPLOAD_DOCUMENT_COMMAND = "upload_document";

11: const static char * DOCUMENT _NAME_PARAM = "document_name";

12:  const static char * CONVERT_OPERATION_PARAM = "convert_operation";

13:  static map<string, string> additionalOperations;

14:

15:  int main(void)

16: |

17: additionalOperations.insert("DocToHtml", "convertDocToHtml");

18: additionalOperations.insert("UTF16ToUTF8", "changeEncoding'");

19:

20:

21: char * queryStr;

22: queryStr = getenv("QUERY_STRING");

23: if (queryStr == NULL)

24: {

25: // Error %]

26:

27: }

28:

29: string command = GetRequestParameter(queryStr, COMMAND_PARAM);

30:

31: if(command.compare(UPLOAD_DOCUMENT_COMMAND) == ()

32: {

H1Z 2AolE 4F Y BH »
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33: string documentName = GetRequestParameter(queryStr,
DOCUMENT_NAME_PARAM);

34: string additionalOperation = GetRequestParameter(queryStr,
CONVERT_OPERATION_PARAM);

35:

36: if(additionalOperation != null)

37: {

38: // EA formato] htmlo] oFd A%, hml2 WS 53

39:

40:

41: string osCommand= additionalOperations[additionalOperation] + " " +
documentName;

42: system(osCommand);

43:

44: }

45:

46: }

47:

48: |}

g F3Ed

[1] CWE-114 Process Control, http://cwe.mitre.org/data/definitions/114.html

[2] 2010 OWASP Top 10 - A4 Insecure Direct Object Reference,
https:/ /www.owasp.org/index.php/Top_10_2010-A4
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14. Y A|Z} A A o]l 2£7]|(Buffer Underwrite, Buffer Underflow)

ZAEY Q1928 a4 wH A% A ol"el HlolEE J1SaE 2FolT.
$ Qeze] Hx 91X wrh AL Aol HolHE rBate A4S WAy 2
4

o
Z WolA 89 HA flo] UH i e ASRe Ae gt

+ Wo) Qe 2k ZRUENE A83IA dlolElE 7152w A9} g4 ol A 2R
Bl qlake] Ao} W olde] g XA RES W F AgaT)

=
)
oz

. A
5 QusE Apgatel wnlo] FIFORA Hepd e WA,
=
BLECCLC RN S
2
1:  int main() kU
2. | oo
3: int a[10]; _;_
4 al1] =0 n
5: return 0;
6.}

Mse] A% AW A WekehA AN DT

W AR 39 ¢ - C
int main()
{
int a[10];
a[0] = o;
return 0;

}

AL S o

words?] F7]&= o|v] A3A e ¥4, g€
o] 2EFo] B¢ WA Fo=

#include <stdio.h>

1
2: void inverseWordOrder(char * string)

3

4: const int MAX_WORD_COUNT = 256;
5 int wordIndex = MAX_WORD_COUNT - 1;
6 char * wordsf]MAX_WORD_COUNT];

H1ZE YHolel 45 & #
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7: memset(words, NULL, MAX_WORD_COUNT * sizeof(int));
8: char * token = strtok(string, " \t");

9: while(token != NULL)

10: {

11: words[wordIndex] = token;

12: token = strtok(NULL, " \t");

13: wordIndex--;

14: }

15}

try catch7& 22 o|7]x] &g o2 dAE vg oivlsEoh

H 2AF 3= 4§ - C

1: #include <vector>
2:  #include <stdio.h>
3:  using namespace std;
4:
5. void inverseWordOrder(char * string)
6: |
7: const int MAX_WORD_COUNT = 256;
8: vector<char *> words(MAX_WORD_COUNT, NULL);
9: int wordIndex = MAX_WORD_COUNT - 1;
10:
11: try
12: {
13: char * token = strtok(string, " \t");
14: while(token != NULL)
15: {
16: words.at(wordIndex) = tokeny;
17: token = strtok(NULL, " \t");
18: wordIndex--;
19: }
20: }
21: catch(const std::exception & exception)
22: {
23: // out_of_range®l tH3t exception #&]
24: }
25: }
2 FaER

[1] CWE-124 Buffer Underwrite(Buffer Underflow),
http:/ /cwe.mitre.org/data/definitions/124.html
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15. U9 =93] A4 ¢]7](Out-of-Bounds Read)

7t A9
o] M9IE Roluhd e A 9ol WASHE Akdolth MGl A9 7 wide] F1A
& oluze] ek vk 2y ZEade] Hrjel Qlels gun we goE wWIe

Fshs Aol AT R A9 a0 Hojgkl thE R4 M glol A Fx

. kA Z97)E
- B o] WS "ol oA o A dAgTh WT e F3F i) 9)7]7t ohd HH <]
AZE Aol A W o] 7k Hol viReE oA HY owatA $e QFvl waEh

=
)
ozl

o} ¢A

Hido] 7HAE M9E Blold g& golen Aok :ﬁ

2
 meRmAgeasdd-c i

oo

1:  int main() o

2. | §

3: int a[3] = {1,2,3}; n

4 int b = a[3];

5: return 0;

6.}

o] el ol EAShE @ glol ook .

H ¢Ad 3=9 o - C

1:  int main()

2. |

3: int a[3] = {1,23};
4: int b = a[2];
5: return 0;

6. }

T2l dAl= END_MARKZF 242 uf7h4] data_pool®] {1H]2=% curldxE S7HA 7
Itk 9k data_pool®] ©jtjo|l= END_MARKZ} ¢it}d data_pool®] EH-ERHTF &
$ALe] QY] X~ ZEO Z accessES A &3} out-of-bound read”} LAY ST

#include <stdio.h>

1
2:  int readNextData(int * data_pool)
3 |
4

static int curldx = 0;

H1E =HOlolEl 5 X #¥ »» 59
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5 int END_MARK = -1;

6: // End markE ¥ Z21& 9o HAS A, oy 24

7: if(data_pool[curldx] != END_MARK)

8 {

9 curldx++;

10: return data_pool[curldx];

11: }

12: return END_MARK;

13: }

data_pool®] 3-8 7bsd QlE o] Huhgh(size)S 2ol YHHOE Wof g 29 glo]
388 A A& dA deA 1A A gk

H ¢AFF 29 49 - C

1:  #include <stdio.h>
2
3:  int readNextData(int * data_pool, int size)
£
5: static int curldx = 0;
6 int END_MARK = -1;
7 if(curldx >= size)
8 {
9 return END_MARK;
10: }
11: // End markE ¥ Z21& 9o} HAS A, ol 24
12: if (data_pool[curldx] != END_MARK)
13: {
14: curldx++;
15: return data_pool[curldx];
16: }
17: return END_MARK;
18 }
2. FaEd

—_—— — —

http:/ /cwe.mitre.org/data/ definitions/805.html

1] CWE-125 Out-of-bounds Read, http://cwe.mitre.org/data/definitions/125.html

2] CWE-129 Improper Validation of Array Index, http://cwe.mitre.org/data/definitions/129.html
3] CWE-131 Incorrect Calculation of Buffer Size, http://cwe.mitre.org/data/definitions/131.html
4] CWE-805 Buffer Access with Incorrect Length Value,

[5] 2011 SANS Top 25 - RANK 20 (CWE-131), http://cwe.mitre.org/top25/
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16. AAFE A 22 v|E <94 (Improper Validation of Array Index)

7% A9
)% QiAo vig AAT AL glo]l T AT} WA Fme] AYAT ALt 5ol
o S1%e] Q1 ghol Mol QAR Age] M A Y Auh 0 Bk 2AY 3
3, Wse] 270 e AAE st Agdlof @,

£ A e A AR Qe dEEE ARSsY, Fxste wid
al

Y. ¢tAd 397y
- g oA Qd o] A E Aok, Mjd FEA Qv e FaE Wel 9
=4 AArg
22 ok A Hlm FES 2 ), > Hrhs >='E ARG

o} A
nume| 88 AhAE ZSHEA AASA LT sizes MA] 5 ezl sized
gt gl e WeE 29F dus FRE H7EA e Muy Fx E= A
29w E o

1:  int getsizes(int sock, int count, int *sizes)

2

3 char buf[BUFFER_SIZE];

4 int ok;

5: int num, size;

6

7 while ((ok = gen_recv(sock, buf, sizeof(buf))) == 0)
8 {

9 if (hasDotInBuffer(buf))

10: break;

11: else if (sscanf(buf,"%d %d", &num, &size) == 2)
12: sizes[num-1] = size;

13: }

14:

15}

buf HFZHE A e num grol 88 HhAE 2Fst=A HARH,

H QAF I=9) o - C

1:  int getsizes(int sock, unsigned int MAXCOUNT, int *sizes)
2. |

H1ZE YHolef 45 & B »
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62

< A1

char buf[BUFFER_SIZE];
int ok;

int num, size;

while ((ok = gen_recv(sock, buf, sizeof(buf))) == 0)
{

if (hasDotInBuffer(buf)) break;
10:  // bufE num, size2 YHuH=t}

11: if (sscanf(buf,"%d %d", &num, &size) == 2)

12: {

13:  // num®| HHWAE HARIT

14: if (mum > 0 && num <= MAXCOUNT)
15: sizes[num-1] = size;

16: else { printf("ell21”); return(FAIL); }

17: }

18: }

19:

20: )

datam g o] 2eld~ 72l rowIndex2} collndex?] Zko] widel Aol =715 %3}

AAEEA] ¢kl dataZEE CloEHE Aok ARgsta ok wide] ME 23}
2 Fxe 7EA gL vRy Fx e A2 o opr|dith

#include <iostream>
#include <fstream>
#include <string>
#include <map>

#include <set>

using namespace std;

R TR LI S~ e

const static char * COMMAND_PARAM = "command";
const static char * GET_CELL_DATA = "get_cell_data";

11: const static char * ROW_INDEX_PARAM = "row_index";
12:  const static char * COLUMN_INDEX_PARAM = "col_index";
13:

—
@

14:  int main(void)

15 |

16: char * queryStr;

17: queryStr = getenv("QUERY_STRING'");
18: if (queryStr == NULL)

19: {

20: // Error A

21:

B Yoolel H5

a
5]
rol



22: }
23:
24: string command = GetRequestParameter(queryStr, COMMAND_PARAM);
25:
26: if(command.compare(GET_CELL_DATA) == 0)
27: {
28: int rowlndex = atoi(GetRequestParameter(queryStr, ROW_INDEX_PARAM));
29: int collndex = atoi(GetRequestParameter(queryStr, COLUMN_INDEX_PARAM));
30:
31: .
32: print data[rowIndex][colIndex];
33:
34: }
35:
36: } -
Ju
rowIndex$} collndex2] Ftol wlde] Huo =Z7|E& 2Hst=A WA HASE & datavl g ﬁ
o) QlEj 2~z ALt on
N
B 3A% 3=9 9 - C |2r|
1: #include <jostream>
2:  #include <fstream>
3:  #include <string>
4:  #include <map>
5. #include <set>
6:
7:  using namespace std;
8:
9:  const static char * COMMAND_PARAM = "command";
10:  const static char * GET_CELL_DATA = "get_cell_data";
11: const static char * ROW_INDEX_PARAM = "row_index";
12:  const static char * COLUMN_INDEX_PARAM = "col_index";
13:
14:  int main(void)
15 {
16: char * queryStr;
17: queryStr = getenv("QUERY_STRING");
18: if (queryStr == NULL)
19: {
20: // Error A&
21:
22: }
23: string command = GetRequestParameter(queryStr, COMMAND_PARAM);
24:
25: if(command.compare(GET_CELL_DATA) == ()
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26: {
27: int rowlndex = atoi(GetRequestParameter(queryStr, ROW_INDEX_PARAM));
28: int collndex = atoi(GetRequestParameter(queryStr, COLUMN_INDEX_PARAM));

31: if(rowIndex < MAX_DATA_ROW) && (collndex < MAX_DATA_COL))
32: {

33: print data[rowIndex][colIndex];

34: }

2 F3EY
[1] CWE-129 Improper Validation of Array Index, http://cwe.mitre.org/data/definitions/129.html
[2] CWE-120 Buffer Copy without Checking Size of Input(Classic Buffer Overflow),
http:/ /cwe.mitre.org/data/definitions/120.html
[3] 2011 SANS Top 25 - RANK 3 (CWE-120), http://cwe.mitre.org/top25

[4] M. Howard and D. LeBlanc. "Writing Secure Code". Chapter 5, "Public Enemy #1:
The Buffer Overrun" Page 127. 2nd Edition. Microsoft. 2002

[5] M. Howard, D. LeBlanc and J. Viega. "24 Deadly Sins of Software Security".
"Sin 5: Buffer Overruns." Page 89. McGraw-Hill. 2010
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17. d &5 EA|(Improper Null Termination)

7% A9
Col EAGE Aol W, BAGe] 22 Vel 2o @ Bxelth W £}
A 98 BAGe ZRIW A% A oY ORE WANY F Utk ABAY w4
#glo] @ BAZL BA g BAGel A4Y + Atd, (1) BAdel Bad 2v)uy
Ao wge] BALS BASE A9 () EADL stmepy() FHE AHESI] BAE )
AR EALRT A4 2707k 4L A9 Fol MRt @ BAR FaEA ge 249
& e BEAGY] BAEG W, g o) vmelst BAEe) My oM BRI B A
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)
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. HEF 297
* read(), readlink()E ¢} EALl strepy(), strcat(), strlen() 45 834 <tHATh
* strlepy()Ut strlcat() & 22 W3 LHEZS HF0] gle 5 AL

o} A
read) $4E ©l83) 2ol inputbuf FALL W FAZ B Ao BAHA o

o olEl@ AP stepy() FFE ASHA EAGo] U EAR Buht HOE BFIm
Fol7 WelE dolN vEdE Aasl A,

#include <stdio.h>

=

=

[e]
-

Sloic REElY

1

2:  #include <string.h>

3:  #include <unistd.h>

4:  #define MAXLEN 1024

5. extern char *inputbuf;

6:  extern int cfgfile;

7: void readstr()

8 |

9 char buf(MAXLEN];

10: read(cfgfile, inputbuf, MAXLEN);
11: strepy(buf, inputbuf);
12: }

read() T ©] 83 Yol EXAE FE MAXLENCSZE Aojd do|wtE  strepy()
TrE ARt FARTh

H A 329 9 - C

#include <stdio.h>

#include <string.h>
#include <unistd.h>
#include <stringh>
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#define MAXLEN 1024

extern char *inputbuf;

void readstr()
{
10: char buffMAXLEN];
11: read(cfgfile, inputbuf, MAXLEN);
12: strlcpy(buf, inputbuf, MAXLEN);

5
6
7:  extern int cfgfile;
8
9

2ol gAY HE userIDEZHE firstName?} lastNameS FZ31] fullNamen| & ol
Aolol tg =4 Qo] Holdx Utk e firstNamed lastNamed] Zo] o]
MAX_NAME_LENGTH 2t & 7§ wide] &7 %o WEEE accessT 7HsA 0l
AT

#include <iostream>

#include <fstream>

#include <string>

#include <map>

#include <set>

using namespace std;

const static char * COMMAND_PARAM = "command";
const static char * GET_USER_NAME = "get_user_name";
const static char * ID_PARAM = "user_id";

10:  int main(void)

11 |

12: const int MAX_NAME_LENGTH = 32;

13: char * queryStr;

14: queryStr = getenv("QUERY_STRING");

15: if (queryStr == NULL)

D AR S-S S - e

16: {

17: // Error 2|8
18:

19: }

20: string command = GetRequestParameter(queryStr, COMMAND_PARAM);
21: if(command.compare(GET_CELL_DATA) == ()

22: {

23: char * userld = GetRequestParameter(queryStr, ID_PARAM);

24: const char * firstName = GetFirstName(userld);

25: const char * lastName = GetLastNam(userld);

26: char fullName[MAX_NAME_LENGTH];

27: strnepy(fullName, firstName, MAX_NAME_LENGTH);

28: strncat(fullName," ", MAX_NAME_LENGTH - strlen(fullName));

29: strncat(fullName, lastName, MAX_NAME_LENGTH - strlen(fullName));
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30:
31: }
32:

AFE String2{ A E o83t EALS A

H AF I=9) 9 - C

1:  #include <iostream>

2:  #include <fstream>

3:  #include <string>

4:  #include <map>

5. #include <set>

6:

7:  using namespace std; -
8: ﬂ
9:  const static char * COMMAND PARAM = "command"; ﬁ
10: const static char * GET_USER_NAME = "get_user_name"; on
11: const static char * ID_PARAM = "user_id"; N
12: =2
13:  int MAX_NAME_LENGTH =32 In
14:

15:  int main(void)

16: |

17: char * queryStr;

18: queryStr = getenv("QUERY_STRING");

19: if (queryStr == NULL)

20: {

21: // Error %g]

22:

23: }

24:

25: string command = GetRequestParameter(queryStr, COMMAND_PARAM);

26:

27: if(command.compare(GET_CELL_DATA) == ()

28: {

29: char * userld = GetRequestParameter(queryStr, ID_PARAM);

30:

31: const char * firstName = GetFirstName(userld);

32: const char * lastName = GetLastNam(userld);

33:

34: // string 2AE AH&-3th

35: string fullName = firstName;

36: fullName = fullName+ " " + lastName;

37:
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38}

39:

40: |}
2. FuEd

[1] CWE-170 Improper Null Termination, http://cwe.mitre.org/data/definitions/170.html
[2] CWE-665 Improper Initialization, http://cwe.mitre.org/data/definitions/665.html
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18. 9531 2 B3 FH(Unexpected Sign Extension)

7r A9
2 € 2¥ste HolH Fo= o] Mg uf 55 o] E I #oE wEd
Jot. =AY HolHE A & W T dolE JRu 2 HolH Fom HAH= A
B35 Ggo] FHEY 53], & %S unsigned® EASE 74 AR F5o| &

2 ARG 2 A 2 & ¢ Qv

. kA Z97)E
« 2 Ao]ze] Wigel Ze xlo]zo] WS Alolo] 3t wE Al BHY A|ZE Bl ZEY
B35 o] dojux] Y o g}

=
)
ozl

4rte] EQL int F(id)ol 2vko]ER] short W (s)oll A2 W H+ W EI=Z97F Lyst
3 oA S Fhe] 4ukolE unsigned WOl AR wf o712 & FE o] LAY

extern int info[256];

Ky
Slojc RELEIY

1

2:  int signed_overflow(int id)

3

4 short s;

5: unsigned sz;

6 /¥ int® TS short®d Wsroll AGFOZN HEZS A +/
7 s = id;

8 if (s > 256) return 0;

9 /* 919 @& unsigned® Wol Ao RN B3 gt Ay ¢/
10: SZ = S;

11: return info[sz];

217} e W5 g AR BB RHES BaF ghel 2AL P A
3 RSols] nBY A% ¥ WP B waHE ol Bde AAAAk T,

B ¢33 329 9 - C
extern int info[256];

1

2:  int signed_overflow(int id)
3

4: int s;
5 unsigned sz;

6 s = id;

7 if (s > 256 || s <0)
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return 0;
9: sz = (unsigned) s;
10:  return info[sz];
11: |}

thel dAelAE AgAe] W HSE A 2RE ANE Y F
T Lot} userLevel S A4 Qlof ko] WIS 1A &al A4HE 7t
HHY 7Hs Aol AHAskaL gk

1: #include <jostream>

2:  #include <fstream>

3:  #include <string>

4:  #include <map>

5. #include <set>

6:

7:  using namespace std;

8:

9:  const static char * COMMAND_PARAM = "command";
10: const static char * GET_DATA_COMMAND = "get_data";
11: const static char * USER_ID_PARAM = "user_id";

12:  const static char * DATA_INDEX PARAM = "data_index";
13:  const static char * FIELD _INDEX PARAM = "field_index";
14: const static char * VALUE_PARAM = '"value';

15:

16:  static int NORMAL_USER_LEVEL = 0x80000000;

17:

18: static int DATA_SIZE = 256;

19:

20:  int main(void)

21 |

22: char * queryStr;

23: queryStr = getenv("QUERY_STRING");

24: if (queryStr == NULL)

25: {

26: // Error %2

27:

28: }

29:

30: string command = GetRequestParameter(queryStr, COMMAND_PARAM);
31:

32: if(command.compare(GET_DATA_COMMAND) == 0)

33: {

34: string userld = GetRequestParameter(queryStr, USER_ID_PARAM);
35:
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36: unsigned int userLevel = GetBaseUserLevel(userld);
37 userLevel -= GetStrangeMistake(userIld) * 0x40000000;
38: userLevel -= GetNormalMistake(userId) * 0x1000000;
39:

40: if(userLevel < NOMAL_USER_LEVEL)

41: {

42: // BFo] gloeuE error A

43: return;

44: }

45:

46: }

47:

48: }

e AN wol= MEA Asige] AF WS Holy Y BAE do] LMERS

P
7} HA gEA WA BRIF T AT O Fol Agss Aol AT L
kU
W @A ==9 o - C on
1:  #include <iostream> N
2:  #include <fstream> |2|_|
3:  #include <string>
4:  #include <map>
5. #include <set>
6:
7:  using namespace std;
8:
9:  const static char * COMMAND_PARAM = "command";
10:  const static char * GET_DATA_COMMAND = "get_data";
11: const static char * USER_ID_PARAM = "user_id";
12:  const static char * DATA_INDEX_PARAM = "data_index";
13:  const static char * FIELD_INDEX_PARAM = "field_index";
14: const static char * VALUE_PARAM = '"value";
15:
16:  static int NORMAL_USER_LEVEL = (0x80000000;
17:
18: static int DATA_SIZE = 256;
19:
20:  int main(void)
21 |
22: char * queryStr;
23: queryStr = getenv("QUERY_STRING");
24: if (queryStr == NULL)
25: {
26: // Error %2
27:
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28: }
29:
30: string command = GetRequestParameter(queryStr, COMMAND_PARAM);
31:
32: if(command.compare(GET_DATA_COMMAND) == 0)
33: {
34: string userld = GetRequestParameter(queryStr, USER_ID_PARAM);
35:
36: // userLevel®] €57} HA] F=Z 24 checkE dFTh
37: unsigned int userLevel = GetBaseUserLevel(userld);
38: if(userLevel > GetStrangeMistake(userId) * 0x40000000)
39: {
40: userLevel -= GetStrangeMistake(userld) * 0x40000000;
41: }
42: else
43: {
44: userLevel = (;
45: }
46:
47: if(userLevel > GetNormalMistake(userld) * 0x1000000)
48: {
49: userLevel -= GetNormalMistake(userld) * 0x1000000;
50: }
51: else
52: {
53: userLevel = 0;
54: }
55:
56: if(userLevel < NOMAL_USER_LEVEL)
57: {
58: // Ago] glouZ error A
59: return;
60: }
61:
62: }
63:
64: |}
2. FaEd

[1] CWE-194 Unexpected Sign Extension, http://cwe.mitre.org/data/definitions/194.html
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19. B35 A4S 35 452 B9 W8 O F(Unsigned to Signed

Conversion Error)

7}t A
F5S 5 (unsigned integer)E F5 BT (signed integer)E WEEIHA F Ut
+52 HEE £ ok o] Fro] mldey YAz AMSEE AS wde] A HYE 9o
A Aol 2 & Qo] TRIY FFo] YAHY.

U A 29719
- BYAAE F3lA signed intE HAH O E unsigned int® RHEEHA FEF ok

o 94
chunkSz() &+ chunkSizeZ} 2713} Hoj QA &2 A5 o2& ovlste HA@
18 Wkt T8y chunkCpy EollAlE o] glRae 12 memcpyo| 715 e
e detrHE AR ojwl A7]1E yUehle W size®| BRIl unsignedo] ==

1% | wom 2 g oz B sMEn

1:  #include <stdlib.h>

2:  #include <stringh>

3:  extern int initialized, chunkSize;

4:  int chunkSz()

5 |

6: if (linitialized) return -1;

7: return chunkSize;

8 1}

9:  void* chunkCpy(void *dBuf, void *sBuf)
10: |

11:  unsigned size;

12:  size = chunkSz();

13:  return memcpy(dBuf, sBuf, size);
14: }

chunkSz() <2 |E%S signed int Hol] Wol A HE ou|st= gkl Eolsk
=X st 28R g2 49T signed intE unsigned intZ W3] AREgITE o]
= signed int7} § EE gro|nE ZEH WHIlo] Yojuix| oA

B AF A9 9 - C
#include <stdlib.h>
#include <string.h>

extern int initialized, chunkSize;
int chunkSz()

A YEolE 25 ¥ B »
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5
6 if (! initialized) return -1;
7: return chunkSize;
8}

9:  void* chunkCpy(void *dBuf, void *sBuf)
10: |

11: int size;

12: size = chunkSz();

13: if (size < 0) return NULL;

14: return memcpy(dBuf, sBuf, (unsigned)size);

g9 dAle FAY wHFA T5E FE 5 AFs=ul, unsigned int2 AAF
userLevel #5°& signed intE]Z4] isSuperUserd] UHFOZ Pt o= userLevel 9
ol whet ol 71x] ek 2 F2E dod & 9ok

1:  #include <iostream>

2:  #include <fstream>

3:  #include <string>

4:  #include <map>

5. #include <set>

6:

7:  using namespace std;

8:

9:  const static char * COMMAND PARAM = "command";
10:  const static char * GET_DATA_COMMAND = "get_data";
11: const static char * USER_ID_PARAM = "user_id";

12:  const static char * DATA_INDEX_PARAM = "data_index";
13:  const static char * FIELD_INDEX_PARAM = "field_index";
14: const static char * VALUE_PARAM = '"value";

15:

16: static int SUPER_USER_LEVEL = 0x70000000;

17:

18: static int DATA_SIZE = 256;

19:

20:  int main(void)

21: |

22: char * queryStr;

23: queryStr = getenv("QUERY_STRING");

24: if (queryStr == NULL)

25: {

26: // Error 2|2

27:

28: }
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29:

30: string command = GetRequestParameter(queryStr, COMMAND_PARAM);

31:

32: if(command.compare(GET_DATA_COMMAND) == 0)

33: {

34: string userld = GetRequestParameter(queryStr, USER_ID_PARAM);

35:

36: // userLevelo] &7} HA] ¥EE 7 checkE dlETh

37: unsigned int userLevel = GetBaseUserLevel(userld);

38: userLevel += GetWritingCount(userld) * 0x40000000;

39: userLevel += GetUploadCounting(userld) * 0x1000000;

40:

41: if(isSuperUser(userLevel))

42: {

43: /] ¥ FAE A 5F data AT -
44. return; :|_u
45 } 2
46: (l)ﬂﬂj
47: } J
48: §
49: } In
50:

51:  bool isSuperUser(int userLevel)

52: |

53: return userLevel > SUPER_USER_LEVEL;

54: }

Faro] AAgEe AHA Aele] volel BRI RA WS Folof ©FAE YA
% sleh.

B AR 359 4 - C

1: #include <jostream>

2:  #include <fstream>

3:  #include <string>

4:  #include <map>

5. #include <set>

6:

7:  using namespace std;

8:

9:  const static char * COMMAND_PARAM = "command";
10: const static char * GET_DATA_COMMAND = "get_data";
11:  const static char * USER_ID_PARAM = "user_id";

12:  const static char * DATA_INDEX PARAM = "data_index";
13:  const static char * FIELD INDEX PARAM = "field index";
14: const static char * VALUE_PARAM = '"value';
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15:

16:  static unsigned int SUPER_USER_LEVEL = 0x70000000;
17:

18: static int DATA_SIZE = 256;

19:

20:  int main(void)

21: |

22: char * queryStr;
23: queryStr = getenv("QUERY_STRING");
24: if (queryStr == NULL)

25: {

26: // Error 28

27:

28: }

29: string command = GetRequestParameter(queryStr, COMMAND_PARAM);
30:

31: if(command.compare(GET_DATA_COMMAND) == 0)

32: {

33: string userld = GetRequestParameter(queryStr, USER_ID_PARAM);
34:

35: unsigned int userLevel = GetBaseUserLevel(userld);
36: userLevel += GetWritingCount(userld) * 0x40000000;
37: userLevel += GetUploadCounting(userld) * 0x1000000;
38: if (isSuperUser(userLevel))

39: {

40: // T8 FAE ST 5 data AT

41: return;

42: }

43:

44: }

45:

46: |}

47:// <UAe} SUPER_USER_LEVE?| types unsignd int2 WH73H

48:  bool isSuperUser(unsigned int userLevel)

o

49: |
50: return userLevel > SUPER_USER_LEVEL;
51: }

2 FEd

[1] CWE-19 Unsigned to Signed Conversion Error, http://cwe.mitre.org/data/ definitions/196.html
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o <Al
AR QITo] AEd oz By, of" LDAP HM % Jhssith. =gk A-gAte] 2]l
AH AAR WAL= username®] Vlnsh §17] wEol ElRle ARE & 57 ok

#define FIND_DN '"uid=han,ou=staff,dc=example,dc=com"

int searchData2LDAP(LDAP *Id, char *username)
{
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5: unsigned long rc;

6: char filter[20];

7: LDAPMessage *result;

8: snprintf(filter, sizeof(filter), "(name=%s)", username);

9: rc = ldap_search ext_s(ld, FIND_DN, LDAP_SCOPE BASE, filter, NULL, 0, NULL,
NULL, LDAP_NO_LIMIT, LDAP_NO_LIMIT, &result);

‘10: ......

11: return r¢;

12: }
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LDAP AM-& 43)3}7] #ol| username

4 AaE,

H QAT I=9) 9 - C

1. if ( ldap_simple_bind_s(ld, username, password) != LDAP_SUCCESS )

2: |

3: printf("15 o)

4: return(FAIL);

5}

6:  if ( stremp(username,getLoginName()) != 0 )

7 |

8  printf('21% olely;

9: return(FAIL);

10: }

11:  snprintf(filter, sizeof(filter), "(name=%s)", username);

12:  rc = ldap_search_ext_s(ld, FIND_DN, LDAP_SCOPE_BASE, filter, NULL, 0, NULL, NULL,
LDAP_NO_LIMIT, LDAP_NO_LIMIT, &result);

59 dAE AANF 7] / 2
userID$} passwordS A st FES QIA T 2+ fA] ¢)r] / 2] PTS FRILA
%7] wZol, oW AR 87 / 2717} Thssteh

const char * GetParameter(const char * queryString, const char * key);

1
2:  int main(void)

3 |

4: const char * COMMAND_PARAM = "command";

5: const char * READ_DOCUMENT_CMD = "read_document";
6 const char * WRITE_DOCUMENT_CMD = "write_document";
7

8

9

char * queryStr;
: queryStr = getenv("QUERY_STRING");
10:  if (queryStr == NULL)
1. |

—_
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12:
13:
14:
15:
16:
17:
18:
19:
20:
21:
22:
23:
24:
25:
26:
27:
28:
29:
30:
31:
32:
33:
34:
35:
36:
37:
38:
39:
40:
41:
42:
43:
44:
45:
46:
47:
48:
49:
50:
51:

// Error &

}

char * command = GetParameter(queryStr, COMMAND_PARAM);

if (Istremp(command, READ_DOCUMENT_CMD))

{

const char * USER_ID_PARAM = "user_id";

const char * PASSWORD_PARAM = "password";

const int MAX_PASSWORD_LENGTH =16;

const char * userld = GetParameter(queryStr, USER_ID_PARAM);

const char * password = GetParameter(queryStr, PASSWORD_PARAM);

if (isCorrectUser(userld, password))
{

free(userld);
free(password);

}

if (Istremp(command, WRITE_DOCUMENT_CMD))

{

const char * USER_ID_PARAM = "user_id";

const char * PASSWORD_PARAM = "password";

const int MAX_PASSWORD_LENGTH = 16;

const char * userld = GetParameter(queryStr, USER_ID_PARAM);

const char * password = GetParameter(queryStr, PASSWORD_PARAM);

if (isCorrectUser(userId, password))
{

free(userld);
free(password);

}

return EXIT_SUCCESS;

}

o]
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B AAF 359 4 - C

1:  const char * GetParameter(const char * queryString, const char * key);
2:  int main(void)

3. |

4: const char * COMMAND_PARAM = "command";

5: const char * READ_DOCUMENT_CMD = "read_document";

6: const char * WRITE_DOCUMENT _CMD = "write_document";

7:

8:

9:

const int READ_PERMISSION = 0x01;
const int WRITE_PERMISSION = 0x02;
10:
11:  map<string, int> userGroupPermissions;
12:  userGroupPermissions["Normal"] = READ_PERMISSION | WRITE_PERMISSION;
13:  userGroupPermissions["'Admin"] = READ_PERMISSION | WRITE_PERMISSION;
14:  userGroupPermissions["Free"] = READ_PERMISSION;
15:
16:  char * queryStr;
17:  queryStr = getenv("QUERY_STRING");
18:  if (queryStr == NULL)
19: |
20: // Error &
21:
22: 1}
23:  char * command = GetParameter(queryStr, COMMAND_PARAM);
24:  if (Istremp(command, READ_DOCUMENT_CMD))
25: |
26: const char * USER_ID_PARAM = "user_id";
27: const char * PASSWORD_PARAM = "password";
28: const int MAX_PASSWORD_LENGTH = 16;
29: const char * userld = GetParameter(queryStr, USER_ID_PARAM);
30: const char * password = GetParameter(queryStr, PASSWORD_PARAM);
31:
32: char * userGroup = getUserGroup(userld);

33: if (userGroupPermissions.count(userGroup) == 0) || ((userGroupPermission[userGroup]
& READ_PERMISSION)) == 0)

34: {

35: // FAAET ARgol g A

36: return;

37 }

38:

39: if(isCorrectUser(userld, password))
40: {

-
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44:
45: free(userld);
46: free(password);
47: 1}
48:
49:  if (Istremp(command, WRITE_DOCUMENT_CMD))
50: |
51: const char * USER_ID_PARAM = "user_id";
52: const char * PASSWORD_PARAM = "password";
53: const int MAX_PASSWORD_LENGTH = 16;
54: const char * userld = GetParameter(queryStr, USER_ID_PARAM);
55: const char * password = GetParameter(queryStr, PASSWORD_PARAM);
56:
57: char * userGroup = getUserGroup(userld);
58: if (userGroupPermissions.count(userGroup) == 0) || ((userGroupPermission[userGroup]
& WRITE_PERMISSION)) == 0)
59: {
60: // AR ARGl tiRk A2
61: return;
62: }
63:
64: if(isCorrectUser(userld, password))
65: {
66:
67: }
68:
69: free(userld);
70: free(password);
71}
72:  return EXIT_SUCCESS;
73: }
. Faed

[1] CWE-285 Improper Authorization, http://cwe.mitre.org/data/definitions/285.html
[2] CWE-219 Sensitive Data Under Web Root, http://cwe.mitre.org/data/ definitions/219.html
[3] 2010 OWASP Top 10 - A8 Failure to Restrict URL Access

https:/ /www.owasp.org/index.php/Top_10_2010-A8
[4] NIST. "Role Based Access Control and Role Based Security"
[5] M. Howard and D. LeBlanc. "Writing Secure Code". Chapter 4, "Authorization" Page
114; Chapter 6, "Determining Appropriate Access Control" Page 171. 2nd Edition.
Microsoft. 2002
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2. 8% Aol gk ZEE A e 8(Incorrect Permission Assignment

for Critical Resource)

7t A9
W7]' ‘25‘_8_5]' Hol 31‘:1[_ ;(]_ oﬂ E’Hé‘}-oq 017] = %\—78]3]-7] 3:'_’% 9,]_‘}_8‘]-7(] \O%L7'“ 317}
@ A%, ARE 24 e BT AIAUL A8 A

. gAY 29719
A, AT, Bolneiel S sW BelAel el A 277}

- AR o] a7 AYE AHSShe A, sI7PEA &2 ARAE Sajt Akl
o} oA

T APA 7HE B BIE S71he FEE umaskE ARESEAL 9lof, BE AREATL
el71/227] A3k A "k

// A rwawarw-, HHEE] A  rwxewxrwx

1:

2:  umask(0);

3:  FILE *out = fopen("important_file", "w");

4: if (out)

5

6: fprintf(out, "M17Fe HH\n");

7: fclose(out);

8 |}

o] e e 7P Aol BESF, § AAE Adstae Ya 2717t ThsEkA

T E umaskS /%76 3= Aol Fasit)

W AR} IE=9 9 - C
umask(077); // ¥ B3 : rw——o, OB B3 rwx——
FILE *out = fopen("important_file", "w");
if (out)

{
fprintf(out, "T17+3+ A B\n");

fclose(out);
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el cllAlel M W29 g Aol tha B9l glo] ol & Al g3 ek

int main()

{

1

2

3:

4:  FILE * fp = fopen("/etc/password/", "r");
5.

6

ol Eol HEthd Hd 5o 2H o™ adminde 7HI Agelwt o

accessE o83l it}

H QAF 3=9 o - C

1. // BE ool ke fileo|H F A A5 UEE F
2:
3:  set<string> protectedFiles;
4:  int main()
5
6:  protectedFiles.insert("/etc/password");
7:  protectedFiles.insert("/root/keys.cfg");
8:
9:  FILE * fp = secureFileOpen("/etc/password/", "r", "normal_user");
10: ..
11: }
12:  FILE * secureFileOpen(const char * filename, const char * mode, const char * userld)
13 |
14:  if(protectedFiles.count(filename) > 0){ // file®] 235 Wolof S= fileo]H
15: if(isAdminUserld(userld) == FALSE){
16: return NULL;
17: }
18}
19:  return fopen(filename, mode);
20: }
3 74

[1] CWE-732 Incorrect Permission Assignment for Critical Resource,

http:/ /cwe.mitre.org/data/definitions/732.html
[2] CWE-276 Incorrect Default Permissions, http://cwe.mitre.org/data/definitions/276.html
[3] CWE-277 Insecure Inherited Permissions, http://cwe.mitre.org/data/definitions/277.html
[4] CWE-278 Insecure Preserved Inherited Permissions, http://cwe.mitre.org/data/definitions /278 html
[5] CWE-279 Incorrect Execution-Assigned Permissions, http:/ /cwe.mitre.org/data/definitions /279 html
[6] CWE-281 Improper Preservation of Permissions, http://cwe.mitre.org/data/definitions/281.html
[7] CWE-285 Improper Authorization, http://cwe.mitre.org/data/definitions/285.html
[8] 2011 SANS Top 25 - RANK 17 (CWE-732), http://cwe.mitre.org/top25/
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3. F ks 453l &areE]F AHE-(Use of a Broken or Risky Cryptographic
Algorithm)

7} A9
SW A&

< A Aol ARE H2Y=E BIspr] et i A=Y
TE ol&sto] A= =E F s e ASSIE ok IR AN basecd ot 2 A
AA AR 5 FrE AHgshe AL Ha9EE AdE 2Ed 5 glo

ol
T
f
fof
_1[}1'
i

1
g
)
L
f

Symmetric key ( DES)

T ———
L T
- -
-
.l

&vﬁr l‘_‘l-i &"tnibl?é:;ﬁ aﬁ‘ \]* ﬁ
— mm —
plaintext E‘ﬁ.& “‘"ﬁ laintext
L e P
—— 23 ——

encry ot decrypt
o H &m0 O
Fama

&
Y

ciphertext

<Y 24> R ¢H3 dudF AHE

. AR 339719
+ 3-DES, AES$} #2 ¢ts3sl dugES AREstoof it
ZhalRte] hasl 4SS AAsHe AL AP, A 2 Al A °l v HEE 3
Fole Y EE AFSSith 7Sl £ %‘8}@1 U7 DES, RC552 daduas
tj4lsted, 3DES, AES, SEED 59 ¢Hd¢ dsdng|Fo 2 tAste] ARg-goh
=S JFEE g, RS Oid €5 %_Liaz ZEA, ITEIRIS Aol ¢t
AL st A5 dERES Aga|okglith

[0

N
tlo
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31 oMl tsnE|E W F|Zo]
Hs Hogs 5=
Ha WA 2 112H E
szos ARIA(Z] 4ol : 128/192/256),
SEED(7] 4o°] : 128)
BnEos 7184 ECD, CBC, CFB, OFB, CTR
TEERE 714 /% CCM, GCM
A g SHA-224/256/384/512
) A %) 3+ 7] Rk HMAC
NS AS L2754 CMAC, GMAC
3l 1 g
T HASH_DRBG, HMAC_DRBG
Y2=ap Al 7] /HMAC 7|4t
EE57% CTR_DRBG
RSAES
- (37071 Aol) 2048, 3072
N7 4 (8717 =) i
- RSA-OAEP| A A&-5 & A3 -
SHA-224/256
Z A} v RSA-PSS, KCDSA, ECDSA, EC-KCDSA
7] AA g2 DH, ECDH
B35 B35 gietrlE
RSA-PSS (37M7] Aol) 2048, 3072
371 Ao, 7117 Aol
2 28] KCDSA, DH (® - <l
- (2048, 224), (2048, 256)
g}2}u

ECDH

ECDSA, EC-KCDSA,

(FIPS) B-233, B-283
(FIPS) K-233, K-283
(FIPS) P-224, P-256

12|E HZE7|Z Ver 2.0(2012.3), AdS2EA|E 7|2
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X

FHeFs DES ¢arelEo® ¢haststal th 3-DES, AES €algl&d #eo] o} bt

EVP_CIPHER_CTX ctx;
EVP_CIPHER_CTX_init(&ctx);
4:  EVP_Encryptlnit(&ctx, EVP_des_ecb(), NULL, NULL);

DES ¢ug|ExT} Qg

¥
~
0
>
@
u
2
AC)
N
tlo
>
oo
:(é
X
(&
fru
&
i)
tlo
e
)
&
v

H A3 3=9 49 - C

EVP_CIPHER CTX ctx;
EVP_CIPHER_CTX_init(&ctx);
EVP_EncryptInit(&ctx, EVP_aes_128_cbc(), key, iv);

ISR

Ho e 435 fsiAe RSA ¢Est darelES OAEP Y 413} A A&
[ |

QA A=9 9 - C

1. #include <stdio.h>

2:  #include <stdlib.h>

3:  #include <openssl/rsa.h>

4:  #define MAX_TEXT 512

5. void RSAEncrypt(char *text, int size)

6: |

7 char out{MAX_TEXT];

8 RSA *rsa_p = RSA_new();

9 RSA_public_encrypt(size, text, out, rsa_p, RSA_PKCS1_OAEP_PADDING);

Z F3Ed
[1] CWE-327 Use of a Broken or Risky Cryptographic Algorithm,
http:/ /cwe.mitre.org/data/ definitions /327 .html
[2] 2010 OWASP Top 10 - A7 Insecure Cryptographic Storage,
https:/ /www.owasp.org/index.php/Top_10_2010-A7
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4. AR FLAPE FE AZH(EE F$)(Missing Encryption of Sensive Data)

7r A9
ZeIge] Hetdt #HdE U HolHE BEor FAANEE FAAM S T 7
G, SAANE 2UEE Tl AVFEA @2 ARAAl RZRE dolHrE kE3E 5 Qe

Hok epg o]t

‘A\._

iyl

ID: admin pass: 1233

plaintext

=
)
ozl

ArEX

1D :admin

341
<O¥ 25> A8 FaR BE A (EE AF)

[}
=1
o] 7% 97 2%

Sloiz REElY

of 59 W2AEE FEskEA g VEYLE Fako] Aule] A%
& Baje] WaYsrt wEE F ok

ol
R4y
%o ox

1:  #include "std_testcase.h"

2:

3:

4:  #include <wchar.h>

5:

6:

7

8:  #ifdef _WIN32

9:  # include <winsock2.h>

10:  # include <windows.h>

11:  # include <direct.h>

12: # pragma comment(lib, "ws2_32") /* include ws2_32.lib when linking */
13:  # define CLOSE_SOCKET closesocket
14: # define PATH_SZ 100

H2E =2ot7|s »r 87
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15:  #else /* NOT _WIN32 */

16: # define INVALID_SOCKET -1

17:  # define SOCKET_ERROR -1

18: # define CLOSE_SOCKET close

19: # define SOCKET int

20: # define PATH_SZ PATH_MAX

21:  #endif

22:

23:  #define TCP_PORT 27015

24:

25:

26: #ifdef _WIN32

27:  #include <windows.h>

28:  #pragma comment(lib, "advapi32.lib")

29:  #endif

30:

31:

32:

33: #ifndef OMITBAD

34:

35:  void KRD_205_Missing_Encryption_of_Sensitive_Data__char_connect_sock-
et_recv_0101_bad|()

36: |

37: char * data;

38: char data_buf[100] = "";

39: data = data_buf;

40: {

41:  #ifdef _WIN32

42: WSADATA wsa_data;

43: int wsa_data_init = 0;

44:  #endif

45: int recv_rv;

46: struct sockaddr_in s_in;

47: char *replace;

48: SOCKET connect_socket = INVALID_SOCKET;

49: size_t data_len = strlen(data);

50: do

51:

52: #ifdef _WIN32

53: if (WSAStartup(MAKEWORD(2,2), &wsa_data) != NO_ERROR) break;

54: wsa_data_init = 1;

55:  #endif

56: connect_socket = socket(AF_INET, SOCK_STREAM, IPPROTO_TCP);

57: if (connect_socket == INVALID_SOCKET) break;

58: memset(&s_in, 0, sizeof(s_in));

59: s_in.sin_family = AF_INET;

60: s_in.sin_addr.s_addr = inet_addr("127.0.0.1");

61: s_in.sin_port = htons(TCP_PORT);

62: if (connect(connect_socket, (struct sockaddr*)&s_in, sizeof(s_in)) ==
SOCKET_ERROR) break;

63: /* Abort on error or the connection was closed, make sure to recv
one

64: * less char than is in the recv_buf in order to append a terminator
*/

65: recv_rv = recv(connect_socket, (char *)data+data_len,

Hot 7|




66:
67:
68:
69:
70:
71:
72:
73:
74:
75:
76:
77:
78:
79:
80:
81:
82:
83:
84:
85:
86:
87:
88:

89:
90:
91:
92:
93:
94:
95:
96:
97:
98:
99:

100:
101:
102:
103:
104:
105:
106:
107:
108:
109:
110:
111:
112:
113:
114:
115:
116:
117:
118:

(int)(100-data_len-1), 0);
if (recv_rv == SOCKET_ERROR || recv_rv == 0) break;
/* Append null terminator */
data[recv_rv] = "\0’;
/* Eliminate CRLF */
replace = strchr(data, "\r’);
if (replace) *replace = "\0’;
replace = strchr(data, "\n’);
if (replace) *replace = "\0’;
}
while (0);
if (connect_socket = INVALID_SOCKET) CLOSE_SOCKET(connect_socket);
#ifdef _WIN32
if (wsa_data_init) WSACleanup();
#endif
}

{
#ifdef _WIN32 /* this is WIN32 specific */
HANDLE pHandle;
char * username = "User";
char * domain = "Domain";
/* Use the password in LogonUser() to establish that it is "sensitive" */
/* POTENTIAL FLAW: Using sensitive information that was possibly sent
in plaintext over the network */
if (LogonUserA(
username,
domain,
data,
LOGON32_LOGON_NETWORK,
LOGONB32_PROVIDER_DEFAULT,
&pHandle) = 0)

printLine("User logged in successfully.");
CloseHandle(pHandle);

}

else

{
}

printLine("Unable to login.");

#endif
}

}

#endif /* OMITBAD */

/* Below is the main(). It is only used when building this testcase on
its own for testing or for building a binary to use in testing binary
analysis tools. It is not used when compiling all the testcases as one
application, which is how source code analysis tools are tested. */

#ifdef INCLUDEMAIN
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119:
120:
121:
122:
123:
124:
125:

126:
127:
128:
129:

int main(int argc, char * argv[])
{
/* seed randomness */
srand( (unsigned)time(NULL) );
#ifndef OMITBAD
printLine("Calling bad)...");
KRD_205_Missing_Encryption_of_Sensitive_Data__char_connect_sock-
et_recv_0101_bad();
printLine("Finished bad()");
#endif /* OMITBAD */
return 0;

130:

131:

tge] mEE Wa9es EYAE Foke Amd dsr] de] dEsE A

H 4AF I=9] 4 C

< H2H

1:  #include "std_testcase.h"

2:

3:

4:  #include <wchar.h>

5:

6:

7:

8:  #ifdef _WIN32

9: # include <winsock2.h>

10:  # include <windows.h>

11:  # include <direct.h>

12: # pragma comment(lib, "ws2_32") /* include ws2_32.lib when linking */
13: # define CLOSE_SOCKET closesocket
14: # define PATH_SZ 100

15 #else /* NOT _WIN32 */

16:  # define INVALID_SOCKET -1
17:  # define SOCKET_ERROR -1
18: # define CLOSE_SOCKET close
19: # define SOCKET int

20: # define PATH_SZ PATH_MAX
21:  #endif

22:

23:  #define TCP_PORT 27015

24

25:

26: #ifdef _WIN32

27 #include <windows.h>

28:  #pragma comment(lib, "advapi32.lib")
29:  #endif

30:

31:

32:

33:

34: #ifndef OMITGOOD
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43:
44

46:
47:
48:
49:
50:

51:
52:
53:
54:
55:
56:
57:
58:
59:
60:
61:
62:
63:
64:
65:
66:
67:
68:
69:
70:
71:

72:
73:
74:
75:
76:
77:
78:
79:
80:
81:
82:
83:
84:
85:
86:

/* goodG2B uses the GoodSource with the BadSink */
static void good1()
{

char * data;

char data_buf[100] = "";

data = data_buf;

/* FIX: Benign input preventing command injection */

strcat(data, "a8f9s2@#d"); /* encrypted string */

{
#ifdef _WIN32 /* this is WIN32 specific */
HANDLE pHandle;
char * username = "User";
char * domain = "Domain";
/* Use the password in LogonUser() to establish that it is "sensitive" */
/* POTENTIAL FLAW: Using sensitive information that was possibly sent
in plaintext over the network */
if (LogonUserA(
username,
domain,
data,
LOGON32_LOGON_NETWORK,
LOGON32_PROVIDER_DEFAULT,
&pHandle) != 0)

printLine("User logged in successfully.");
CloseHandle(pHandle);

}

else

{
}

printLine("Unable to login.");

#endif
}

}

void KRD_205_Missing_Encryption_of_Sensitive_Data__char_connect_sock-
et_recv_0101_good()
{
good1();
}

#endif /* OMITGOOD */

/* Below is the main(). It is only used when building this testcase on
its own for testing or for building a binary to use in testing binary
analysis tools. It is not used when compiling all the testcases as one
application, which is how source code analysis tools are tested. */

#ifdef INCLUDEMAIN

int main(int argc, char *

{

argv[])
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92

87: /* seed randomness */

88: srand( (unsigned)time(NULL) );

89:  #ifndef OMITGOOD

90: printLine("Calling good)...");

91: KRD_205_Missing_Encryption_of_Sensitive_Data__char_connect_sock-
et_recv_0101_good();

92: printLine("Finished good()");

93:  #endif /* OMITGOOD */

94: return 0;

95: '}

96:

97:  #endif

2 FaEd

[1] CWE-311 Missing Encryption of Sensitive Data,
http:/ /cwe.mitre.org/data/definitions/311.html

[2] 2011 SANS Top 25 - RANK 8 (CWE-311), http://cwe.mitre.org/top25/
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5. 3l=3 =¥ W29 =(Use of Hard-coded Password)

7% A9
223 5= Wil sEmse WAYSE EP5ha, of& o] §ake] W AZel A
AL 9 AETUES FAUS S A BUA ANt wF D 5 Qo] AP =
== o] SEISH AAYES ABUNE oS A, Azxd BA 1
Ashe] A1E stetsts] 47 e waol ek

=
)
ozl

-
nuuui Connection DBConnect(String url, String id] { .
try
conn=DriverManager.getConnectionfjurl, id, "tiger");
} catch (SQLException e] {
System.err.printin("..."};

>

return conn; qu

2

} kU
N on
d

<I¥ 2-6> FF=IEH WA= S

n

JEE H45Ue] dEsEo] AFE AAYSE AHgITh
#A4E AFF ) WYYl dolelulo] s WPF FLE GE}E o]

o oA
a2 ol WA=t BEGES] 3SR AE A FAANA 4 =5D = ok

1:  #include <stdio.h>

2:  #include <stdlib.h>

3:  #include <stringh>

4:  #include <sqlext.h>

5. int dbaccess(char *server, char *user)

6: |

7: SQLHENV henv;

8: SQLHDBC hdbg;

9: SQLAllocHandle(SQL_HANDLE_ENV, SQL_NULL_HANDLE, &henv);

10: SQLAllocHandle(SQL_HANDLE_DBC, henv, &hdbc);

11: /% W29 Tr} “asdf' 2 =Ty Holglthr/

12 SQLConnect(hdbc, (SQLCHAR?*) server, strlen(server), user, strlen(user),
"asdf", 4);

13: return 0;

14: }

H2&E o 7[5 »» 93



CAIFoET 7I°I1E @

HNiYEE elA Qolot A4S, dushE Agatel Belstelol s A4 A4S
}4& ARk Ft.

B AF 39 9 - C
#include <stdio.h>
#include <stdlib.h>
#include <stringh>
#include <sqlext.h>

int dbaccess(char *server, char *user, char *passwd)
{
SQLHENV henv;
SQLHDBC hdbg;
SQLAllocHandle(SQL_HANDLE_ENV, SQL_NULL_HANDLE, &henv);
10: SQLAllocHandle(SQL_HANDLE_DBC, henv, &hdbc);
11: SQLConnect(hdbc, (SQLCHAR¥*) server, strlen(server), user, strlen(user),
passwd, strlen(passwd) );
12: SQLFreeHandle(SQL_HANDLE_DBC, hdbc);
13: SQLFreeHandle(SQL_HANDLE_ENV, henv);
14: return 0;

R A L
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1:  int VerifyAdmin(char * password)

2. |

3: if (stremp(password, "68af404b513073584¢4b6f22b6c63e6b") == 0)
4: {

5: printf("Entering Diagnostic Mode...");
6: return TRUE;

7: }

8: else

9: {

10: return FALSE;

11}

12: 1}

uEe] A5 #e% HolAE SN 2 melx A HAN u
M9lE A= 2T e A7t BT SAW 7]

ool Aok Hagel HeME A 4 ATk

g
2
rO
H
[>
do
[
2 M
U
"
r‘l
rl

B AR} 2=9 o - C
1:  int VerifyAdmin(char * password)
2:
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3:  char * adminPassword = loadPassword(ADMIN);

4: if (stremp(password, adminPassword) == 0)

5: {

6: printf("Entering Diagnostic Mode...");

7: return TRUE;

8: }

9: else

10: |

11: return FALSE;

12: ) =

13 } N
0z

2 FaEd

[1] CWE-259 Use of Hard-coded Password, http://cwe.mitre.org/data/definitions/259.html
[2] CWE-798 Use of Hard-coded Credentials, http://cwe.mitre.org/data/definitions/798 html
[3] 2010 OWASP Top 10 - A7 Insecure Cryptographic Storage

https:/ /www.owasp.org/index.php/Top_10_2010-A7
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2

gF2 Aojk 2048 HIE o] 9] Hol&
2] (Symmetric Encryption Algorithm)®| 7ol Hol= 128HIE o]F9] 7]

6. S8R &S 7] Ao A&(Cryptographic Issue)

2 Aokl BE £ Yok AE U5
& A8l /) Aot sl 2

74zl 719k @A AbgefoF star, oA

RSA_generate_key()&<roll Al AF838HE 7] kel =717} 512 bitZ A=Atk 7] e

23 2048 bit o] o2 AL ook Fir}

1. #include <stdio.h>

2:  #include <stdlib.h>

3:  #include <openssl/rsa.h>

4:  #include <openssl/evp.h>

5. EVP_PKEY *RSAKey()

6: |

7: EVP_PKEY *pkey;

8: RSA *rsa;

9: /* 71%ko] 512bit= U§- #T} */
10: rsa = RSA_generate_key(512, 35, NULL, NULL);
11: if (rsa == NULL)

12: {

13: printf("Error\n");

14: return NULL;

15: }

16: pkey = EVP_PKEY_new();

17: EVP_PKEY_assign_RSA(pkey, rsa);
18: return pkey;

19:  }
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RSA_generate_key()&<roll A AHgdte 7] g& A3 2048 bit o] o2 A ojof

H QAF Z=9) 4 - C

1: #include <stdio.h>

2:  #include <stdlib.h>

3:  #include <openssl/rsa.h>

4:  #include <openssl/evp.h>

5 EVP_PKEY *RSAKey()

6: |

7: EVP_PKEY *pkey;

8: RSA *rsa;

9: /% 712] dolx A 2,048Bit o]Fole]of rhr/

10: rsa = RSA_generate_key(2048, 35, NULL, NULL);

11:  if (rsa == NULL)

12: =

13: printf("Error\n"); :lg'u

14: return NULL; kU
oo

15: } \l

16:  EVP_PKEY *pkey = EVP_PKEY_new(); )

17: EVP_PKEY _assign_RSA(pkey, rsa); |_I'I

18:  return pkey;

19: |}

71 483 RSAYIEF AHE dl= thae] dlAIXF OAEPH WS o] AM83she 79
o]t} RSA_private_decrypt@<=oll A} &4 RSA_PKCS1_OAEP_PADDING A}8-2 #A% 3t}
29 dAlolM 7] 3 cpasswordi 2048bit ©]42] AolE 7R 7] Frolojok T}

B A 359 9 - C
int dbaccess(char *user, char *cpasswd, RSA *rsa)
{

1:

2:

3: char *server = "DBserver";

4: unsigned char *passwd;

5: SQLHENV henv;

6: SQLHDBC hdbc;

7: SQLAllocHandle(SQL_HANDLE_ENV, SQL_NULL_HANDLE, &;henv);

8: SQLAllocHandle(SQL_HANDLE_DBC, henv, &hdbc);

9: /* 2E% g5 dags AR v/

10: RSA_private_decrypt(strlen(cpasswd), cpasswd, passwd, 1sa,
RSA_PKCS1_OAEP_PADDING);

11: SQLConnect(hdbc,

12: (SQLCHAR?) server,

13: (SQLSMALLINT) strlen(server),
14: (SQLCHAR*) user,
15: (SQLSMALLINT) strlen(user),
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16: (SQLCHAR?*) passwd,
17: (SQLSMALLINT) strlen(passwd));
18 }

2 FaEd
[1] CWE-310 Cryptographic Issues, http://cwe.mitre.org/data/definitions/310.html

[2] 2010 OWASP Top 10 - A7 Insecure Cryptographic Storage,
https:/ /www.owasp.org/index.php/Top_10_2010-A7
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7. 2AE3A F2 FF 7k9 AFE(Use of Insufficiently Random Values)

7% A9
A% Ved G5E Agels A Azdel ke AN dF s &
BRI AFAA AF JFsd BEE AFVTE, FAAE SWlA BAHE T

>

2=
ES

. kA 2971
WY seedS WSl AHESIES HAIRT

=
)
oz

o oA
ARG AONA DseedE AHEaHA] LA A5 seedE AL 3l S T

seedE AHEShe A9E SR 4 e €S F jith

Sloiz REElY

1:  #include <stdafx.h>

2:  #include <stdio.h>

3:  #include <stdlib.h>

4:  #include <timeh>

5:  int main(void)

6: |

7: int count = 0;

8: int temp;

9: printf("\n%s\n%s\n",

10: "Some randomly distributed integers will be printed.",
11: "How many do you want to see? ");

12 /% sandolA A5 FEje) seed® AMEEFTL Tk
13: srand( 100 );

14: while (1)

15: {

16: if (count % 6 == 0) printf("%s", "\n");

17: temp = rand()%101;

18: if( temp != 100 )

19: count++;

20: else

21: break;

22: printf("%5d", temp );

23: }

24:  printf("\n100°] Y}27] 7HA] Y2 528 AF : %d \n' , count );
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25: return 0;
26: }

WAl AEY S T2 A,

it

AN seed

-

H AF 39 4§ - C

1:  #include <stdafx.h>

2:  #include <stdio.h>

3:  #include <stdlib.h>

4:  #include <timeh>

5:  int main(void)

6:

7 int count = 0;

8: int temp;

9: int randNum = 0;

10: printf("\n%s\n%s\n",

11: "Some randomly distributed integers will be printed.",
12: "How many do you want to see? ");
13: printf("%s\n", "Init random number : ");
14 /ool ARe ol g/

15: randNum = getch();

16: while (1)

17: {

18: if (count % 6 == 0)

19: printf("%s", "\n");

20: /A seedE YOO FoE WA/

21: srand(randNum);

22: temp = rand()%101;

23: if( temp != 100 )

24 count++;

25: else

26: break;

27: printf("%5d", temp );

28: }

29: printf("\n100°] G271 -7 Y2522 A5 %d \n" , count );
30: return 0;

31}
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int main()
{
const int RANDOM_RANGE = 200;

srand(time(NULL));

int randomNum = rand() % RANDOM_RANGE;

return 0;

}

R AR L S

=
)
ozl

O] dAlol A AH8-RE SufficientRand 3= HHTE Abo|=o] widS Fhol AHTE 9
ANA FhE Fol ANEgeE ARt Ferolnh ol Wiy &9 Al R ol =
718k5 0] A 2 FEHE S07F e AL 87 Aotk

H 33 359 9 - C
int main()
{
const int RANDOM_RANGE = 200;

srand(time(NULL));

Sloic REElY

int randomNum = SufficientRand() % RANDOM_RANGE;

return 0;

}

10: unsigned int SufficientRand()

11 |

12:  int size = rand() % 100;

13:  // malloc2 €98 MRS 2715 1A 7] wiEo] oW Fo] S LA A5E F
Ak L EiolA e A9 AR Y A=ghs Bolet

14:  unsigned int * unknownMem = (unsigned int *)malloc(size * sizeof(unsigned int));

15:  int index = rand() % size;

16:  srand(unknownMem{[index]);

17:
18: return rand();
19: }

. g

[1] CWE-330 Use of Insufficiently Random Values, http://cwe.mitre.org/data/definitions/330.html
[2] 2010 OWASP Top 10 - A7 Insecure Cryptographic Storage,
https:/ /www.owasp.org/index.php/Top_10_2010-A7
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8. 2= HE A7 (Plaintext Storage of Password)

7% A9
WA PEstEA e giEe] FH A A Axsw e o] @
S gnh B3N Lol PROE NAASE AYHY, BRUY AL 2T F 9
EARE PP 2SS Fobd £ Ak H2SE Be £Eo 9B YuFS

A-gshe] el slof =l of Fk.

A2 =g AYsdel AGSHE A H2U=E FEHA e FUe A [,
F57L o] AHHor =g dPAol Atk wWeA AxYEE GA HEFT £ e
Aozl ARstEA ob™ ghastd FElE A gstedor dirt

L L A M b
- a9 sE dEsEA Y2 AASEE A g

. <A

W2 EE TdolA goiA 2H DB Aol AREsta Utk oA HAYEE F5s)

S QA e o

[meddA e azda.c
1:  int dbaccess()
2
3 FILE *fp; char *server = "DBserver";
4 char passwd[20];
5: char user[20];
6 SQLHENV henv;
7 SQLHDBC hdbg;
8 fp = fopen('config", "r");
9 fgets(user, sizeof(user), fp);
10: fgets(passwd, sizeof(passwd), fp);
11: fclose(fp);
12: SQLAllocHandle(SQL_HANDLE_ENV, SQL_NULL_HANDLE, &henv);
13: SQLAllocHandle(SQL_HANDLE_DBC, henv, &hdbc);
14: SQLConnect(hdbc,
(SQLCHAR*) server,
(SQLSMALLINT) strlen(server),
(SQLCHAR?) user,
(SQLSMALLINT) strlen(user),
/* HLRFE H29ES HEOR gojgeln gtk v/
(SQLCHAR*) passwd,

102 <« HM2E Eo¢t J|s



(SQLSMALLINT) strlen(passwd) );
15: return 0;
16: }

oM dHH A2 u=s AT HFe A AHEStolof JiTh

H ¢4AFd 3=9 o - C

1:  int dbaccess()

2

3 FILE *fp;

4 char *server = "DBserver";

5: char passwd[20];

6 char user[20];

7 char *verifiedPwd;

8 SQLHENV henv;

9 SQLHDBC hdbc;

10: fp = fopen('config", "r");

11: fgets(user, sizeof(user), fp);

12: fgets(passwd, sizeof(passwd), fp);

13: fclose(fp);

14: verifiedPwd = verify(passwd);

15:  SQLAllocHandle(SQL_HANDLE_ENV, SQL_NULL_HANDLE, &henv);
SQLAllocHandle(SQL_HANDLE_DBC, henv, &hdbc);
SQLConnect(hdbc,

(SQLCHAR?) server,
(SQLSMALLINT) strlen(server),
(SQLCHAR*) user,
(SQLSMALLINT) strlen(user),
/* FLUERE dsslE A= glojEola Tt */
(SQLCHARY¥) verifiedPwd,
(SQLSMALLINT) strlen(verifiedPwd ) );
16: return 0;
17}

AR e JIRERRE QoA EAdE IWE DB A Agstal

Atk

1:  const char * GetParameter(const char * queryString, const char * key);

2:  int main(void)

H2E EotI|s »
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104

3

4: const char * COMMAND_PARAM = "command";

5: const char * GET_USER_INFO_CMD = "get_user_info";

6:

7: char * queryStr;

8  queryStr = getenv("QUERY_STRING");

9: if (queryStr == NULL)

10: |

11:  // Error A&

12:

13}

14: char * command = GetParameter(queryStr, COMMAND_PARAM);

15: if (Istremp(command, GET_USER_INFO_CMD))

16: |

17: const char * USER ID PARAM = "user id";

18: const char * PASSWORD_PARAM = "password";

19: const char * userld = GetParameter(queryStr, USER_ID_PARAM);

20: const char * password = GetParameter(queryStr, PASSWORD_PARAM);

21:

22:

23: char * dbUserld, * dbUserPassword;

24: loadDbUserInfo(&dbUserld, &dbUserPassword);

25: SQLRETURN retcode = SQLConnect(hdbc, (SQLCHAR*) "173.234.56.78", SQL_NTS,

(SQL *) dbUserld, strlen(dbUserld), dbUserPassword, strlen(dbUserPassword));

26:

27 free(userld);

28: free(password);

29:  }

30: return EXIT _SUCCESS;

31}

32:  void loadDbUserInfo(char ** userld, char ** password)

33 {

34:  const int MAX USER LENGTH = §;

35:  const int MAX_PASSWORD_LENGTH = 16;

36:  *userld = (char *)malloc(MAX_USER_LENGTH);

37:  *password = (char *)malloc(MAX_PASSWORD_LENGTH);

38:  FILE * fp = fopen("dbUserInfo.cfg","r");

39:  fscanf(fp, "%s", *userld);

40:  fscanf(fp, "%s", *password);

41: |}

oA dHE AHEAE T =S loadDbUserInfodt o4 OAEPH Q& AH8-3F
RSAYIEFo 2 Esgt & DBAZ N ARgsta ok
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const char * GetParameter(const char * queryString, const char * key);
const Key decryptPassword="we37kor$jkl315!#A!"; //private Key

1:

2:

3:

4:  int main(void)

5

6: const char * COMMAND_PARAM = "command";

7: const char * GET_USER_INFO_CMD = "get_user_info";
8:

9:

char * queryStr;
10:  queryStr = getenv("QUERY_STRING");
11:  if (queryStr == NULL)

122 {

13: // Error %2
14:

15}

16:  char * command = GetParameter(queryStr, COMMAND_PARAM);

17:  if (Istremp(command, GET_USER_INFO_CMD))

18 {

19: const char * USER_ID_PARAM = "user_id";

20: const char * PASSWORD_PARAM = "password";

21: const char * userld = GetParameter(queryStr, USER_ID_PARAM);

22: const char * password = GetParameter(queryStr, PASSWORD_PARAM);

23:

24: char * dbUserld, * dbUserPassword;

25: loadDbUserInfo(&dbUserld, &dbUserPassword);

26: SQLRETURN retcode = SQLConnectthdbc, (SQLCHAR*) "173.234.56.78", SQL_NTS,
(SQLCHAR*) dbUserld, strlen(dbUserld), dbUserPassword, strlen(dbUserPassword));

=
=1
2
kU
on
N
=
n

27:
28: free(userld);
29: free(password);

30:  }

31: return EXIT _SUCCESS;

32}

33:  void loadDbUserInfo(char ** userld, char ** password)
34: |

35: const int MAX_USER_LENGTH = §;

36: const int MAX_PASSWORD_LENGTH = 16;

37:  *userld = (char *)malloc(MAX_USER_LENGTH);

38:  *password = (char *)malloc(MAX_PASSWORD_LENGTH);
39:

40:  FILE * fp = fopen("dbUserInfo.cfg","r");

41:  fscanf(fp, "%s", *userld);

42:  fscanf(fp, "%s", *password);

43:
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44:  RSA_private_decrypt(strlen(decryptPassword),  decryptPassword, = *password,  rsa,
RSA_PKCS1_OAEP_PADDDING);
45: }

2 JF3E™
[1] CWE-256 Plaintext Storage of a Password, http://cwe.mitre.org/data/definitions/256.html

[2] J. Viega and G. McGraw. "Building Secure Software: How to Avoid Security Problems
the Right Way". 2002.
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9. 3t=xEH U353} J|(Use of Hard-coded Cryptographic Key)

7r A9
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A3y daelEo 2 AES, ARIA, SEED, 3DES 59| ARgo] Ausw, vitjdy dugFoez
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1:  extern char *salt;

2:  typedef int SQLSMALLINT;

3: int dbaccess(char *user, char *passwd)

4 |

5: char *server = "DBserver";

6: char *cpasswd;

7: SQLHENV henv;

8: SQLHDBC hdbc;

9:  SQLAllocHandle(SQL_HANDLE_ENV, SQL_NULL_HANDLE, &henv);
10: SQLAllocHandle(SQL_HANDLE_DBC, henv, &hdbc);

11: cpasswd = crypt(passwd, salt);

12:

13: /* 458l 77 AaFTY | FpE eI Ho| Tt ¢/
14: if (stremp(cpasswd, "68af404b513073582b6c63e6b") != 0)
15: {

16: printf("Incorrect password\n");

17: return -1;

18: }

19: ......

20: }

o] Z AL AXHAM dojeo Mxo wES 245}
I, o] ¢Esty 2EHYF nwEHEE F=r} ZAdE ook f&t}.
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1:  extern char *salt;

2:  typedef int SQLSMALLINT;

3:  char* getPassworld()

4|

5: static char* pass="password";
6: return pass;

7}

8:  int dbaccess(char *user, char *passwd)

9: |

10: char *server = "DBserver";

11: char *cpasswd;

12: char* storedpasswd;

13: SQLHENV henv;

14: SQLHDBC hdbc;

15:  SQLAllocHandle(SQL_HANDLE_ENV, SQL_NULL_HANDLE, &henv);
16: SQLAllocHandle(SQL_HANDLE_DBC, henv, &hdbc);

17: cpasswd = crypt(passwd, salt);

18: storedpasswd = getPassword();

19: if (strcmp(cpasswd, storedpasswd) != 0)

20: {

21: printf("Incorrect password\n");

22: SQLFreeHandle(SQL_HANDLE_DBC, &hdbc);
23: SQLFreeHandle(SQL_HANDLE_ENV, &henv);
24: return -1;

25: }

26: oo

27. '}

st EALL 44w 43 WEsEs 3=r APEE Aol o

7} Bo A &2 sHsAdo] Atk

wﬂyﬂﬂng const char * key);
2:  int main(void)

3

4: const char * COMMAND_PARAM = "command";

5: const char * VISIT_ADMIN_PAGE_CMD = "visit_admin_page";

6

7

8

9

char * queryStr;
queryStr = getenv("QUERY_STRING");
if (queryStr == NULL)

10:  {

11: // Error 2|2

—_
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12:
13:
14:
15:
16:
17:
18:
19:
20:
21:

22:
23:
24:
25:
26:
27:
28:

}

char * command = GetParameter(queryStr, COMMAND_PARAM);

if (Istremp(command, VISIT_ADMIN_PAGE_CMD))

{

const char * PASSWORD_PARAM = "password";

const char * password = GetParameter(queryStr, PASSWORD_PARAM);

char * encryptedPassword = (char *)malloc(rsa);
RSA_private_encrypt(strlen(password), password, encryptedPassword, rsa,
RSA_PKCS1_OAEP_PADDDING);

if (stremp(encryptedPassword, "dafsklj2w35ajgol") == 0)
{

free(userld);
free(password);

}

return EXIT_SUCCESS;

}

el A W2 AR Beld A2 ole F dEsstel shxish 1

o
A&

RoA JHE dostd 2EYH v, AFEE AGHUT
|

(AF I=9 4 - C

1:
2:
3:
4:
5:
6:
7:
8:
9:

10:
11:
12:
13:
14:
15:
16:
17:
18:

const char * GetParameter(const char * queryString, const char * key);
int main(void)

{

const char * COMMAND_PARAM = "command";

const char * VISIT_ADMIN_PAGE_CMD = "visit_admin_page";

char * queryStr;

queryStr = getenv("QUERY_STRING");
if (queryStr == NULL)

{

// Error 28

}

char * command = GetParameter(queryStr, COMMAND_PARAM);

if (Istremp(command, VISIT_ADMIN_PAGE_CMD))

{

const char * PASSWORD_PARAM = "password";

const char * password = GetParameter(queryStr, PASSWORD_PARAM);

H2E EotI|s »
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19:

20: char * encryptedPassword = (char *)malloc(rsa);

21: RSA_private_encrypt(strlen(password), password, encryptedPassword, rsa,
RSA_PKCS1_OAEP_PADDDING);

22: char * ecnryptedAdminPagePassword = loadEncrypted AdminPagePassword();

23:

24: if (stremp(encryptedPassword, ecnryptedAdminPagePassword) == 0)
25: {

26:

27: }

28:

29: free(userld);
30: free(password);

31}

32: return EXIT_SUCCESS;

33}

34:  char * loadEncrypted AdminPagePassword(void)
35 {

36:  const int MAX_PASSWORD_LENGTH = 16;

37:  char * password = (char *)malloc(MAX_PASSWORD_LENGTH);
38:  FILE * fp = fopen("adminPasssword.cfg","r");

39:  fscanf(fp, "%s", password);

40:
41: return password;
42: }

2 F3Ed

[1] CWE-321 Use of Hard-coded Cryptographic Key, http://cwe.mitre.org/data/definitions/321.html
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10. FHEQ EIE H2Y= T A2 F L8P E(Information
Exposure Through Comments)
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1:  #include <stdio.h>

2: #include <stdlib.h>

3:  /* default password is "abracadabra". F2JE<Qtel| 2T rt EFEJL */
4:  int verifyAuth(char *ipasswd, char *orgpasswd)

5

6: char* admin="admin";

7: if (strnemp(ipasswd, orgpasswd, sizeof(ipasswd)) != 0)
8: {

9: printf("Authetication Fail'\n");

10: }

11: return admin;

12: }

ezt ofely, Hj=9fE Fo| T JHe Ado] B F wjx Mol T Aok 7
.

H 3433 2=9 9 - C
#include <stdio.h>
#include <stdlib.h>

/% FHe) AAYES NQekA eth v

int verifyAuth(char *ipasswd, char *orgpasswd)

char* admin="admin";
if (strnemp(ipasswd, orgpasswd, sizeof(ipasswd)) != 0)
{

printf("Authetication Fail!\n");

1
2
3
4
5
6
7
8
9
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10: }
11: return admin;
12: }

soFE FA6) Ao A ol tu ARyt TgEo] Ye Agolt

1. /) dEF%E A = 84S Atk o5 913t MakeEstimates 5 SEFIHoY
Warning message®l Z21 ATAR7} )3tk

2: const char * GetParameter(const char * queryString, const char * key);

3:  int main(void)

4 |

5: const char * COMMAND_PARAM = "command";

6: const char * CACULATE_ESTIMATES = "calculate_estimates";

7

8:  char * queryStr;

9:  queryStr = getenv("QUERY_STRING");

10:  if (queryStr == NULL)

11 |

12: // Error %€

13:

14}

15: char * command = GetParameter(queryStr, COMMAND_PARAM);

16:  if (‘stremp(command, CACULATE_ESTIMATES))

17: |

18: const char * ITEMS_PARAM = "items";

19: const char * itemStrs = GetParameter(queryStr, ITEMS_PARAM);

20:

21: estimates = MakeEstimates(items, itemCount);

22:

23}

24: return EXIT SUCCESS;

25}

26:  Estimates MakeEstimates(char * items[], int itemCount)

27: |

28:  if(itemCount > 30)

29: |

30: printf("Warning : The count of item is over 30, then the database will be unstable");

31}

32:

33 }

Mo} HMANG AR Fo ARt TE FAEL NE Ao 2F AAslol
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1:  const char * GetParameter(const char * queryString, const char * key);
2:  int main(void)
3. |
4: const char * COMMAND_PARAM = "command";
5: const char * CACULATE_ESTIMATES = "calculate_estimates";
6:
7:  char * queryStr; >
8  queryStr = getenv("QUERY_STRING"); ;
9: if (queryStr == NULL) oz
10: |
11:  // Error A&
12:
13} =
14: char * command = GetParameter(queryStr, COMMAND_PARAM); 4211
15:  if (Istremp(command, CACULATE_ESTIMATES)) ku
16 | ol
17: const char * ITEMS PARAM = "items"; —;—
18: const char * itemStrs = GetParameter(queryStr, ITEMS_PARAM); [N
19:
20: estimates = MakeEstimates(items, itemCount);
21:
22: }
23: return EXIT SUCCESS;
24: '}
25:  Estimates MakeEstimates(char * items[], int itemCount)
26: |
27 if(itemCount > 30)
28 {
29: printf("Warning : The count of item is over 30, then the database will be unstable");
30:  }
31:
32: }
g FaEd

[1] CWE-615 Information Exposure Through Comments,
http:/ /cwe.mitre.org/data/definitions/615.html
[2] 2010 OWASP Top 10 - A7 Insecure Cryptographic Storage
https:/ /www.owasp.org/index.php/Top_10_2010-A7
[3] Web Application Security Consortium 24 + 2 - (WASC 24 + 2) Information Leakage
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11.
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E glo] gk 34 3= A8-(Use of a One-Way Hash without a Salt)

7% A9
NAYEE A% A AWF S Bl HAL ol 3e] Tag el AR AgwTh,
wrof A 29lE8 SE glol sl4stel AU, FAAE RS HeolE ol s
@ mE dafsel uel si4igke Vel Ageta, olF A5zl ol gate] Wi EE

i

C ANAYEE AR A TR s} SEE S4] T YHOR Sl Qe A4S APk

O dAls A2 A% A EE Qlo] dxfEd U s de A4

tlo

Ho

#include "std_testcase.h"

1:

2:

3:

4:  #ifdef _WIN32

5. # include <winsock2.h>
6:  # include <windows.h>

7. # include <direct.h>

8:  # pragma comment(lib, "ws2_32") /* include ws2_32.lib when linking */
9:  # define CLOSE_SOCKET closesocket

10:  # define PATH_SZ 100

11:  #else /* NOT _WIN32 */

12:  # define INVALID_SOCKET -1

13:  # define SOCKET_ERROR -1

14: # define CLOSE_SOCKET close

15:  # define SOCKET int

16: # define PATH_SZ PATH_MAX

17 #endif

18:

19:  #define TCP_PORT 27015
20:

21:  #include <krdcryptutil.h>
22:

23:  #pragma comment(lib, "advapi32.lib")
24:  #pragma comment(lib, "user32.lib")
25:

26:

27:  #ifndef OMITBAD

28:

—_
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29:

30:
31:
32:
33:
34:
35:
36:
37:
38:
39:
40:
41:
42:
43:
44:
45:
46:
47:
48:
49:
50:
51:
52:
53:
54:
55:
56:

void

KRD_215_Unsalted_One_Way_Hash__char_connect_sock-

et_2_KrdMD5Encrypt_0101_bad()

{

char * data;
char data_buf[100] = "";
data = data_buf;

{

#ifdef _WIN32

#endif

WSADATA wsa_data;

int wsa_data_init = 0;

int recv_rv;

struct sockaddr_in s_in;

char *replace;

SOCKET connect_socket = INVALID SOCKET;
size_t data_len = strlen(data);

do

{

#ifdef _WIN32

#endif

if (WSAStartup(MAKEWORD(2,2), &wsa_data) != NO_ERROR) break;

wsa_data_init = 1;

connect_socket = socket(AF_INET, SOCK_STREAM, IPPROTO_TCP);

if (connect_socket == INVALID_SOCKET) break;

memset(&s_in, 0, sizeof(s_in));

s_in.sin_family = AF_INET;

s_in.sin_addr.s_addr = inet_addr("127.0.0.1");

s_in.sin_port = htons(TCP_PORT);

if  (connect(connect_socket,  (struct sockaddr*)&s_in, sizeof(s_in)) ==

SOCKET_ERROR) break;

/* Abort on error or the connection was closed, make sure to recv one
* less char than is in the recv_buf in order to append a terminator */
recv_rv = recv(connect_socket, (char *)data+data_len, (int)(100-data_len-1), 0);
if (recv_rv == SOCKET_ERROR || recv_rv == 0) break;
/* Append null terminator */
datafrecv_rv] = "\0’;
/* Eliminate CRLF */
replace = strchr(data, "\r);
if (replace) *replace = "\0’;
replace = strchr(data, "\n');
if (replace) *replace = "\0’;
}
while (0);
if (connect_socket = INVALID_SOCKET) CLOSE_SOCKET(connect_socket);

#ifdef _WIN32

if (wsa_data_init) WSACleanup();

H2E 2¢tT|s
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73:  #endif

74: }

75:

76: {

77: char * p_enc = NULL;

78: /* FLAW */

79: p_enc = KrdMD5Encrypt(data, NULL);

80: printLine(p_enc);

81: }

82:

83: }

84:

85:  #endif /* OMITBAD */

86:

87:

88:  /* Below is the main(). It is only used when building this testcase on
89: its own for testing or for building a binary to use in testing binary
90: analysis tools. It is not used when compiling all the testcases as one
91: application, which is how source code analysis tools are tested. */
92:

93:  #ifdef INCLUDEMAIN

94:

95:  int main(int argc, char * argvl])

9%: |

97: /* seed randomness */

98: srand( (unsigned)time(NULL) );

99:  #ifndef OMITBAD

100: printLine("Calling bad)...");

101: KRD_215_Unsalted_One_Way_Hash__char_connect_sock-
et_2_KrdMD5Encrypt_0101_bad();

102: printLine("Finished bad()");

103: #endif /* OMITBAD */

104: return 0;
105: }

106:

107: #endif

2R AT YOE Ao AUARS Ho LS o83 Ao FHol
Fsstnl, ol& WA s SEE AATF] AP sheizke Akl AgH

H AT 359 4 - C
#include "std_testcase.h"
#ifdef _WIN32

# include <winsock2.h>

# include <windows.h>

# include <direct.h>

16 <« H2ZE B¢t 7|5



# pragma comment(lib, "ws2_32") /* include ws2_32.lib when linking */

# define CLOSE_SOCKET closesocket
# define PATH_SZ 100

#else /* NOT _WIN32 */

# define INVALID_SOCKET -1

# define SOCKET_ERROR -1

# define CLOSE_SOCKET close

# define SOCKET int

# define PATH_SZ PATH_MAX
#endif

#define TCP_PORT 27015

#include <krderyptutil.h>

#pragma comment(lib, "advapi32.lib")
#pragma comment(lib, "user32.1ib")

#ifndef OMITGOOD

/* goodG2B uses the GoodSource with the BadSink */

/* goodB2G uses the BadSource with the GoodSink */

static void goodB2G()
{
char * data;
char data_buf[100] = "";
data = data_buf;
{
#ifdef _WIN32
WSADATA wsa_data;
int wsa_data_init = 0;
#endif
int recv_rv;
struct sockaddr_in s_in;
char *replace;

SOCKET connect_socket = INVALID_SOCKET;
size_t data_len = strlen(data);

do
{

H2E EotI|s »
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51:  #ifdef _WIN32

52: if (WSAStartup(MAKEWORD(2,2), &wsa_data) = NO_ERROR) break;
53: wsa_data_init = 1;
54:  #endif
55: connect_socket = socket(AF_INET, SOCK_STREAM, IPPROTO_TCP);
56: if (connect_socket == INVALID_SOCKET) break;
57: memset(&s_in, 0, sizeof(s_in));
58: s_insin_family = AF_INET;
59: s_in.sin_addr.s_addr = inet_addr("127.0.0.1");
60: s_in.sin_port = htons(TCP_PORT);
61: if  (connect(connect_socket,  (struct sockaddr*)&s_in, sizeof(s_in)) ==
SOCKET_ERROR) break;
62: /* Abort on error or the connection was closed, make sure to recv one
63: * less char than is in the recv_buf in order to append a terminator */
64: recv_rv = recv(connect_socket, (char *)data+tdata_len, (int)(100-data_len-1), 0);
65: if (recv_rv == SOCKET_ERROR || recv_rv == 0) break;
66: /* Append null terminator */
67: data[recv_rv] = "\0’;
68: /* Eliminate CRLF */
69: replace = strchr(data, "\r);
70: if (replace) *replace = "\0’;
71: replace = strchr(data, "\n');
72: if (replace) *replace = "\0’;
73: }
74: while (0);
75: if (connect_socket = INVALID_SOCKET) CLOSE_SOCKET(connect_socket);
76:  #ifdef _WIN32
77 if (wsa_data_init) WSACleanup();
78:  #endif
79: }
80:
81: {
82: char * p_enc = NULL;
83: p_enc = KrdMD5Encrypt(data, "$1$/iSaq7rBSEoUwSjJPPvAPECNaaWzMK/");
84: printLine(p_enc);
85: }
86:
87: }
88:
89: void KRD_215_Unsalted_One_Way_Hash__char_connect_sock-
et_2_KrdMD5Encrypt_0101_good()
90: {
91:
92: goodB2G();
93:. }
<« H2™ 29 7|5




94:
95:  #endif /* OMITGOOD */

96:

97: /* Below is the main(). It is only used when building this testcase on
98: its own for testing or for building a binary to use in testing binary
99: analysis tools. It is not used when compiling all the testcases as one
100: application, which is how source code analysis tools are tested. */
101:

102:  #ifdef INCLUDEMAIN

103:

104: int main(int arge, char * argv(])

105: {

106: /* seed randomness */

107: srand( (unsigned)time(NULL) );
108: #ifndef OMITGOOD

109: printLine("Calling good()..."); :ﬁ

110: KRD_215_Unsalted_One_Way_Hash__char_connect_sock- 2
et_2_KrdMD5Encrypt_0101_good(); (l)ﬂﬂj

111: printLine("Finished good()"); N

112: #endif /* OMITGOOD */ )

113: return 0; In

114: }

115:

116: #endif

2 FE™

[1] CWE-759 Use of a One-Way Hash without a Salt, MITRE,
http:/ /cwe.mitre.org/ data/ definitions/759.html

[2] 2011 SANS Top 25 - RANK 25 (CWE-759), http://cwe.mitre.org/top25/
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12. 3l=3 =% AL8-A} A A (Hard-coded Username)

7r A9
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AgA olBE BEgo) A4 SELSS ] Agats Aol o Bal AF gle]
DB %] 7hssieh,

1. #include <stdio.h>

2:  #include <stdlib.h>

3:  #include <string.h>

4:  #include <sqlext.h>

5. int dbaccess(char *server, char *passwd)

6: |

7: SQLHENV henv;

8: SQLHDBC hdbc;

9:  SQLAllocHandle(SQL_HANDLE_ENV, SQL_NULL_HANDLE, &henv);
10: SQLAllocHandle(SQL_HANDLE_DBC, henv, &hdbc);

11:  SQLConnect(hdbc,

12: (SQLCHAR*) server,

13: (SQLSMALLINT) strlen(server),

14: [AEAL olFE A AdrE ARSShE A9/
15: "root",

16: 4,

17: passwd,

18: strlen(passwd));

19: return 0;

20:  }

A o83} A EE AZHYE ARA QoAES T2 YL WASelok Bek

H A 3= 9 - C
1:  #include <stdio.h>
2:  #include <stdlib.h>

—_
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#include <string.h>
#include <sglext.h>
int dbaccess(char *server, char *user, char *passwd)
{
SQLHENV henv;
SQLHDBC hdbc;
SQLAllocHandle(SQL_HANDLE_ENV, SQL_NULL_HANDLE, &henv);
10: SQLAllocHandle(SQL_HANDLE_DBC, henv, &hdbc);
11: SQLConnect(hdbc,

12: (SQLCHAR?*) server,

13: strlen(server),

14: user,

15: strlen(user),

16: passwd,

17: strlen(passwd)); >

18: return 0; 4211

19: } ku
oo

DBREIA AR 2 EE HE Joll JE SEmEstel AgatE Aotk oF 3
In

8 offl A2} A= e auaw AYF 5 JAgE ojm@ AZE glo] DB Aol 7}
53}

1:  const char * GetParameter(const char * queryString, const char * key);
2:  int main(void)

E

4 const char * COMMAND_PARAM = "command";

5: const char * GET_USER _INFO_CMD = "get_user_info";
6:

7

8

9

char * queryStr;
queryStr = getenv("QUERY_STRING");
if (queryStr == NULL)

10: |

11:  // Error &
12:

13}

14:  char * command = GetParameter(queryStr, COMMAND_PARAM);

15:  if (!stremp(command, GET_USER_INFO_CMD))

16: |

17: const char * USER_ID_PARAM = "user_id";

18: const char * PASSWORD_PARAM = "password";

19: const char * userld = GetParameter(queryStr, USER_ID_PARAM);

20: const char * password = GetParameter(queryStr, PASSWORD_PARAM);
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22: SQLRETURN retcode = SQLConnect(hdbc, (SQLCHAR*) "173.234.56.78", SQL_NTS,
(SQLCHAR?*) "DBAdmin", sizeof("DBAdmin"), "qwkejgjek", 9);

23:

24: free(userld);

25: free(password);

26:  }
27:  return EXIT_SUCCESS;
28: }

AFEAE o] 53} 3|29 =5 loadDbUserInfo(&dbUserld, &dbUserPassword);S %3]
=28 Ax & z2 A ALsH ZEa89 5o Yt

B AAZF 3E9 4 - C

1:  const char * GetParameter(const char * queryString, const char * key);
2:  int main(void)
3

{

4: const char * COMMAND_PARAM = "command";

5: const char * GET_USER_INFO_CMD = "get_user_info'";
6:

7: char * queryStr;

8  queryStr = getenv("QUERY_STRING");

9: if (queryStr == NULL)

10:  {

11: // Error %€

12:

13}

14: char * command = GetParameter(queryStr, COMMAND_PARAM);

15: if (Istremp(command, GET_USER_INFO_CMD))

16: |

17: const char * USER ID PARAM = "user id";

18: const char * PASSWORD_PARAM = "password";

19: const char * userld = GetParameter(queryStr, USER_ID_PARAM);

20: const char * password = GetParameter(queryStr, PASSWORD_PARAM);

22: char * dbUserld, * dbUserPassword;

23: loadDbUserInfo(&dbUserld, &dbUserPassword);

24: SQLRETURN retcode = SQLConnect(hdbc, (SQLCHAR*) "173.234.56.78", SQL_NTS,
(SQL *) dbUserld, strlen(dbUserld), dbUserPassword, strlen(dbUserPassword));

25:

26: free(userld);

27: free(password);

28}
29: return EXIT SUCCESS;
30: }
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2 FaEd
[1] CWE-255 Credentials Management, http://cwe.mitre.org/data/definitions/255.html
[2] 2010 OWASP Top 10 - A7 Insecure Cryptographic Storage,
https:/ /www.owasp.org/index.php/Top_10_2010-A7
[3] Security Technical Implementation Guide Version 3 - (STIG 3) APP3210.1 CAT II
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13. ZX9 dF Fo(Incorrect Privilege Assignment)

7% A9
Swel QREelA oEaia ol BEE ARS Roja) swel SRR FAY ) 4]
AE 70 S okl

Y. ¢A% 39718
SETZ AL APF = AEAle] AITNS B FYHEE A G,

ok <Al
AHE EoA AL 7FedhA ehe shdel HIshe Zle ARE AR KEND 1A

o] A

1. #include <stdio.h>

2:  #include <sys/types.h>

3:  #include <unistdh>

4:  char buf[100];

5. char *privilegeUp()

6: |

7: FILE *fp;

8: /* AH&A UID A4 */

9: seteuid(0);

10: fp = fopen("/etc/passwd", "r");

11: fgets(buf, sizeof(buf), fp);

12: /* BA Z2A|29] 8 AR UIDE 85 %/
13: seteuid(getuid());

14: fclose(fp);

15: return buf;

16: }

17:

18:  int main()

19: |

20:  printf(M AN B hE-L Holmota ')
21: char *buffer=privilegeUp();

22 printf(" 1YW 5] U4 %sAUITh\n" buffer);
23: return 0;

24: }

AR RS EolA ¥ FA7Fed AdREe AMSStES 2R shojof 3t

—_
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#include <stdio.h>
#include <sys/types.h>
#include <unistd.h>
char buf[100];
char *privilegeUp()
{
FILE *fp;
/* ZARE A3 Roe A gen v/
fp = fopen("/etc/passwd", "r");
fgets(buf, sizeof(buf), fp);
fclose(fp);
return buf;
}
int main()
{
printf("EH 5] &2 Fojroka \n")
char *buffer;
buffer=privilegeUp();
printf("HEH S O] W82 %sYHTh\n" buffer);
return 0;

ALgAel td Ao ATe AT e AL WAL 9l Ade] tE A=
o]

flol =Rl A4

A

of thal ARt Al=star vt

const char * GetParameter(const char * queryString, const char * key);
int main(void)

{

const char * COMMAND_PARAM = "command";

const char * READ_CONFIGURATION_CMD = "read_document";

char * queryStr;

queryStr = getenv("QUERY_STRING");
if (queryStr == NULL)

{

// Error %€

}
char * command = GetParameter(queryStr, COMMAND_PARAM);
if (Istremp(command, READ_CONFIGURATION_CMD))

{

H2® EotI|s »
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17:
18:
19:
20:
21:
22:
23:
24:
25:
26:
27:
28:
29:
30:
31:
32:

const char * USER_ID_PARAM = "user_id";

const char * PASSWORD_PARAM = "password";

const char * userld = GetParameter(queryStr, USER_ID_PARAM);

const char * password = GetParameter(queryStr, PASSWORD_PARAM);

if (isCorrectUser(userld, password))

{
seteuid(0);

free(userld);
free(password);

}

return EXIT_SUCCESS;

7 g el AL HE AT Lo B AP W Y 5 §shn ek,

H 2AF I=9) 4§ - C

< H2H

1:  const char * GetParameter(const char * queryString, const char * key);
2:  int main(void)

3 |

4: const char * COMMAND_PARAM = "command";

5: const char * READ_CONFIGURATION_CMD = "read_document";
6:

7:  map<string, uid_t> userGroupMinimumEffectUid;

8: userGroupMinimumEffectUid["Normal"] = 1;

9: userGroupMinimumEffectUid["Admin"] = 0;

10:  userGroupMinimumEffectUid["Free"] = 2;

11:

12:  char * queryStr;

13:  queryStr = getenv("QUERY_STRING");

14:  if (queryStr == NULL)

15 |

16: // Error &

17:

18}

19:  char * command = GetParameter(queryStr, COMMAND_PARAM);
20:  if (!stremp(command, READ_CONFIGURATION_CMD))

21: |

22: const char * USER_ID_PARAM = "user_id";

23: const char * PASSWORD_PARAM = "password";

24: const char * userld = GetParameter(queryStr, USER_ID_PARAM);
2ot 7|5




25: const char * password = GetParameter(queryStr, PASSWORD_PARAM);
26:

27: if (isCorrectUser(userld, password))

28: {

29: String userGroup = GetUserGroup(userld);

30: seteuid(userGroupMinimumEffectUid[ustGroup]);
31:

32: }

33:

34: free(userld);

35: free(password);

36:  }

37:

38: return EXIT_SUCCESS;
39: }

2. F1Ed
[1] CWE-266 Incorrect Privilege Assignment, http://cwemitre.org/data/definitions/266.html

=
=1
2
kU
on
N
=
n

H2& 2o 7|5 »r 127



CAFO|ZY 7l°o|E @

14. 4 A% F8 9Julj(Least Privilege Violation)

7t A9
Swel URPolA Bao] metdt 39 BB AT Sl &
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chroot()9?} 22 &+ root Aol Fadk Tl ARgo]l B o]Fof setuid()2} &
& R A A Aoz BIshs Zlo] dasith

1. #include <stdio.h>

2:  #include <stdlib.h>

3:  #include <fentl.h>

4:  #include <sys/typesh>

5 #include <unistd.h>

6:  #define AAP_HOME "/var/tmp"
7: char buf[100];

8: char *privilegeDown()

9: |

10: FILE *fp;

11: /* root AZE F3 ZYo] BUE dHthE FAAZIA Gt +/
12: chroot(APP_HOME);

13: chdir("/");

14: fopen("important_file", "r");
15: fgets(buf, sizeof(buf), fp);

16: fclose(fp);

17: return buf;

18: |}

chroot() ¥+ AME A Fof seteuid()E TEMNA Yl AR Ao Z EFsI= Aol
Z 9 3}t

W AP I=9 o - C
#include <stdio.h>
#include <stdlib.h>
#include <fentl.h>
#include <sys/types.h>
#include <unistd.h>
#define AAP_HOME "/var/tmp"

SANRC LI R S o
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7: char buf[100];

8: char *privilegeDown()
s

10: FILE *fp;

11: chroot(APP_HOME);
12 chdir("/";

"o

13: fp=fopen("important_file", "r");

14: fgets(buf, sizeof(buf), fp);

15 /* A & el AR AR B v/
16: seteuid(1);

17: fclose(fp);

18:  return buf;

19:  }

seteuid (userGroupMinimumEffectUid[usrGroup]); 75 3] d¢S 53t AL
vzl o] Fofl Y] AHEAE IR EFAAT|A gdrh FAAQ dd 28 sl A
=3

const char * GetParameter(const char * queryString, const char * key);
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1
2:  int main(void)

3

4 const char * COMMAND_PARAM = "command";

5: const char * READ_CONFIGURATION_CMD = "read_document";
6:

7

8

9

map<string, uid_t> userGroupMinimumEffectUid;
userGroupMinimumEffectUid["Normal"] = 1;
userGroupMinimumEffectUid["Admin"] = 0;

10:  userGroupMinimumEffectUid["Free"] = 2;

12:  char * queryStr;
13:  queryStr = getenv("QUERY_STRING");
14:  if (queryStr == NULL)

150 |

16: // Error 22
17:

18}

19:  char * command = GetParameter(queryStr, COMMAND_PARAM);

20:  if (!stremp(command, READ_CONFIGURATION_CMD))

21 |

22: const char * USER_ID_PARAM = "user_id";

23: const char * PASSWORD_PARAM = "password";

24: const char * userld = GetParameter(queryStr, USER_ID_PARAM);

25: const char * password = GetParameter(queryStr, PASSWORD_PARAM);
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27: if(isCorrectUser(userld, password))

28: {

29: seteuid(userGroupMinimumEffectUid[usrGroup]);
30:

31: }

32:

33: free(userld);
34: free(password);

35}

36:

37:  return EXIT_SUCCESS;
38: }

seteuid(uidBackup);® 234 vl Wgls] FRH Qo) A8A APow BN
o,

H QAF Z=9 4 - C

1:  const char * GetParameter(const char * queryString, const char * key);
2:  int main(void)

3 |

4: const char * COMMAND_PARAM = "command";

5: const char * READ_CONFIGURATION_CMD = "read_document";

6:

7

8:

9:

map<string, uid_t> userGroupMinimumEffectUid;
userGroupMinimumEffectUid["Normal"] = 1;
userGroupMinimumEffectUid["Admin"] = 0;

10:  userGroupMinimumEffectUid["Free"] = 2;

11:

12:  char * queryStr;

13:  queryStr = getenv("QUERY_STRING");

14:  if (queryStr == NULL)

15 |

16: // Error %2
17:

18}

19:  char * command = GetParameter(queryStr, COMMAND_PARAM);

20:  if (!stremp(command, READ_CONFIGURATION_CMD))

21: |

22: const char * USER_ID_PARAM = "user_id";

23: const char * PASSWORD_PARAM = "password";

24: const char * userld = GetParameter(queryStr, USER_ID_PARAM);

25: const char * password = GetParameter(queryStr, PASSWORD_PARAM);

26:
27: if(isCorrectUser(userld, password))
28: {

-
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29: uid_t uidBackup = geteuid();

30: seteuid(userGroupMinimumEffectUid[ustGroup]);
31:

32: seteuid(uidBackup);

33: }

34:

35: free(userld);
36: free(password);

37}

38 .. =

39:  return EXIT SUCCESS; N

40. ) 02
2. FIEd

[1] CWE-272 Least Privilege Violation, http://cwe.mitre.org/data/definitions/272.html
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15. HF ds3sk AHHS A X3¢ RSA P (Weak Encryption:
Inadequate RSA Padding)

7r. A9

OAEP Q& AM83FA &3 RSA &l

Au)
N
o
)
i3
FiF
P
flo

jgsith RsA daEE
& AA ARA AE TS A ARSShs Aol dnbHolnh did TS Ao =AY
ol §l= RSA dare]Fe] Hokd & ol8sh= s4e =& + U At

Y. A% 39718
+ RSA_pubic_encrypt()&<=oll 4] RSA_NO_PADDING 3}2}v]E] & AL8-31A] ek=th

th. A
RSA 9453} <ol NO_PADDING# o] HAstA| &2 A2fvEE AE8he 4%
o|t}. Ho} kA&t desls A= RSA_pubic_encrypt()3H5-oll A
RSA_NO_PADDING #2HH[E{ & ARESHA| &7y O wefu|EE ARg-stoiof dith

#include <stdio.h>

1
2:  #include <stdlib.h>

3:  #include <openssl/rsa.h>

4:  #define MAX_TEXT 512

5. void RSAEncrypt(char *text, int size)

6 |

7 char outMAX_TEXT];

8 RSA *rsa_p = RSA_new();

9 /* RSAZFll41 NO_PADDING o] #Aetx] e gev|gE ARgshe -9/
10: RSA_public_encrypt(size, text, out, rsa_p, RSA_NO_PADDING);

11:  }

B} 73 945312 94 RSA NO PADDING ©]29]¢] thE miejnle]lE Algsledof
=1

W ¢AF F=9) 4 - C

12:  #include <stdio.h>

13:  #include <stdlib.h>

14:  #include <openssl/rsa.h>

15:  #define MAX_TEXT 512

16:  void RSAEncrypt(char *text, int size)
17: |

18: char out{MAX_TEXT];

19: RSA *rsa_p = RSA_new();

20: RSA_public_encrypt(size, text, out, rsa_p, RSA_PKCS1_OAEP_PADDING);
21: |}

—_
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[1] CWE-325 Missing Required Cryptographic Step,
http:/ /cwe.mitre.org/ data/ definitions/325.html

[2] 2010 OWASP Top 10 - A7 Insecure Cryptographic Storage
https:/ /www.owasp.org/index.php/Top_10_2010-A7
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16. FHeFst FE38t F4Fs: =3 =F &E(Weak Cryptographic
Hash: Hardcoded Salt)

7t 39
Ao IHH SEQRS AHEste 2 ZRAES] RE /NI O3S B Jon,
FE 0] mg oJHuE HollA A" Hepd o 288 + ok weF 3AAL &
ES oA 09, did SEITZ 738 rainbow Elo|E-S ZHAEtY] 4] ARge o
2 ALK &k

Y. AR 3718
« aypt) 59 958 FolA AHEBE saltghe AFE AMEER] GEE A S

. A
aypt) Tl A ALEEE saltgho] A
o ¢33l o] =&F 4 )

[
(m
ot
flo
>
®
B
X0,
2
ox
o\
BN
e
b
i
i
32
o

1:  #include <stdio.h>

2:  #include <stdlib.h>

3:  #include <unistd.h>

4:  #define MAX_TEXT 100

5:  void hardSalt(const char *text)
6 |

7 char *out;

8 /* saltfh o= A5 AMgSslaL Qo) ¢/
9 out = (char*) crypt(text, "xp");
10:  }

Faafo] AR saltft olZo] ofFe e grom AL wrig A wEolA A
gafelof deh,

B 33 2= 9 - C
#include <stdio.h>
#include <stdlib.h>
#include <unistd.h>
#define MAX_TEXT 100
void hardSalt(const char *text, const char *os)

{

char *out;

out = (char *) crypt(text, os);
}

R S B S L i S

—_
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encryptPassword 570l A AM8-3l= salt# 02 g4 2EFHQ salt_string S AME-3FI Q)
t} salte] g #hol 2= A, Bo AA 45E F F JdeE HAE AFSHA B

const char * GetParameter(const char * queryString, const char * key);

1:
2:  int main(void)

3 |

4: const char * COMMAND_PARAM = "command";

5:  const char * CHANGE_USER_PASSWORD_CMD = "change_user_password";
6:

7:

8:

9:

char * queryStr;
queryStr = getenv("QUERY_STRING");
if (queryStr == NULL)

10: |

11: // Error g
12:

13}

14:  char * command = GetParameter(queryStr, COMMAND_PARAM);

15:  if (Istremp(command, CHANGE_USER_PASSWORD_CMD))

16: |

17: const char * USER_ID_PARAM = "user_id";

18: const char * PASSWORD_PARAM = "password";

19: const char * userld = GetParameter(queryStr, USER_ID_PARAM);

20: const char * password = GetParameter(queryStr, PASSWORD_PARAM);
21:

22: char * encryptedPassword = encryptPassword(password, "salt_string");
23:

24: changePassword(user_id, encryptedPassword);

25: free(userld);

26: free(password);

=
=1
2
kU
on
N
=
n

27: 1}

28:

29: return EXIT _SUCCESS;
30: }

malo] AL saltihe Zo] olHe UF oE AST Wyt A2 oA
Agatelof Bt

W dAH I=9 4 - C
const char * GetParameter(const char * queryString, const char * key);
int main(void)
{
const char * COMMAND_PARAM = "command";
const char * CHANGE_USER_PASSWORD_CMD = "change_user_password";

A
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< H2H

7 srand ( time(NULL) );

8:

9:  char * queryStr;

10:  queryStr = getenv("QUERY_STRING");

11:  if (queryStr == NULL)

2. |

13: // Error %2

14:

15}

16: char * command = GetParameter(queryStr, COMMAND_PARAM);
17: if (Istremp(command, CHANGE_USER_PASSWORD_CMD))

18: |

19: const char * USER_ID_PARAM = "user_id";

20: const char * PASSWORD_PARAM = "password";

21: const char * userld = GetParameter(queryStr, USER_ID_PARAM);
22: const char * password = GetParameter(queryStr, PASSWORD_PARAM);
23:

24: char * salt = generateSalt();

25: char * encryptedPassword = encryptPassword(password, salt);
26:

27: changePassword(user_id, encryptedPassword);

28:

29: free(userld);

30: free(password);

31}

32:

33:  return EXIT SUCCESS;

34: |}

35: char * generateSalt()

36: |

37: const int SALT LENGTH = §;

38:  char * codes =

39: "0123456789%abcdefghijklmnopqrstuvwxyzABCDEFGHIJKLMNOPQRSTUVWXYZ'";
40:

41:  char * salt = (char *)malloc(SALT_LENGTH + 1);

42:  int saltIndex;

43:  for(saltindex = 0; saltindex < SALT_LENGTH; saltIndex++)

44: |

45: salt[saltIndex] = codes[rand() % strlen(codes)];

46:  }

47:

48:  return salt;

49: }

2ot 7ls




. F1Ed

[1] CWE-326 Inadequate Encryption Strength,
http:/ /cwe.mitre.org/ data/ definitions/326.html

[2] 2010 OWASP Top 10 - A7 Insecure Cryptographic Storage,
https:/ /www.owasp.org/index.php/Top_10_2010-A7
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17. 2L XTEHS 29 t5F AZ(Multiple Binds to the Same Port)

7}

A9

279 48 SO_REUSEADDROZ A|®3Ela, AW F4 3koZ INADDR_ANY-S
AHEShE A9 shue] X Eo) oy 9 &Alo] HiRIg & 4

1:  #include <stdio.h>

2:  #include <sys/types.h>

3:  #include <sys/socket.h>

4:  #include <netinet/in.h>

5. void bind_socket(void)

6: |

7: int server_sockfd;

8: int server_len;

9: struct sockaddr_in server_address;

10: int optval;

11: unlink("server_socket");

12: server_sockfd = socket(AF_INET, SOCK_STREAM, 0);

13: optval = 1;

14: setsockopt(server_sockfd, SOL_SOCKET, SO_REUSEADDR, &optval, sizeof optval);

15: server_address.sin_family = AF_INET;

16: server_address.sin_port = 21;

17: server_address.sin_addr.s_addr = htonl(INADDR_ANY);

18:  /* 27 ¥4 SO_REUSEADDR¥ A¥ F4:7} INADDR ANYS FAlol| ARE */

19: server_len = sizeof(struct sockaddr_in);

20: bind(server_sockfd, (struct sockaddr *) &server_address, server_len);

21: |}

2719] §4 SO_REUSEADDRS AW F4 7122 INADDR ANYH FAJo| AME-31A]
ereT,

B AR 329 9 - C
1. #include <stdio.h>

2:  #include <sys/types.h>
3:  #include <sys/socketh>
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4:  #include <netinet/in.h>

5:  void bind_socket(void)

6: |

7 int server_sockfd;

8 int server_len;

9 struct sockaddr_in server_address;

10: unlink("server_socket");

11: server_sockfd = socket(AF_INET, SOCK_STREAM, 0);
12: server_address.sin_family = AF_INET;

13: server_address.sin_port = 21;
14: server_address.sin_addr.s_addr = htonl(INADDR_ANY);
15: server_len = sizeof(struct sockaddr_in);
16: bind(server_sockfd, (struct sockaddr *) &server_address, server_len);
17: closesocket(server_sockfd);
18: } >
Ju
2
ku
2 FuEd on
\1
[1] CWE-605 Multiple Binds to the Same Port, http://cwe.mitre.org/data/definitions/605.html S
In
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A3E AN R AH
AZEsh el W@ Hepdolet 2o $4 AN ARH AYL 3
Aodl el tE grol BAE Fopde BaT) oHF HopHol Lot
0@ 4AzA 52 5 4 Ao

1. AA =7: A A F AHE-A A (Time-of-check Time-of-use (TOCTOU)

Race Condition)

7} ’§9]
AZRI(EEHZEA 22 TS o%“ij—%)"ﬂ*‘] AHA(FHY, 2 5 AR
o %L’H 2 o] R E AT AT AUE ARgsteE AR T dAakske ARl T2
wZoll, AASEE Al (time of check)oll A3 Ao] AR8-3FA Al (time of use)ell A
A= T AAe] FEIE Wt A9 BTk shue] A thete] FAlol AAAA
T AEAIF] Fet Ve HRHOR Q8] 718 oF ¥ ofug wAVtHE T 2
Aol LAY

Z A}
(TOU)

Ara AR
(T ouv)

<39 27> A=A AT AHEAR(TOCTOU)

. dE® 2971
- B olFor AFS AL E9 Helel FHefsirh B AES AHgSHE AARIT
FE Al (mutex) & AHE-SHTH

o

o} ¢A
access() F= o] EAE AT w9} fopen() FrE HAZE FYS dojA ALE
sk F2olA AR B 76'-r 02 Y& dA HE Y ZEIa0] dAsHA
ot FHE F3E o] Atk
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1:  #include <stdio.h>
2. #include <unistd.h.>
3:  void file_operation(char* file)
4. |
5./ S F AGIIE £ A A Feirk T S glo} HeRsiet v
6: if(laccess(file, W_OK))
7: {
8: f = fopen(file,"w+");
9: operate(f); %
10: }
11: else oz
12: {
13:  fprintf(stderr,"Unable to open file %s.\n"file);
14: } >
15} =I1]
2
kU
S olgoE AT WAL ol Zlo] oheh, HY WEES Al RYL 0F -
at. >
In
B AR 29 9 - C
1:  #include <stdio.h>
2:  #include <unistd.h>
3:  void file_operation(char* file)
4. |
5: char *file_name;
6: int fd;
7: /* Y-S 4w, open()S AHE3F, modeE A|ATHC). ¥/
8: fd = open( file_name, O_WRONLY | O_CREAT | O_EXCL, S_IRWXU);
9: if (fd == -1)
10: {
11:
12: }
13:  /* chmod T4l fchmodE AHE-3t, opend] fdE I1thE ARE-gITh */
14: if (fchmod(fd, S_IRUSR) == -1)
15: {
16:
17: }
18: close(fd);
19: }

pthread_mutex_lock()e] W& kol thsle] o AAE 1A &e=th pthread_mu-
tex_lock()°] mutexE do] U] Aufstd, AABLHE B Hi G5 F e
F2& A "t
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1:  void handle_mutex(pthread_mutex_t *mutex)
2 |

3

4: pthread_mutex_lock(mutex);

5: /* QAFRE QboM FfeEe]

6: pthread_mutex_unlock(mutex);

70

8 }

1]

AR e locke 2 F AHE AFsto] 5T 5 gle A34E LA

H QA 3= 9 - C

int handle_mutex(pthread_mutex_t *mutex)

{

int result;
// mutex ARg Aol g AIE At A=
result = pthread_mutex_lock(mutex);
if (0 != result)
return result;
/* SRR =z v/
return pthread_mutex_unlock(mutex);

e dAE 219 V2 212 @
5 2E B e Ay ﬁ?‘éﬂol = %013
FsE I A 22ZFo] YT sMsAde)

713 Atk mutex/Nd S ¥A] Zr] wWjEo| =
739, 22 2avtde) i3] A0 275

1.
2: * Servlet implementation class Sqllnjection
3: */
4:  int main(void)
5
6: const char * COMMAND_PARAM = "command";
7: const char * GET_USER_INFO_CMD = "get_user_info'";
8:
9:  char * queryStr;
10:  queryStr = getenv("QUERY_STRING");
11:  if (queryStr == NULL)
122 {
13: // Error %2
14:
< M3 AlZH Y MEH



15:
16:
17:
18:
19:
20:
21:
22:
23:
24:
25:
26:
27:
28:
29:
30:
31:
32:
33:
34:
35:
36:
37:
38:
39:
40:
41:
42:
43:
44:
45:
46:
47:
48:
49:
50:
51:
52:
53:
54:
55:
56:
57:
58:
59:

}
char * command = GetParameter(queryStr, COMMAND_PARAM);
if (Istremp(command, GET_USER_INFO_CMD))
{
const char * USER_ID_PARAM = "user_id";
const char * PASSWORD_PARAM = "password";
const int MAX_PASSWORD_LENGTH =16;
const char * userld = GetParameter(queryStr, USER_ID_PARAM);
const char * password = GetParameter(queryStr, PASSWORD_PARAM);
free(userld);
free(password);
}
return EXIT_SUCCESS;
}

int main()
{
const char * COMMAND_PARAM = "command";

// Command ## %2

const char * LOGIN_CMD = "login";

const char * USER_ID_PARM = "user_id";
const char * PASSWORD_PARM = "password";

char * queryStr;

queryStr = getenv("QUERY_STRING");
if (queryStr == NULL)

{

// Error g

}

char * command = GetParameter(queryStr, COMMAND_PARAM);

if (stremp(command, GET_USER_INFO_CMD))

{

const char * USER_ID_PARAM = "user_id";

const char * PASSWORD_PARAM = "password";

const int MAX_PASSWORD_LENGTH = 16;

const char * userld = GetParameter(queryStr, USER_ID_PARAM);

const char * password = GetParameter(queryStr, PASSWORD_PARAM);

if(checkLoginInfo(userld, password) == true)

{
recordLoginLog(userld, password);

}

H3E Azt H e
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60: free(userld);

61: free(password);

62: |}

63:  return EXIT SUCCESS;
64: }

65:

66:  void recordLoginLog(String userld, String password)
67: |

68:  if(canWrite("log") == true)
69: |

70: // login logE 7153tk
71}

72: }

log#td & 227] Aol MA lockAAFIL 21 255 3H, 215

< EES AAET

H 3AF I=9) 4 - C

1. /™

2: * Servlet implementation class Sqllnjection

3: */

4:  int main(void)

5 |

6: const char * COMMAND_PARAM = "command";

7: const char * GET_USER_INFO_CMD = "get_user_info'";

8:

9:  char * queryStr;

10:  queryStr = getenv("QUERY_STRING");

11:  if (queryStr == NULL)

2. {

13: // Error €]

14:

15}

16: char * command = GetParameter(queryStr, COMMAND_PARAM);
17:  if (Istremp(command, GET_USER_INFO_CMD))

18 {

19: const char * USER ID PARAM = "user_id";

20: const char * PASSWORD_PARAM = "password";

21: const int MAX_PASSWORD_LENGTH = 16;

22: const char * userld = GetParameter(queryStr, USER_ID_PARAM);
23: const char * password = GetParameter(queryStr, PASSWORD_PARAM);
24: free(userld);

25: free(password);

26:  }

27:  return EXIT SUCCESS;
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28: }

29:

30:  int main()

31 |

32:  const char * COMMAND_PARAM = "command";
33:

34: // Command ¥ A<

35:  const char * LOGIN_CMD = "login";

36: const char * USER_ID_PARM = '"user_id";

37: const char * PASSWORD_PARM = "password";
38:

39:  char * queryStr;

40:  queryStr = getenv("QUERY_STRING");

41:  if (queryStr == NULL)

42: |

43: // Error %¥]
44:

45:  }

46:  char * command = GetParameter(queryStr, COMMAND_PARAM);

47:  if (Istremp(command, GET_USER_INFO_CMD))

48: |

49: const char * USER_ID_PARAM = "user_id";

50: const char * PASSWORD_PARAM = "password";

51: const int MAX_PASSWORD_LENGTH = 16;

52: const char * userld = GetParameter(queryStr, USER_ID_PARAM);

53: const char * password = GetParameter(queryStr, PASSWORD_PARAM);

=
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54:

55: if(checkLoginInfo(userld, password) == true)
56: {

57: recordLoginLog(userld, password);

58: }

59:

60: free(userld);
61: free(password);

62: }

63: return EXIT_SUCCESS;
64: '}

65:

66:  pthread_mutex_t logMutex = PTHREAD_MUTEX_INITIALIZER;
67:  void recordLoginLog(String userld, String password)

68: |

69:  pthread_mutex_lock(&logMutex);

70:  if(canWrite("log") == true)

71: |

72:  // login log& 7]1&%Ht}

H3E Azt &
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73}
74:  pthread_mutex_unlock(&logMutex);
75 }

. g

[1] CWE-367 Time-of-check Time-of-use(TOCTOU) Race Condition,
http:/ /cwe.mitre.org/data/ definitions/367.html

[2] CWE-362 Concurrent Execution using Shared Resource with Improper Synchronization
(Race Condition), http://cwe.mitre.org/data/definitions/362.html

[3] Michael Howard, David LeBlanc and John Viega. "24 Deadly Sins of Software
Security". "Sin 13: Race Conditions." Page 205. McGraw-Hill. 2010

[4] Andrei Alexandrescu. "volatile - Multithreaded Programmer’s Best Friend". Dr. Dobb’s.
2008-02-01

[5] Steven Devijver. "Thread-safe webapps using Spring"
David Wheeler. "Prevent race conditions". 2007-10-04

[6] Matt Bishop. "Race Conditions, Files, and Security Flaws; or the Tortoise and the Hare
Redux". September 1995

[7] Johannes Ullrich. "Top 25 Series - Rank 25 - Race Conditions". SANS Software Security
Institute. 2010-03-26
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2. ANE AojHA F-L A)F(Uncontrolled Recursion)

7% A9
AFel #BASFE AclsA Folod Y vizel) Z2ad 29 5o A9L Fr}
a7l ALgale SIgsith A Eo(base case)o] S AT tiREe] A T
zol WA SA 9T AATLE FURoRA Azue] ARHA AUAE AT F 9
A g,

Func_A Func_A Func_A

1/I1/IN

Func_A Func_A Func_A

LINIINT

M B P us

<19 2-8> A& AHESHA dE AATE

9 a¥e W Func A7l AT B FUE BH wEFoH AY 1Be fusts

int fac(n)

{

1
2
3: return n*fac(n-1);
4

}

ojg} Z& A7 TEL HHFoIU WHEE e AloEE Tt vt 2ol g F
ZE WA U2 5 A ZIeF ook 3t

H3Z Azt H HEf »
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B AAF 359 4 - C

1:

1:  int fac(n)

2 |

3: if (n <= 0) return 1;

4: else return n*fac(n-1);

5 |}

AT TEe] 100009 o) HH Z2age] Al FEHES At 5ol meMe

L ARE boll AV =EHA o AAE TR FRAAFE Aol 7 AF
al

1:  #include <stdio.h>
2:  #include <unistd.h>
3:  #include <stringh>
4:  int i=0;
5. int fac(n)
6 |

7

8

9

if (n <= 0)
return 1;
else
10: |
11: if(i>10000) exit(1);
12: else i+=1;
13: return n*fac(n-1);
14:  }
15}
% FaEd

[1] CWE-674 Uncontrolled Recursion, http://cwe.mitre.org/data/definitions/674.html
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3. AlEE ol A& o] WP YA & (Symbolic Name not
Mapping to Correct Object)

7}t A
of@ tlael thd 41EY
e Agstel B4 Ude ARsE A FAAE A
of xzagel Ud =AY FAS FabA & 4 vk

. A 1971
Y JAT A48T Y MHAYE GRS T Z2ad shok dh

=
)
oz

. qA

TOCTOU #A|(KCWE-367)¢F &2 FHeFg o= vidlo] AEd Pl 49 o<

-
Zpste] FAATE Qe WA G 5 Atk F, access) 42 A 9} fopen) |
oz Rde d W A} Yol e e @ @ 4+ Ak o
on
| medsAdeasdd.c 3
1: #include <stdioh> Igl'l
2: #include <stdlib.h>
3:  int main(int argc, char* argv[])
4 |
5: char* file;
6 FILE *f;
7: /LA F Sde @ o e ARl AEY ¥aE WAT 5 e Y &
A gty
8: if(faccess(file, W_OK))
9: {
10: f = fopen(file,"w+");
11: operate(f);
12: ......
13: }
14: else
15: {
16: fprintf(stderr,"Unable to open file %s.\n"file);
17: }
18: }

AEY YAZ AL IY MHATE A RHES Y 0|52 fr1H0E 44

H AT 359 9 - C
1:  #include <stdio.h>
2:  #include <unistd.h>
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3:  #include <stringh>

4:  int main (int argc, char* argvl])

5

6: char® filename;

7 [ AET FA 9L ol A/
8 if(mkstemp(filename))

9

{

10: FILE* tmp = fopen(filename,"wb+");

11: while((recv(sock,recvbuf, DATA_SIZE, 0) > 0) && (amt!=0))
12: amt = fwrite(recvbuf,1,DATA_SIZE, tmp);

13: }

14: }

teel dAE tYEedd 54 91U 2 Zeagold. qaﬂaw e
YA w2shy] ge ol EANN JFD A3 e YA PRTEe w5

Al 2

=

=

st}

//Symbolic linkZ AZ2H fileS ¢%
Irwxrwxrwx passwd 1 user Domain Users .... passwd -> /etc/passwd

FILE * fp = fopen("./passwd");
char * line = fgets(fp);

A EFAAE H2Y 925 deh §5% % el Bash,

W 4R# 259 o -C

1. // Directory 3ol Symbolic link(or BI2771)7} & 7%, YA ¥& & Ut
2:  public char * findFile(const char * rootDir, const char * fileName)
3. |
4:  char * fileList [] = getSubFiles(rootDir);
5: char * path = NULL;
6: for(int fileldx = 0; fileList[fileldx] != NULL; fileldx++)
7: {
8: if(path == NULL)
9: {
10: if(isDirectory(fileList[fileldx]) == TRUE)
11: {
12: char * foundPath = fileFile(fileList[fileldx], fileName);
13: if(foundPath != NULL)
14: {
15: path = (char *)malloc(strlen(fileList[fileIdx]) + strlen(foundPath));
16: strepy(path, fileList[fileldx]);
17: strcat(path, foundPath);
18: free(foundPath);
2 Y Al



19: }
20: }
21: else
22: {
23: if(fileList[fileldx].equals(fileName) == true)
24: {
25: path = strdup(fileName);
26: }
27: }
28: } =
29: free(fileList[fileldx]); no
30: ) 02
31:  free(fileList);
32:  return path;
33}
2% FaEd

[1] CWE-386 Symbolic Name not Mapping to Correct Object,
http:/ /cwe.mitre.org/data/ definitions /386.html
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Aad o E A

AL olle Aol FoH oeJirtdde] EX oA FAstE d#olH, vggAd
d#H = AL HFHZA e AFelA A= dolth. AEAE HAZHA oy H
HIZ4ZQ0 oy Ao diblgk kA oA el FEE ARdA AFosty =gy
stoZM oA g Fo LA T & e HeF E S v|del] BHA & = Qi) oHE
B34 AY(F2 A AHP) A &€ W Z2 oy AR AE3A B HRE
235l olE FAAIE 48 & 5 AL u RoFF ko] A 4= 9t

1. 27 "AX] 53 HE =Z(Information exposure through an error message)

7t 7§-°4
$E2Ig0] HYBA, AHEA,
AAE AN Al AFS 7

B doleld U3 WA PRE TG
33
dllol goli} ~EEw ol AE sk 7

Az oFA S wTolE 4 Q) o Ay
S 22O WETFEE A getd 5 gk

Ja TeIE IR

- §EBS
el (88 3 Pt e L8 S ( DRAY £
WO W N VE BT mNATID WOUT eet
T WAL -t

B ]

-
XaA 88 W A8 IT B CE

- Day ¥
AT ST Y

http://Www.xxxco.kr

gy

o MH

<19 29> LFWAA B3 HRE

<Y 295 “oBHAA BE YR w27¢ Yep)F glon, eRsue SaA o
W AzEe] LA} YRS 1%011:4 HolEuo] At MSSQLE AHEEe & % 9l
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. A% 29719
¢ SFUAAE B AEANA FEE Aol BD ZHHEF Gk ool

oelge WRHOR Asa AgAelA NPt RS TP LFE
WES dAsta A% BPUAL Fol ole) HRnE oA 2, vlg) P Aol

1€ Agstes A4

N
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1:  #include <stdio.h>

2:  #include <stdlib.h>

3:  #include <stringh>

4:  int main (int argc, char* argv[])
5 |
6

7

8

9

=
N}
0z

char* path=getenv("MYPATH");

/* BAATE Bl Held e {FY F Ak
fprintf(stderr,path);

return 0;

eFAE W TN AHEATE 75T 7 U AR bdsiAl ARt

Tloic BEEIY

H A 3= 9 - C

##include <stdio.h>

#include <stdlib.h>

#include <string.h>

int main (int arge, char* argv[])

{
char* path=getenv("MYPATH");
return 0;

OF WA TR ol B A T Huek AFUES FHHA FAAT
Nz 870l oS ARE £ 5 A B

1:  public void ReadConfiguration()

2

3 char buffer[BUFFER_SIZE];

4: File * fp = fopen("config.cfg", "r");

5: if(fp == NULL)

6 {

7 printf("config.cfgE& & ¢ G5 fIFUL");
8 return;

9 }

10: if(fgets(buffer, BUFFER _SIZE, fp) == NULL)
11: {

H4Z ol2f M2l »» 153
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12: printf("config.cfgol Al option1€ ¢1& 4+ fIFUTH");
13: }

14: strlcpy(cofiguration.optionl, buffer);

15:

16: if(fgets(buffer, BUFFER_SIZE, fp) == NULL)

17: {

18: printf("config.cfgoll A option2& 1€ 4 fiFUTL");
19: }

20: strlcpy(cofiguration.option2, buffer);

21:

22: if(fgets(buffer, BUFFER_SIZE, fp) == NULL)

23: {

24: printf("config.cfglA] option3& ¢1& 4 fIFUh");
25: }

26: strlcpy(cofiguration.option3, buffer);

27}

oFARe U N AL 45T 5 QU AoE DA ATk Tl oA
oA ofms FF oert WASE FAAE B 7HA WAl B 5 gl o} e,

H QAF 3=9) 9 - C

1:  public int _ReadConfiguration(Configuration * configuration)

2: |

3 char buffer[BUFFER_SIZE];

4: File * fp = fopen('config.cfg", "r");

5: if(fp == NULL){ return FALSE; }

6:

7: if(fgets(buffer, BUFFER SIZE, fp) == NULL)Y return FALSE; }
8: strlcpy(cofiguration->optionl, buffer);

9:

10: if(fgets(buffer, BUFFER_SIZE, fp) == NULL){ return FALSE; }
11: strlcpy(cofiguration->option2, buffer);

13: if(fgets(buffer, BUFFER_SIZE, fp) == NULL){ return FALSE; }
14: strlcpy(cofiguration->option3, buffer);

15:

16: return TRUE;

17: 1}

18:  public void ReadConfiguration(Configuration * configuration)
19: {

20: if(_ReadConfiguration(configuration) == FALSE)

21: {

22: printf("§73 AR AWIAAFUL");

23: }

24: |}

154 <« H4Z o2 2|



2 FaEd
[1] CWE-209 Information Exposure Through an Error Message,
http:/ /cwe.mitre.org/ data/ definitions/209.html
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2. L 73% -3 FA(Detection of Error Condition Without Action)

SR WA £ e FRE FARGYOU, ole)F 2R thstel NS A 2

2 A9t Z2ade] FEHAY FRAL SO AV dwsA g At By
3]

. AAF 297

- RV BT Qe R et AojES AHESt HHEHA dl¢] Ae|(C/C++
ol A ife} switch, JavalA] try-catch 5)& ¥tk

. A

O dAlE i 2SO TS 0FE ZASD YAT, T oFel A ofF =
A Stn 94 $ee HelEth webd, ZEage] A% AYHY] WEe] TZIPNA
£ ol| o] gojuk=A HF ¢ 5 g B

#include "std_testcase.h"

#ifndef OMITBAD

{

/* FLAW: check the return value, but do nothing if there is an error */

1
2
3
4:
5. void KRD_402_Error_Without_Action__char_fputs_char_fputs_0101_bad()
6
7
8
9 if (fputs('string", stdout) == EOF)

10: {

11: /* do nothing */

12: }

13: }

14: }

15:

16:  #endif /* OMITBAD */

17:

18:

19:  /* Below is the main(). It is only used when building this testcase on
20: its own for testing or for building a binary to use in testing binary
21: analysis tools. It is not used when compiling all the testcases as one
22: application, which is how source code analysis tools are tested. */
23:

24:  #ifdef INCLUDEMAIN

25:

26: int main(int argc, char * argvl])

<« H4aF o2 &z



27 |

28: /* seed randomness */

29: srand( (unsigned)time(NULL) );

30:  #ifndef OMITBAD

31: printLine("Calling bad)...");

32: KRD_402_Error_Without_Action__char_fputs_char_fputs_0101_bad();

33: printLine("Finished bad()");

34:  #endif /* OMITBAD */

35: return 0;

36: ) =

37: N

38 tendif 0zl

dels =N F, Zzke] e dEel thste] HAsA HesloF ot
=
=1

W 3R 5E9 4 - C o

1:  #include "std_testcase.h" on

2: N
=}

3: I_ﬂ

4:  #ifndef OMITGOOD

5:

6:  static void good1()

7. |

8: {

9: /* FIX: check the return value and handle errors properly */

10: if (fputs('string", stdout) == EOF)

11: {

12: printLine("fputs failed!");

13: exit(1);

14: }

15: }

16: }

17:

18:  void KRD_402_Error_Without_Action__char_fputs_char_fputs_0101_good)

19: {

20: good1();

21}

22:

23:  #endif /* OMITGOOD */

24:

25:  /* Below is the main(). It is only used when building this testcase on

26: its own for testing or for building a binary to use in testing binary

27: analysis tools. It is not used when compiling all the testcases as one

28: application, which is how source code analysis tools are tested. */
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29:

30:  #ifdef INCLUDEMAIN

31:

32:  int main(int arge, char * argv(])

33 {

34: /* seed randomness */

35: srand( (unsigned)time(NULL) );
36:  #ifndef OMITGOOD

37 printLine("Calling good)...");
38: KRD_402_Error_Without_Action__char_fputs_char_fputs_0101_good();
39: printLine("Finished good()");
40:  #endif /* OMITGOOD */

41: return 0;

42: }

43:

44:  #endif

2 I
[1] CWE-390 Detection of Error Condition Without Action,
http:/ /cwe.mitre.org/ data/ definitions/390.html
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3. AR k2 A Z(Improper Check for Unusual or Fxceptional
Conditions)

7},

34
2209 F4 Fol @5o A3} gl B AP Ae) wx )l @ =S
AAF AARA We A, ol71X G BAE oPIT & Ark

< Frol At & AAksted, 2 ghel IRt #hdA AAkskaL, o9
7350l LA dleAg] Al FAH AL E Ik

NLAE buf Zol7} 108 2 \CEXNE F59 ZAolgla 7|tskA e, 3kl ol
gl o8 \0E BUA &S A strepy()old W W EZS7) TAAT & Qo)

1:  char fromBuf[10], toBuf[10];
2:  fgets(fromBuf, 10, stdin);
3:  strcpy(toBuf, fromBuf);

5% ol F FAY MAE MWPOEH, strepy(l JHA BAFE WA 2
NERE nde] AT 5 9o

B 4AF 359 o - C
char fromBuf[10], toBuf[10];
char *retBuf = fgets(fromBuf, 10, stdin);
/] FFEZ olF A3 e Hudh
if ( retBuf != fromBuf )

{
printin("el2“);
return;

}

strepy(toBuf, fromBuf);

R A L R S A

—
@

teel dAeAE FAZRE HolHE gt Aol Askshs Aol et o A
nio] glek.

1:  public void ReadConfiguration()
2. |

H4Z oz M2 »
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char buffer[BUFFER_SIZE];
File * fp = fopen("config.cfg", "r");

3

4

5:

6: fgets(buffer, BUFFER_SIZE, fp);

7 strlcpy(cofiguration.optionl, buffer);
8
9

fgets(buffer, BUFFER_SIZE, fp);
10: strlcpy(cofiguration.option2, buffer);

12: fgets(buffer, BUFFER_SIZE, fp);
13: strlcpy(cofiguration.option3, buffer);

o2 el Aol A _ReadConfiguration$H<=2] 2|Hgko] false2bd 3719 2k¢) T 3F 3ollA
27t B A5 Kk, o]d Afole BE A4S HEEHOE 27|8A7]1 Utk

W dAF 359 4 - C

1:  public int _ReadConfiguration(Configuration * configuration)

2. |

3 char buffer[BUFFER_SIZE];

4: File * fp = fopen('config.cfg", "r");

5: if(fp == NULL){ return FALSE; }

6:

7: if(fgets(buffer, BUFFER_SIZE, fp) == NULL){ return FALSE; }
8: strlcpy(cofiguration->optionl, buffer);

9:

10: if(fgets(buffer, BUFFER SIZE, fp) == NULL) return FALSE; }
11: strlcpy(cofiguration->option2, buffer);

13: if(fgets(buffer, BUFFER_SIZE, fp) == NULL){ return FALSE; }
14: strlcpy(cofiguration->option3, buffer);

16: return TRUE;
19:  public void ReadConfiguration(Configuration * configuration)

20: |
21: if ( ReadConfiguration(configuration) == FALSE)

22: {

23: // Configurations ¢1ojE°le A& AT 79, default Rt = AT
24: if(configuation.optionl == NULL)

25: {

26: configuation.optionl = DEFAULT_OPTION1;
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27: }

28: if(configuation.option2 == NULL)

29: {

30: configuation.option2 = DEFAULT_OPTION2;

31: }

32: if(configuation.option3 == NULL)

33: {

34: configuation.option3 = DEFAULT_OPTIONS;

35: }

36: } =

37} N
0z

2 Fax £d

[1] CWE-754 Improper Check for Unusual or Exceptional Conditions,
http:/ /cwe.mitre.org/ data/ definitions/754.html
[2] CWE-252 Unchecked Return Value, http://cwe.mitre.org/data/definitions/252.html
[3] CWE-253 Incorrect Check of Function Return Value,
http:/ /cwe.mitre.org/data/definitions/253.html
[4] CWE-273 Improper Check for Dropped Privileges,
http:/ /cwe.mitre.org/data/definitions/273.html
[5] CWE-296 Improper Following of Chain of Trust for Certificate Validation,
http:/ /cwe.mitre.org/ data/ definitions/296.html
[6] CWE-297 Improper Validation of Host-specific Certificate Data,
http:/ /cwe.mitre.org/data/definitions/297.html
[7] CWE-298 Improper Validation of Certificate Expiration,
http:/ /cwe.mitre.org/ data/ definitions/298.html
[8] CWE-299 Improper Check for Certificate Revocation,
http:/ /cwe.mitre.org/data/ definitions/299.html
[9] M. Howard, D. LeBlanc, Writing Secure Code, Second Edition, Microsoft Press
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A5d I& oF
A4 fuE ZRIPe 714, A4, A, AARSEY, B84, o4 5 5
gotd 9% FEo] F=FAL fAstelol vk Ead sk YR Exehd @
Trxm*ﬂ 7}%*301 golz W ol g Azdd ojdsrE gYew, =2
= <ol $AA AL TFsAel Atk

1. 9¥AE YF=Z(Null Pointer Dereference)

IS

9 EQUE @gme AwHes 1 Ak Nullo] 2 4 gitkebn s 7bge sl
o T X%

2 Null ZE IZz2E A3st= A, 7 A} vy
|&st= o AHgE Stk

13

mlo _‘
_}L

- EZQE PE $4x2IP0lA EAHZ} Nulle] obd e al4s HTehs B ol 2
299} crash 1} FE7F Qoluth mebd WAE 4 A BE ZQIHE Ag37] Aol
A,

Jo

- dol E F e BB X(reference) = FE3H7] Aol d #AAE ARSI kA A

Mo A CGI_HOME ZAEE AAR Frol gls A5 getenv() F5olA nulle]
VAT nullE AASHA ¥ AREE B¢ EA7F R

1: #include <stdio.h>

2:  #include <stdlib.h>

3:  #include <string.h>

4:  #define BUFSIZE 100

5. int main()

6: |

7: char *p = NULL;

8: char cgi_home[BUFSIZE];

9: = getenv("CGI_HOME");
10: strnepy(cgi_home, p, BUFSIZE-1);
11: cig_home[BUFSIZE-1] = "\0’;
12: return 0;

13}

strnepy() S5 52517] Aol getenv() T7F WHEEL Fo] Nulldld] o2 AALR
% g
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1:  #include <stdio.h>

2:  #include <stdlib.h>

3:  #include <string.h>

4:  #define BUFSIZE 100

5:  int main()

6: |

7: char *p = NULL;

8: char cgi_home[BUFSIZE];

9: p = getenv("CGI_HOME");
10: if (p == NULL)

11: {

12: exit(1);

13: }

14: strnepy(cgi_home, p, BUFSIZE-1);
15: cig_home[BUFSIZE-1] = "\0’;
16: return 0;

17: }

29| A= user_supplied_addr, hpoll Wit NulldZE 344 ¥ AH83ta St

1:  void host_lookup(char *user_supplied_addr)
2

3 struct hostent *hp;

4: in_addr_t *addr;

5: char hostname[64];

6 in_addr_t inet_addr(const char *cp);

7

8

9

/*routine that ensures user_supplied_addr is in the right format for conversion */
validate_addr_form(user_supplied_addr);

10: addr = inet_addr(user_supplied_addr);

11: hp = gethostbyaddr( addr, sizeof(struct in_addr), AF_INET);

12: strepy(hostname, hp->h_name);

T dEFeE AHEStE MEES NulldF-& 1A AZsta e Zlo] b3

H A 3= o - C

void host_lookup(char *user_supplied_addr)
{

struct hostent *hp;

in_addr_t *addr;

char hostname[64];

M5 IE @

A0
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6: in_addr_t inet_addr(const char *cp);

7

8: if(user_supplied_addr == NULL) return;

9:

10: /*routine that ensures user_supplied_addr is in the right format for conversion */

11: validate_addr_form(user_supplied_addr);

12: addr = inet_addr(user_supplied_addr);

13: hp = gethostbyaddr( addr, sizeof(struct in_addr), AF_INET);
14: if(hp == NULL) return;

15: if(hp->h_name == NULL) return;

16: strepy(hostname, hp->h_name);

2 F3EA
[1] CWE-476 NULL Pointer Dereference, http://cwe.mitre.org/data/definitions/476.html
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2. 2FHE3 AY A (Improper Resource Shutdown or Release)

7t A9
z2ae A, & W €Y Y 7]=A(open file descriptor) g W= (heap
memory), ZZ(socket) T2 FHe Aolth oled A& ddutol AHGRE ¥, O o)
AH8-8HA] %}"C Zdole A-s] Wstoof st T2 R/ EE OB E AMge] ¥
b AHE frEekA] X oete A9 2S5 Aok

=
=
o
p—
=

=
N}
0z

Tloic BEEIY

<1¥ 2-10> FA A3 ALY A

Y. A7 9718
A ety whEEhs S A9 B wlaoA g Bow EAFEE A g

;. SA
ODBC APIE AM&3A4] environment, dbconnection ;&S T Wil AFR3F Zof Mg}
A A k.

2: void sqlDB()

3

4 SQLHANDLE env_hd, con_hd;

5: SQLAllocHandle(SQL_HANDLE_ENV, SQL_NULL_HANDLE, &env_hd);
6 SQLAllocHandle(SQL_HANDLE_DBC, env_hd, &con_hd);

7o)

8:  void serverSock()

9 |
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10: struct sockaddr_in serverAddr;

11: struct sockaddr *server = (struct sockaddr *)(&serverAddr);
12: int listenFd = socket(AF_INET, SOCK_STREAM, 0);
13: bind(listenFd, server, sizeof(serverAddr));

14: listen(listenFd, 5);

15: while (1)

16: {

17: int connectFd = accept(listenFd, (struct sockaddr *) NULL, NULL);

18: shutdown(connectFd, 2);

19: }

20: }

ODBC APIE AH8314 environment, dbconnection ES o wti ALE-3E Fof HH3

}=s .

H QAF 3=9) 4§ - C

void sqlDB()

{
SQLHANDLE env_hd, con_hd;
SQLAllocHandle(SQL_HANDLE_ENV, SQL NULL_HANDLE, &;env_hd);
SQLAllocHandle(SQL_HANDLE_DBC, env_hd, &;con_hd);
SQLFreeHandle(SQL_HANDLE_DBC, con_hd);
SQLFreeHandle(SQL_HANDLE_ENV, env_hd);

}

10:  void serverSock()

11 |

12: struct sockaddr_in serverAddr;

13: struct sockaddr *server = (struct sockaddr *)(&serverAddr);

14: int listenFd = socket(AF_INET, SOCK_STREAM, 0);

15: bind(listenFd, server, sizeof(serverAddr));

16: listen(listenFd, 5);

17: while (1)

18: {

19: int connectFd = accept(listenFd, (struct sockaddr *) NULL, NULL);
20: shutdown(connectFd, 2);

21: close(connectFd);

22: }

23: shutdown(listenFd, 2);
24: close(listenFd);

ool dAdAE fork()7h AdEE AL S WA @il AR TIPS

TEska ok
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3 int listenSocket, connectionSocket;

4 struct sockaddr_in serv_addr, cli_addr;
5: socklen_t clilen;
6

7

8

9

listenSocket = socket(AF_INET_SOCK_STREAM, 0);

while(TRUE)

10: {
11: connectionSocket = accpet(listenSocket, (struct sockaddr *) &cli_addr, &clilen);
12: if(fork() == 0)
13: {
14: comminucation();
15: }
16:
17: }
18: close(listenSocket);
19: }
20:  void comminucation()
21 |
22: exit(l); // sockets WHEFSEA] 2l process &
23. }
geol dAAY o rloj2sl WAGTE 207 AUEL WIS T21AL
22% 4 e AN =W Y o] Was
B ¢33 359 9 - C
1:  int main(int argc, char * argv[])
2: |
3: int listenSocket = -1, connectionSocket = -1;
4: struct sockaddr_in serv_addr, cli_addr;
5: socklen_t clilen;
6:
7 listenSocket = socket(AF_INET_SOCK_STREAM, 0);
8: if (listenSocket == -1) return 0;
9:
10: while(TRUE)
11: {
12: connectionSocket = accpet(listenSocket, (struct sockaddr *) &cli_addr, &clilen);
13: if(connectionSocket == -1)
14: {
H5HE IE 2F »
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15: break;

16: }

17: switch(fork())

18: {

19: case 0:

20: listenSocket = -1;

21: comminucation();

22: break;

23: case -1: // error case
24: break;

25: default:

26: connectionSocket = -1;
27: }

28: }

29:

30: // Awg Ae-o= EH socketS closedty TE
31: if (listenSocket != -1)

32: {

33: close(listenSocket);

34: }

35: if (connectionSocket != -1)
36: {

37: close(connectionSocket);
38: }

39: }

40:  void comminucation()

41: |

42:

43: }

2 FaEd
[1] CWE-404 Improper Resource Shutdown or Release,
http:/ /cwe.mitre.org/ data/ definitions/404.html
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3. 33 AFE FH3 AHAFE Y WP 2 7F(Signed to Unsigned

Conversion Error)

7t A9
B35 A (signed integer)E FHE AHS (unsigned integer)E WESIHA 577 £
FrE HEE F Atk o] gro] wide Yz ARG EE A9 il HeE dolA A
o] B F= YL, AT QHIESE AT SWO o&FE TEo] ¥ Stk

Y. A% 39718
o Rt i

o 94
2 Aol Fote len()FHrolA 48 £kl Nulldl 734 -1& Wk&sh=dl o] g
o] unsigned intZ W2EH int7} dbyted A9 4,294,967,295(0x{fffffff) F= ZreTh o]
= RS A WY LHEES FHAGHE T g len ol9dd= H fhel =
T gE RE %Q”“"ﬂ QIS vH FHF Z=rt F seAdel th

#include <stdio.h>
#include <stdlib.h>
#include <string.h>
#define BUFSIZE 100
unsigned int len(char *s)
{
unsigned int I = 0;
if (s == NULL)
{
return -1;
}
1 = strnlen(s, BUFSIZE-1);
return [
}
int main(int argc, char **argv)
{
char buf[BUFSIZE];
unsigned int 1 = 0;
= len(argv]1]);
stmepy(buf, argv[1], 1);
buf[l] = "\0’;
printf("last character : %c\n", buf[l-1]);

20
_2.
=

a5

R L i o

N N NN N DN R R R R =) ) ) ) )
GEOPES DS ®ITRr ®BE S
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return 0;
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<« 53 3

len() 39 49 Frel Nullql

Ae g5 A U 02 MRS sa Badel ol

7} 0BT} & 99 strnepy() 5 AHESHCL

H QAF 3=9 o - C

1. #include <stdio.h>

2:  #include <stdlib.h>

3:  #include <stringh>

4:  #define BUFSIZE 100

5 unsigned int len(char *s)

6: |

7: unsigned int 1 = 0;

8: if (s == NULL)

9: {

10: return 0;

11: }

12: 1 = strnlen(s, BUFSIZE-1);
13: return 1;

14: }

15:  int main(int argc, char **argv)
16: |

17: char buf[BUFSIZE];

18: unsigned int 1 = 0;

19: 1 = len(argv[1]);

20: if (1 >0)

21: {

22: strncpy(buf, argv[l], 1);
23: buffl] = "\0;

24: printf("last character : %c\n", buf[l-1]);
25: }

26: return 0;

27. |}

strm@t o2 EAd 11 & Fd
SAES goyA Hr} 9
o}

1:  char* processNext(char* strm)
2

3 char buf[512];

4: short len = *(short*) strm;
5 strm += sizeof(len);

6 if (len <= 512)
7 {

len< signed shortBFY Y] <Ak -10] =™ sizeof() 37}

Aol dhaliM= 518 "ol ik 24Qle] Ada=ofof 3

]
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8: memcpy(buf, strm, len);
9: process(buf);

10: return strm + len;

11: }

12: else

13: {

14: return -1;

15: }

16: }

len @] £571 obd Agolut o] F o] Z2A2E QPSS Sk

=
N}
el

H QAP 3= o - C

1:  char* processNext(char* strm)
2

3 char buf[512];

4 short len = *(short*) strm;
5: if(len < 0) return -1;
6

7

8

9

strm += sizeof(len);
if (len <= 512)
{

Tloic BEEIY

10: memcpy(buf, strm, len);
11: process(buf);
12: return strm + len;
13: }
14: else
15: {
16: return -1;
17: }
18: }
g F1EH

[1] CWE-195 Signed to Unsigned Conversion Error,
http:/ /cwe.mitre.org/data/ definitions/195.html
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4. A4E ZAE M- (Type Mismatch: Integer to Character)

7% A9
A4S B4 (character)2 HESHEA TS 5= ¢l
ot dbyte?] ATE 1byte?] Al @& A%ste= 4
A #hol ZHurbA Ex4 kel A" gte] Adz &
£ ool SWoll ¥&& mAUA F=7F 253

fr

o g P

T A

1 byte 3710 charE}de] W5l intEbde] WS/ ahs AAE A charBbY #F

overflow7bs/de] It weha AxHE gos Z2ade] e Fid 9d2 A
= 7hs7del it

Welel ghol Al Uk
=YY gl 89el gol o)
o] okl 97} glek. ol ole

75l

xo

1:  #include <stdio.h>

2:  #include <stdlib.h>

3:  char mismatch(char bc)
4 |

5: return bg;

6: }

7. char char_type()

8 |

9: char bA;

10: int iB;

11: iB = 24;

12: bA = iB;

13: f(iB);

14: printf("int = %d char = %d\n", iB, bA);
15: return iB;

16: }

I 2719 HEd Beles AT

H AAF I=9) 9 - C

#include <stdio.h>
#include <stdlib.h>
int mismatch(int bc)

{
return bg;

AL e
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7:  int char_type()

8 |

int bA;
10: int iB;
11: iB = 24;
12: bA = iB;
13:  f(iB);

14: printf("int = %d char = %d\n", iB, bA);
15: return iB;

16: |} =

N

el dAle EHolEE golA \nol W& WA §F ¥ Ex A4S line- 0z
StartOffsetol] A7t Utk TAH integer EFUQ! lineOffset® ©e] Aste= 4l

lineStartOffset> charfj & FEjo|E= QHERZ-E o] T ghol

struct DocumentInfo

{

1:

2:

3: char * contents;

4: int lineCount;

5: char lineStartOffset[1024];
6:

7

8:

9:

Tloic BEEIY

DocumentInfo * AnalysisDocument
10: |
11: DocumentInfo * info = (DocumentInfo *)malloc(sizeof(struct DocumentInfo));
12:
13: char * nextCharPos = contents;
14: int lineCount = 0;
15: int lineOffset = 1;
16: while(*nextCharPos)

17: {

18: if(*nextCharPos == "\n)

19: {

20: lineStartOffset[lineCount] = lineOffset;
21: lineCount++;

22: llineOffset = 0;

23: }

24: lineOffset++;

25: }

26: }

types A3 5o wA Mdsta dHoly kel Hf =718 dolMe Frol yed
NHZ A st=F A A ElstAth
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B AAF 359 4 - C

1:  struct DocumentInfo

2. |

3: char * contents;

4: int lineCount;

5: int lineStartOffset[1024];

6:

7 )

8:

9:  DocumentInfo * AnalysisDocument
10: |

11: DocumentInfo * info = (DocumentInfo *)malloc(sizeof(struct DocumentInfo));
12:

13: char * nextCharPos = contents;
14: int lineCount = 0;

15: int lineOffset = 1;

16: while(*nextCharPos)

17: {

18: if(*nextCharPos == "\n)

19: {

20: lineStartOffset[lineCount] = lineOffset;
21: lineCount++;

22: llineOffset = 0;

23: }

24: if(lineOffset >= INT_MAX)
25: {

26: return NULL;

27: }

28: lineOffset++;

29: }

30: }

2 JFaE™
[1] CWE-398 Indicator of Poor Code Quality, http://cwe mitre.org/data/definitions/398 html
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5. 28] ¥4 F4 ¥ (Return of Stack Variable Address)

7% A9
Pk 2de] FAE MBS AT T T O ol RENA B A B
o ZEade) 54§47 A4S Whe FAE MEE W 29 Favh e o Fe
Y F5 5FL 2e 28 F&E O A48T FFsgel Bob Ao wWgel EE 9
& gojzs .

o] Aol oA eAl X9 ghol WAHE BAZL Lol o= Q8| FEakA
B F27) #2EE, 2Rdos made FREAY F4o] UER 2t

=
N}
0z

Y. AZ I 97y
28 WA Fa0 gEl 2gike] A QuSe] FakE uiEelA] Yt 28] AYHSE
& o] 293 FA6) Lol AARER el Aduse] F28 HGEE 7
A e ke e FEs HiE YL wWet

o} ¢lA)
2ue] W4 nameo] FAE WA 2ue] Aowst G4l By ol 22

B2 sEe] Aoduse] 24 walels AL BAV} Ao

3

)

T
Tloic BEEIY

1:  char *rpl()

2: |

3: char p[10];

4 /* 22 W3 F4E NS Y/
5: return p;

6: }

7:  int main()

8

9: char *p;

10: p = rpl();

11: p="T1;

12: return 0;

13:. }

3 Qo) FaE NS viRe YUS IR PFRRE BAGS dPneh

B 333 329 9 - C

1:  #include <stdlib.h>
2:  #include <stringh>
3:  char *rpl()
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4

5: char p[10];

6: int size = 10;

7: if( size < 20)

8: {

9: /* HEYE AEA 73t 22 w3 W8S BAll ¥ & AlgA @9E MR
2 FAE WEE ¢/

10: char *buf = (char *)malloc(size);

11: if (!buf)

12: exit(1);

13: memcpy(buf,p,10);

14: }

15: return buf;

16: '}

17:  int main()

18: |

19: char *p;

20 p = rpl();

21: p="1;

22: free(p);

23: return 0;

24: }

resultE matrixE}} 22 A A 7] W& returne HIAAHE &resultsS & 5 Hol gle

o, 7k Bud BEo] o HEE z2Tgo] 2bFsA "

1:  typedef struct matrix

2: |

3: int num11, num12;

4: int num21, num22;

5 )

6:

7:  typedef struct matrix matrix;

8:

9:  matrix * addMatrix(matrix * operandl, matrix * operand?)
10: |

11: matrix result;

12: resultnumll = operandl->numll + operand2->numill;
13: resultnuml2 = operandl->numl2 + operand2->numl?2;
14: resultnum2]l = operandl->num21 + operand2->num?21;
15: resultnum?22 = operandl->num22 + operand2->num?22;
16: return &result;

17: }

<« H5H
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g7 BUE BEO] 7Hsd HeapulZlol HolHE ARSIy AA FxA2 EAH
£ returnd}ith

H A 329 9 - C

1:  typedef struct matrix

2. |

3: int numl11, num12;

4: int num21, num22;

5 } >
6: :
7:  typedef struct matrix matrix; 0
8:

9:  matrix * addMatrix(matrix * operandl, matrix * operand2)

10: |

11: matrix * result = (matrix *)malloc(sizeof(matrix)); :I_T.I
12: result->numl1l = operandl->numll + operand2->numill; =)
13: result->num12 = operandl->numl2 + operand2->numl2; (I;Jrjl
14: result->num21 = operandl->num21 + operand2->num?21; o
15: result->num22 = operandl->num?22 + operand2->num22; §
16: return result; In
17}

2. F1Ed
[1] CWE-562 Return of Stack Variable Address, http://cwe.mitre.org/data/definitions/562.html
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6. 329 ZAXH Al8(Code Correctness: Macro Misuse)

7t A9
Aege] tebds 548 ALg AL AR Agsdel s A3 B, Az
of WEE Ag” FoHe 9o 2L ASTFAL T w WG A2 FelAE
el SRk e el 2zl ol Ao Agslelol s Aol slch. ol
MAZE e 23z AATE LT BT BEo] A4 B,

U hd 2970
c AR Ag A B AelA SAsE 5AT I A™E I AgEolol Bk,

ok dA
pthread_cleanup_push()2} pthread_clenaup_pop()-2 22 #HH2] 2 XA ZOZ A}
gHojorgit). ik ALEE = R}l

#include <stdio.h>
#include <stdlib.h>
#include <pthread.h>
void routine(void *i)
{

int j = ((int)@D))*++
}
void helper()

{
10: inta=0;

D AR S - S -

11: pthread_cleanup_push (routine, ((void*)&a));
12: }

pthread_cleanup_push()$} pthread_clenaup_pop() F71¢] w22 45 A AH&3t4
Hoh

H AP 359 9 - C
#include <stdio.h>
#include <stdlib.h>
#include <pthread.h>
void routine(void *i)

{
int j = (*(int*)()++
}
void helper()
{

10: inta=0;

178 <« H5%E
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11: pthread_cleanup_push (routine, ((void*)&a));
12: pthread_cleanup_pop (1);
13}

START_CHECK_EXECUTION_TIME®} END_CHECK_EXECUTION_TIME-> Z-2 ¥l
o] 23 xofA HOoF ALGFofofgiTt ST AR 4 GlTh

1. #define START_CHECK_EXECUTION_TIME() struct timespec  startExeCheckTeim,

endExeCheckTeim; clock_gettime(10, &startExeCheckTime); %
2:  #define END_CHECK_EXECUTION_TIME() clock_gettime(10,  &endExeCheckTime); 0?"_
_record_execution_time(&startExeCheckTime, &endExeCheckTime);
3:
4:  int main()
5 | =
6 START_CHECK_EXECUTION_TIME(); g
7 heavy]Jobs(); ku
3 on
9: return 0; —Z—
10: } I_n

START_CHECK_EXECUTION_TIME® END_CHECK_EXECUTION_TIME®S  heav-
ylobs7} A E)7] A Fo 2zt Ao,

W AR 39 4 - C

1:  #define START_CHECK_EXECUTION_TIME() struct timespec  startExeCheckTeim,
endExeCheckTeim; clock_gettime(10, &startExeCheckTime);

2:  #define END_CHECK_EXECUTION_TIME() clock_gettime(10,  &endExeCheckTime);

_record_execution_time(&startExeCheckTime, &endExeCheckTime);

3
4 int main()

5 |

6:  START_CHECK_EXECUTION_TIME();
7 heavy]Jobs();

8 END_CHECK_EXECUTION_TIME();

9

10: return 0;

2 FaEd
[1] CWE-730 OWASP Top Ten 2004 Category A9 - Denial of Service,
http:/ /cwe.mitre.org/data/ definitions/730.html
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7. ZEARAZA]: 28 F4& A (Code Correctness : Memory Free on
Stack Variable)

7r. A9

2H M E sfjAlstE o dA] e Z2IH FZho] WAL

U 1% 19714
- AY MR wjde AdEhE 2Ed MerE gE, ot v uf sHE A5
2 AASEE PAF g efAstH ¢ ")

o} A
27 g9 Adg 28 FYo SRt Hol taiA mRYE sjAstIAE < |
=3
| WA geasad.c
#include stdlib.h
int main()
{
char p[10];
/* AGRFol wjdel gt wl=e] siA] +/
free(p);

return 0;

}

2HAYY AAF MFE Call Stacke] FREC] AFoE w2y} Widted m2e s
A Havt o

W ¢AF F=9 4 - C
#include stdlib.h
int main()
{
char p[10];
return 0;

}

A i e

strtok() &= B EE memoryE allocationd}®| ¢kx 7]& W R|(H71ME str)S AME-3IT)
strtok()°l Al return E& #HS freedtd local ¥<rol]l ik wl g s|AE A=A ok

1:  #include <stdio.h>
2:  #include <stringh>

180 «« H5XH FE 23



4:  int main ()

50

6: char str[] ="- This, a sample string.";

7 char * pch;

8 printf ("Splitting string \"%s\" into tokens:\n",str);
9 pch = strtok (str," ,.-");

10: free(pch);

11: while (pch != NULL)

12: {

13: printf ("%s\n",pch); =

14: pch = strtok (NULL, " ,.-"); N

15: free(pch); 0z

16: }

17: return 0;

18} >
Ju

2AFH HAE WFE Ao WE7F vSHBE vrEE AT Bt itk ﬁ
ol

W AP 3= o - C N

1:  #include <stdio.h> Igﬂ

2:  #include <string.h>

3:

4:  int main ()

5 |

6: char str[] ="- This, a sample string.";

7 char * pch;

8: printf ("Splitting string \"%s\" into tokens:\n",str);

9: pch = strtok (str," ,.-");

10: while (pch != NULL)

11: {

12: printf ("%s\n",pchy);

13: pch = strtok (NULL, " ,.-");

14: }

15: return 0;

16: }

% F3Ed
[1] CWE-730 OWASP Top Ten 2004 Category A9 - Denial of Service,
http:/ /cwe.mitre.org/data/ definitions/730.html
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8. Z&= HA8A: 2¥Y = Z7] F5(Code Correctness: Premature thread
Termination)
7t 39
RR e A4 AU HT RA BRHE A% A4 s waE A4 55
S 2 st A9 PAVY A 205 44T A URHeE 2dE AT A
AgTz2E YA HEd o3 As FxE BE 28 =7} pthread join()3 #e F
7o) BE Bl A4 2Asr) BUlE ATEL AN 2AE AolE ARTEE

T, #pA 2= FEE JveR gy 2
e AmT2It A ot vy FF A
Fr 28 =7} pthread_detach()& FalA 22 ~

27t R A9, A 2
3S WA A7) A D). PTHREADOI A&
Y =5 Fl(detach)stE 7t A Al 2~

A=) atribute B YR YA Stel BB Aol 22E ARTEE MBI
sfofob gk,

U, ¢AF I3
- BB AGET)joing B3 AAE JIHEAY BE 287t 1A BuokskE AT de-
tachE F3lA A4 =g =8 Bt

. A

28 = A F joineZ 7|t A detachZ =22 AW d-E 52 gjof o}

<« H5H

1. #include <stdio.h>

2:  #include <stdlib.h>

3:  #include <pthread.h>

4:  int th_worker(void *data)

5 |

6: int a = *(int *)data;

7: return a + 100;

8 |}

9: int run_threadl(void)

10: |

11: pthread_t th;

12: int status, a = 1;

13: if (pthread_create(&th, NULL, (void*(*)(void*))th_worker, (void *)&a) < 0)
14: {

15: perror("thread create error: ");
16: exit(0);

17: }

18: printf("Return without waiting for child thread\n");
19: return 0;

20:  }

IcE R



pthread join( 02 A4 2~#EE ZgeEd A9 wdsn wEeEE 4590
pthread_create() =3 2% pthread_join()& T Z3NA A ==rF T52 o 744 O
7l ¥R sdEs) $5d 4 s s

H AAF 3=9] ¢ - C

1:  #include <stdio.h>

2:  #include <stdlib.h>

3:  #include <pthread.h>

4:  int th_worker(void *data)

5 |

6: int a = *(int *)data;

7: return a + 100;

8 1}

9:  int run_threadl(void)

10: |

11: pthread_t th;

12: int status, a = 1;

13: if (pthread_create(&th, NULL, (void*(*)(void*))th_worker, (void *)&a) < 0)

14: {

15: perror("thread create error: ");

16: exit(0);

17: }

18: printf("Return after waiting for child thread\n");

19: pthread_join(th, (void**)&status);

20: return 0;

21: }
2HE AAY F join2 2 7|t AY detachZ 222 AubdS =5 dfof ghrh

1:  void * _MakeEstimate(void *parm)

2

3 char * stockName = paramy;

& /) BE threads} 273 S2S 53

5: Estimate * estimate = MakeEstimate(stockName);
6 RecordEstimate(estimate);

7 return NULL;

8

9

10:  int main(int argc, char **argv)

11 |

12: pthread_attr_t attr;

13: pthread_t thread;

14: int rc=0;

15: int STOCK_COUNT = 3452;

16: char * stockNames[STOCK_COUNT] ={ ..}

M5 IE @
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17: int stockldx;

18:

19: for(stockldx = 0; stockldx < STOCK_COUNT; stockldx++)

20: {

21: pthread_create(&thread, NULL, _MakeEstimate, stockNames[stockIdx]);

24: return 0;

[>

U =5 detach’dB = A/4d35kal, AHE-]F 5 pthread_attr_destroy(&attr); & SE3sk] At

W AR I=Y 9 - C

void * _MakeEstimate(void *parm)

char * stockName = param;

4 // R thread®} F-A7 F2& £

5 Estimate * estimate = MakeEstimate(stockName);
6: RecordEstimate(estimate);

7 return NULL;

8

9

10:  int main(int argc, char **argv)
11 |

12: pthread_attr_t attr;
13: pthread_t thread;
14: int rc=0;

15: int STOCK_COUNT = 3452;
16: char * stockNames[STOCK_COUNT] ={ ..}
17: int stockldx;

19: pthread_attr_init(&attr);

20: pthread_attr_setdetachstate(&attr, PTHREAD_CREATE_DETACHED); // detach “JE|=
thread & A4St

21: for(stockldx = 0; stockldx < STOCK_COUNT; stockldx++){

22: pthread_create(&thread, &attr, _MakeEstimate, stockNames[stockIdx]);
23: }
24: pthread_attr_destroy(&attr);
25:
26: return 0;
27: }
2. FaEd

[1] CWE-730 OWASP Top Ten 2004 Category A9 - Denial of Service,
http:/ /cwe.mitre.org/data/definitions/730.html
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9. 5% A &F(Allocation of Resources Without Limits or Throttling)

7F. A9
Z2ae] Ade A F SiAlSkA] B, F ARSAE AulaE = Qe Ao &
£ AgkslA] k3, AnlA eaAnitk Q@ 7EtE Y-S it

. A 32Q71H
ZEageld AUe SEse] AGIL ¢ F, wMEA AUL A B
AR G 5 A A Aol
# ARBADE HZE 5 A= AHe A2 HMEsic S| MEE Al §8XMo2 ARSI flsiM

Pool(Thread Pool, Connection Pool S)2 AIEZ8iC}

=
N}
el

1=
QAALZEo] MAIA] ZAele} HAIA] Bodyo] olxd MlAR B A5, wWAA Zolo] tig A
go] gl7] wiizell WAA Bodyoll ob 2 dlolEl7l & ¢, AzEl MEeE v F 9
o},

Tloic BEEIY

iI

1:  int processMessage(char **message)
2

3 char *body;

4: int length = getMessageLength(message[0]);
5: if (length > 0)
6 {

7 body = &message[1][0];

8 processMessageBody(body);
9

10: }

11: else {.....}
12: }

AolA Z 57t BAEA REE unsigned intPB-S AHESHIL, WAA] AEE 9% H
A& skl vime AHEFE ARIITH

B 3AF 559 4 - C

1:  int processMessage(char **message)

2

3 char *body;

4: unsigned int length = getMessageLength(message[O]);
5: /] AR 12 A AgAe] AdE AR

6 if (length > 0 && length < MAX_LENGTH)

7

8

{
body = &message[1][0];

kU
In
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9: processMessageBody(body);
10 ...

11: }

12: else {......}

13 }

225 ALY writ 2L 2AARYE stng, B3y 2ds 7 solus
BF Az’ AdE 1BAE F Sl

1:  int main(int argc, char * argv[])

22

3: int listenSocket, connectionSocket;

4: struct sockaddr_in serv_addr, cli_addr;

5: socklen_t clilen;

6: pthread_t thread;

7:

8: listenSocket = socket(AF_INET_SOCK_STREAM, 0);
9:

10: while(TRUE)

11: {

12: connectionSocket= accpet(listenSocket, (struct sockaddr *) &cli_addr, &clilen);
13: pthread_create(&thread, NULL, communication, &connectionSocket);
14: connectionSocket = -1;

15:

16: }

17: close(listenSocket);

18 }

19:  void * communicate(void * argument)

20: |

21: int socket = *((int *)argument)

22:

23: close(socket);

24: '}

Aol B M 22l E poolo] Y1, AE 2 =7t RSO A9 poolel A WA 714
o ALgeld vwe) @HE 29 4 ok

H AT 3= 9 - C
ThreadPool threadPool;

int main(int arge, char * argv[])

{
int listenSocket, connectionSocket;
struct sockaddr_in serv_addr, cli_addr;

AN T e
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socklen_t clilen;
: listenSocket = socket(AF_INET_SOCK_STREAM, 0);
10:
11: while(TRUE)
12: {
13: connectionSocket = accpet(listenSocket, (struct sockaddr *) &cli_addr, &clilen);
14: // Thread poololA] threadE E33ict.
15: if (threadPool.alloc(communication, &connectionSocket) == TRUE)
16: { >
17: connectionSocket =-1; ;
18: } oA
19: else
20: {
21: close(connectionSocket);
22: } :I_>u
23: Q
24: } kU
25: close(listenSocket); o
2: ) —Z—
27:  void * communicate(pthread_t thread, void * argument) I_n
28: |
29: pthread_t thread;
30: int socket = *((int *)argument)
31:
32: close(socket);
33: // Thread pool®l|A] threadE A gttt
34: threadPool.free(thread);
35}
2 Fa £4

[1] CWE-400 Uncontrolled Resource Consumption(Resource Exhaustion),
http:/ /cwe.mitre.org/ data/ definitions/400.html
[2] CWE-744 CERT C Secure Coding Section 10 - Environment(ENV),
http:/ /cwe.mitre.org/ data/ definitions/744.html
[3] CWE-789 Uncontrolled Memory Allocation,
http:/ /cwe.mitre.org/ data/ definitions/789.html
[4] CWE-770 Allocation of Resources Without Limits or Throttling,
http:/ /cwe.mitre.org/data/definitions/770.html
[5] M. Howard and D. LeBlanc. "Writing Secure Code". Chapter 17, "Protecting Against
Denial of Service Attacks" Page 517. 2nd Edition. Microsoft. 2002
[6] J. Antunes, N. Ferreira Neves and P. Verissimo. "Detection and Prediction of

Resource-Exhaustion Vulnerabilities". Proceedings of the IEEE International
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1. AAFA g3 G2 YW1 I =(Leftover Debug Code)

7} B9
HW7g BHoz AYE St Agel HEsW AAN @k HWa mEE 4R
o NAT ARE BAL AzEE Aol e FEE T IS+ Yok WL W
AR AR MED AT FAAL A48 B FIRAG o5 ghe nst Ao 3
0o} w9 5 ot

Protected void dopost{HttpServietRequest request,
HttpServietResponse reponse) throws ServlestException I0Exception
{

}

public static void main(String args(ll {
System.err.printf("Print debug code");

<Y 211> AAFA &3 F gl 2=

A U 2502 A T2 TP mainC.E AR T2 24
0“ %Qﬁ‘]'% EZES 25 A A%

Ol 52402 AHE3 main()22 AXHE IZEZ println() 345 S84 FRIL
& 9H

int main(int argc,char** argv)

1
2
3 printIn("Debug Info...");
4}
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H QAP 7= o - C

1/ main)e2 AFshe O¥I Z=E AABY.

O FH02 A3 main() &2 AAEE FEZ puts() F4E TAHA I F&

=
N}
0z

puts("Debug message");

#ifdef £7]%° 2 DEBUG_ENABLES ©|g] AAdF1 o 1S & ojolvt SA4314
7 putsZ AAZHQ LFNEE F&ol| FAFFL FHdA e olFY HARE Z&o
FEANFA A =29 Ho] )k

Tloic BEEIY

B 3AF 359 4 - C

1:  #define DEBUG_ENABLE
2:  #ifdef DEBUG_ENABLE
3 #define DEBUG(message) { puts( message ); }
4:  felse
5: #define DEBUG(message)
6:  #endif
7
8 int main()
9: |
10:
11: DEBUG("Debug message");
12:
13 }
2. Fa £d

[1] CWE-489 Leftover Debug Code, http://cwe.mitre.org/data/definitions/489.html
[2] M. Howard and D. LeBlanc. "Writing Secure Code". Page 505. 2nd Edition. Microsoft. 2002
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2. Al2"l H°o|g AHHRxE(Exposure of System to an Unauthorized

Control Sphere)
7h A9
AN =H- A A-DB A 5 Al=Ee] yE HolE7t s7HE, olE T8l AR A of
ojtjelg AFdh= 5 ¥4 Uryt Aok

“aanas

System.err.printfie.getMessage(l);

<39 212> A" dlolH FR =&

o L2 LA M b

R FAe) A5 clolggel AT AS Azd vAA So| ARE s Ea
S5 S A9k Bk o9l gao] WAT 0l Azge] | YRt HEd SYs o
=5 Edt

o} <A
ol e] WA getenv()E T LF HHE AlxH AR F NS HEIF {HE2
& e,

1:  #include "std_testcase.h"

2:

3:  #include <stdio.h>

4:

5. #ifndef OMITBAD

6:

7. void
KRD_603_Exposure_of_System_Data_to_an_Unauthorized_Control_Sphere_ w32_sprintf_0101_
bad()

8 |

: {

10:

11: {

12: char* path = getenv("PATH");

13: /¥ FLAW */
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14: sprintf(stderr, "cannot find exe on path %s\n", path);

15: }

16:

17: }

18: 1}

19:

20:  #endif /* OMITBAD */

21:

22:

23:  /* Below is the main(). It is only used when building this testcase on

24: its own for testing or for building a binary to use in testing binary

25: analysis tools. It is not used when compiling all the testcases as one

26: application, which is how source code analysis tools are tested. */

27:

28:  #ifdef INCLUDEMAIN

29:

30:  int main(int argc, char * argvl])

31 {

32: /* seed randomness */

33: srand( (unsigned)time(NULL) );

34:  #ifndef OMITBAD

35: printLine("Calling bad)...");

36:
KRD_603_Exposure_of_System_Data_to_an_Unauthorized_Control_Sphere_ w32_sprintf_0101_
bad();

37: printLine("Finished bad()");

38: #endif /* OMITBAD */

39: return 0;

40: }

41:

42:  #endif

HgEelm gAe WAk @ 5 Qb R BB PAR e HFE S

w34 g
B HAF 359 9 - C

43:  #include "std_testcase.h"

44:  #include <stdio.h>

45:  #ifndef OMITGOOD

46:

47 static void goodl()

48: |

49: {

50:

51: {

H6Z Hest »
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52: char* path = getenv("PATH");

53: /* FIX */

54: sprintf(stderr, "cannot find exe on path \n");

55: }

56:

57: }

58: }

59:

60:  void
KRD_603_Exposure_of_System_Data_to_an_Unauthorized_Control_Sphere_ w32_sprintf_0101_
good()

6l: {

62: good1();

63: }

64:

65:  #endif /* OMITGOOD */

606:

67:  /* Below is the main(). It is only used when building this testcase on

68: its own for testing or for building a binary to use in testing binary

69: analysis tools. It is not used when compiling all the testcases as one

70: application, which is how source code analysis tools are tested. */

71:

72:  #ifdef INCLUDEMAIN

73:

74:  int main(int argc, char * argv[])

75 |

76: /* seed randomness */

77 srand( (unsigned)time(NULL) );

78:  #ifndef OMITGOOD

79: printLine("Calling good()...");

80:
KRD_603_Exposure_of_System_Data_to_an_Unauthorized_Control_Sphere_ w32_sprintf_0101_
good();

81: printLine("Finished good()");

82:  #endif /* OMITGOOD */

83: return 0;

84: }

85:

86:  #endif

1:

g F3Ed

[1] CWE-497 Exposure of System Data to an Unauthorized Control Sphere,
http:/ /cwe.mitre.org/data/ definitions/497.html
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API(Application Programming Interface)= @A A}t SE&ZZ AL FAlol ALEH=
Aoyt WAAl F4 e qrekem, Z2I9 AR A ”‘]ﬂ” 2 EEEE AFTse
olFel At LU API &8 Bl FHoFxo] U APIS] AHE2 WEEEA] B FARFA
Ask gl Hebdel A4k fjdacdlol 2 & ok

1. DNS lookup®l| ¢]&3% H<HZH7d(Reliance on DNS Lookups in a

Security Decision)

7% A9
447t DNS AEDE £ + 9lons Suagd oze)y RaAYEF 2 W
B4 5)& 54 @obok Wtk wek 27 DNS Al AL FAA o8] 238 43
olebd AgASt B4 AMe] YESIZ Edgo] FAAE ARHES T £5 Uk ¥
@ FAA} kA BY =] &3 AW ANY 9FY F= ok

o]}l

1
]
l

>

Y. A7 2971
kAol 4 =mQlH-& ©]-83% DNS lookupS 14 %
= DNS °|&F AA 35 AT & R4 SRS Tt AR IP F4F ©]

&38H= Z1o] DNS o152 AH Agshs A Bk obdst

¥

o} <A
2o dAle ALGME AARZ Byl Z2OPo =R DNSH(www.trust.com/
www.faithcom)S 2Z| & = Q= AlO|Ee 5313, HUEs 53X Ao|EV) 558 A}
°|EQ o]F ¢l QoW AHT F e AIER IFst Al WS AEITh 1
U, o]#3 DNSHol| AET 5 Sle Ale|Ed 5550 J&A e F4A+= DNS 74
WP ARE AR IP A2 2AFoEH Eﬂ‘j L4 g Agd AHE 93T
T doh

const char * GetParameter(const char * queryString, const char * key);

int main(void)

{
const char * COMMAND_PARAM = "command";
const char * SEND_CONTRACT = "send_contract";

set<char *> trustedSites;
trustedSites.insert("www.trust.com");
10: trustedSites.insert("www.faith.com");

H7™ APl 2& »
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12: char * queryStr;

13: queryStr = getenv("QUERY_STRING");

14:

15: if (queryStr == NULL)

16: {

17: // Error €]

18:

19: }

20:

21: char * command = GetParameter(queryStr, COMMAND_PARAM);
22: if (!strcemp(command, SEND_CONTRACT))

23: {

24: const char * TARGET_SITE_PARM = "target_site";
25: const char * targetSite = GetParameter(queryStr, TARGET_SITE_PARM);
26:

27: hostent * record = gethostbyname();

28: in_addr * address = (in_addr * )record->h_addr;
29: char * ip_address = inet_ntoa(* address);

30:

31: if(trustedSites.count(targetSite) > 0)

32: {

33: SendContract(ip_address);

34: }

35: free(targetSite);

36: }

37: return EXIT_SUCCESS;

38: }

tgol olAlel ol DNS® thil IP F4E Agsis Aol dAMTh PFL oA
DNS MME 7HgsA 9123 & glou), B2E ol§e Agshs uth Ak Ut

B 33 3229 9 - C
const char * GetParameter(const char * queryString, const char * key);

1:
2:
3:  int main(void)

4. |

5: const char * COMMAND_PARAM = "command";
6: const char * SEND_CONTRACT = "send_contract";
7 set<char *> trustedSitelPs;

8: trustedSitelPs.insert("232.234.89.52");

9: trustedSitelPs.insert("87.123.56.92");

10: char * queryStr;

11: queryStr = getenv("QUERY_STRING");

12: if (queryStr == NULL)

13: {
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14: // Error &
15:
16: }
17: char * command = GetParameter(queryStr, COMMAND_PARAM);
18: if (Istremp(command, SEND_CONTRACT))
19: {
20: const char * TARGET_SITE_PARM = "target_site";
21: const char * targetSitelp = GetParameter(queryStr, TARGET_SITE_PARM);
22: if(trustedSitelPs.count(targetSitelp) > 0)
23: { =
24: SendContract(targetSitelp); N
25: ! oz
26: free(targetSite);
27: }
28: return EXIT_SUCCESS; -
29: } u
2
Il
2 F1ed on
[1] CWE-247 Reliance on DNS Lookups in a Security Decision, —Z'
http:/ /cwe.mitre.org/data/ definitions /247 html n

[2] CWE-807 Reliance on Untrusted Inputs in a Security Decision,
http:/ /cwe.mitre.org/ data/ definitions /807 .html
[3] 2011 SANS Top 25 - RANK 10 (CWE-807), http://cwe.mitre.org/top25/
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2. A¥sida 4E 7 34 A8-(Use of Inherently Dangerous Function)

stobal &l efolHe Y s ARgShE A

5 Hok HoPHe A
5 9k olE EW, gets() FE
9 B 5 Yk F, ol8E

U, AF I g7y

- A IR Fgyer Qs on Adsitta L

(el: gets &)

o} oA

buf= BUFSIZE 1719 w]A3lt] gets() &= 1 Z7]9} 48

Aoty diiol WY eHERSE FEE & NIE}.

].

A5 gk

8 mEsHA gha AAEslol M, ALg AL Hepdol ©
U8 =] AVAGE B %) MR,

S GrSe Ag AATOR HAHokHo] B F Utk

EA glo]

OEREE

#include <stdio.h>
#include <stdlib.h>
#define BUFSIZE 100
void requestString()
{
char buf[BUFSIZE];
gets(buf);
1

P N> @ Ny

=z

5 eWERS

ot

Zo| F kel gets() 5 Al fgets()

H AF 3= o - C

£ AHSh

#include <stdio.h>

#include <stdlib.h>

#define BUFSIZE 100

void requestString()

{
char buf[BUFSIZE];
/* buf &5E WEE] oW st EAES E e/
fgets(buf, BUFSIZE, stdin);

}

R S L T A

=

vfork()% A2 ZRA 2T BB Z2A 0] g A HEsr] wie] i

20] o528 ABAAAY fEH 2AFL oD & Yk
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1:  char *filename = /* something */;

2:

3:  pid_t pid = vfork();

4: if (pid == 0) /* child */

5

6: if (execve(filename, NULL, NULL) == -1)
7 {

8: /* Handle error */

9: }

10: _exit(1); /* in case execve() fails */
11: }

R z2 Aot HEo] FIHE ASSHE fork()EE AHEStE Zlo] hxsith

B ¢A# =9 9 - C
char *filename = /* something */;

1:
2:
3:  pid_t pid = fork();

4 f (pid == 0) /* child */

5

6: if (execve(filename, NULL, NULL) == -1)
7 {

8: /* Handle error */

9: }

10: _exit(1); /* in case execve() fails */
11: }

2. F1Ed
[1] CWE-242 Use of Inherently Dangerous Function, http://cwe.mitre.org/data/definitions/242 html
[2] CWE-676 Use of Potentially Dangerous Function, http://cwe.mitre.org/ data/ definitions/676.html

H7& APl 28 »» 197

=
N}
el

Tloic BEEIY



CAlIoZT 7l°IE @

3. 24 Y EE W7 fle chroot Jail A4J(Creation of chroot Jail
Without Change Working Directory)

7t 39
=2 2804 chroot F5E AH8std A 7@ HaEHE ARY W 2] T
A8 WASA et A% FAAVL AR DeE W JT 5 ATk chroots =
=2age] B4 dHE %Y Azde] £E CHER AXFES sl AE Te
B2l Uold 3 Aol ZhsshEe s dolth olw meade] Al dHIE W
Al Folob shod, WA wow Al Ag Agslel e DR JoY &
21,

. bEE 297
= chroot() ]l chdir("/"E A&t AA TEEHZE A2L FE tdeg 2oz |
BE =S P

. S A
o029 dAl= ftp AW Z2 A, ftp AW FFelA 54 tHE Q] fvar/ftproot
£ FE HIHIRE st ZetoldET}L O Bewt A2 7FestEE stk AT #
4 YUFElYE WASA &Ar] WEe] Feto|AETL L. fete/passwd B EE AHE3t] T
29 E Aol H2E 5 Sl

1. #include <stdio.h>

2: #include <stdlib.h>

3:  #include <unistd.h>

4:  void changeRoot(FILE *network)

5

6: FILE *localfile;

7: char filename[80], buf[80];

8: int len;

9:

10: chroot("/var/ftproot");

11:

12: fgets(filename, sizeof(filename), network);
13: localfile = fopen(filename, "r");

14: while ((len = fread(buf, 1, sizeof(buf), localfile)) = EOF)
15: {

16: fwrite(buf, 1, sizeof(buf), network);

17: }

18: fclose(localfile);

19: }
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chroot() &4 AHE olF ol chdir(y)E A3t B4 TUEE ARE 2E Tz
Row WANES g}

H QAP 759 4 - C

1. #include <stdio.h>

2:  #include <stdlib.h>

3:  #include <unistd.h>

4:  void changeRoot(FILE *network)

5 | =
6: FILE *localfile; N
7: char filename[80], buf[80]; oA
8: int len;

9:

10: chroot("/var/ftproot");

11: :I_TJ
12. /* @A gd9EgE MEL FE HuEe] does WA ¢/ k=]
13 chdir("/"); giﬂl
14: N
15: fgets(filename, sizeof(filename), network); =
16: localfile = fopen(filename, "r"); n
17: while ((len = fread(buf, 1, sizeof(buf), localfile)) != EOF)

18: {

19: fwrite(buf, 1, sizeof(buf), network);

20: }

21: fclose(localfile);

22: |}

29 dAle IS o477 A 54 tAEEQ userHomePathE FE THEEE
ARt EetoldETL O Holwt H 7Hs3tER stk kAR 2] tHEEE HA
SHA] e9k7] Wil FEO|AET} L/ fete/passwd HEE AMESt] A= THdo) HT

@ % ok

int main(void)

{
const char * COMMAND_PARAM = "command";
const char * GET_USER_INFO_CMD = "get_user_info";

char * queryStr;
queryStr = getenv("QUERY_STRING");
if (queryStr == NULL)
{
// Error g

D AR S S -

-
<@
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11:
12:
13:

15:
16:
17:
18:
19:
20:
21:
22:
23:
24:
25:
26:
27:
28:
29:
30:

}
char * command = GetParameter(queryStr, COMMAND_PARAM);

if (!stremp(command, GET_USER_INFO_CMD))
{
const char * READ_DOCUMENT = "read_document";
const char * USER_ID_PARAM = "user_id";
const char * FILE NAME_PARAM = "file_name";
const char * userld = GetParameter(queryStr, USER_ID_PARAM);
const char * fileName = GetParameter(queryStr, FILE_NAME_PARAM);

char * userHomePath = getUserHomeDir(userld);
chroot(userHomePath);

// File Process

free(fileName);
free(userld);

}
return EXIT_SUCCESS;

chroot() ¥+ ARE ©]Fol chdir(/)E AHE3t A HAHIE MEL F

Lo g HAHEE 3t

H AF Z=9) 4 - C

=EEE

{

1:
2:
3:
4:
5:
6:
7:
8:
9:

10:
11:
12:
13:
14:
15:
16:
17:
18:
19:

int main(void)

const char * COMMAND_PARAM = "command";
const char * GET_USER_INFO_CMD = "get_user_info";

char * queryStr;
queryStr = getenv("QUERY_STRING");
if (queryStr == NULL)
{
// Error *g]

}
char * command = GetParameter(queryStr, COMMAND_PARAM);
if (Istremp(command, GET_USER_INFO_CMD))
{
const char * READ_DOCUMENT
const char * USER ID PARAM = "user_id";
const char * FILE NAME PARAM = "file name";
const char * userld = GetParameter(queryStr, USER_ID_PARAM);

= "read_document";
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20: const char * fileName = GetParameter(queryStr, FILE_ZNAME_PARAM);
21:
22: char * userHomePath = getUserHomeDir(userld);
23: chroot(userHomePath);
24: chdir("/");
25:
26: // File Process
27:
28: free(fileName);
29: free(userld); =
30: } N
31: return EXIT SUCCESS; oz
32: }
2 I

[1] CWE-243 Creation of chroot Jail Without Changing Working Directory,
http:/ /cwe.mitre.org/ data/ definitions/243.html
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4. 28: FA4E B (Often Misused: String Management)

7t A9
W on TRl BAT 4 AE BAY A4 B4

Agste DY wolE FAY FEL BT W3 2

. @ 39719
o] A2 AZE JEoM AFIHE _mbsXXX()F2 BE] HlolE A g4 AL FA

o} <A
to] A2 AZE JEAE DE HlOlE EALL Y _mbsXXX()Fe TFFEL Al
ettt o] wf FE| nlolE Fof w4 of= IS s =Y Hy oW FE9U}
WAy = ik

#include <mbstringh>
void changeString(char *strl, char *str2)
{

_mbscpy(strl, str2);
}

lolARAEE UEPAE WE wlE BAAL 5 AFHE GAT FHU

_mbscpy_s() & A8t

B A3 3=9) o - C

1:  #include <mbstring.h>

2: void changeString(char *strl, char *str2, unsigned size)
3. |

4: _mbscpy_s(strl, size, str2);

5}

st 2 EFE _mbscatS AHS3FAL

way&ﬁng const char * key);
2:  int main(void)
3
4: const int MAX_NAME_LENGTH = 32;

5: const char * COMMAND_PARAM = "command";

6 const char * GET_USER_INFO_CMD = "get_user_info'";

7

8

char * queryStr;
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9:  queryStr = getenv("QUERY_STRING");
10:  if (queryStr == NULL)

11 {

12: // Error %2
13:

14: |}

15:  char * command = GetParameter(queryStr, COMMAND_PARAM);

16:  if (Istremp(command, GET_USER_INFO_CMD))

17 |

18: const char * USER ID_PARAM = "user_id";

19: const char * PASSWORD_PARAM = "password";

20: const int MAX_PASSWORD_LENGTH = 16;

21: const char * userld = GetParameter(queryStr, USER_ID_PARAM);

22: const char * password = GetParameter(queryStr, PASSWORD_PARAM);

=
N}
0z

24: const char firstName[MAX_NAME_LENGTH], lastName[MAX_NAME_LENGTH]; :I_>j_|
25: GetUserName(firstName, lastName); 2
26: _mbscat(firstName, lastName); (I;E
27: free(userld); N
28: free(password); E
29: In
30:  }

31:

32: return EXIT_SUCCESS;

33 }

QEA S 319l _mbscat_ s S A}&3HC)

H QAP Z=9 4 - C

1:  const char * GetParameter(const char * queryString, const char * key);
2:  int main(void)

3

4 const int MAX_NAME_LENGTH = 32;

5: const char * COMMAND_PARAM = "command";

6 const char * GET_USER_INFO_CMD = "get_user_info";

7

8

9

char * queryStr;
queryStr = getenv("QUERY_STRING");
10:  if (queryStr == NULL)

11 |

12: // Error %2
13:

14: 1}

15:  char * command = GetParameter(queryStr, COMMAND_PARAM);
16: if (Istremp(command, GET_USER_INFO_CMD))
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17 |

18: const char * USER_ID_PARAM = "user_id";

19: const char * PASSWORD_PARAM = "password";

20: const int MAX_PASSWORD_LENGTH = 16;

21: const char * userld = GetParameter(queryStr, USER_ID_PARAM);

22: const char * password = GetParameter(queryStr, PASSWORD_PARAM);
23:

24: const char firstName[MAX_NAME_LENGTH], lastName[MAX_NAME_LENGTH];
25: GetUserName(firstName, lastName);

26: _mbscat_s(firstName, lastName);

27: free(userld);

28: free(password);

29: 1}
30:  return EXIT_SUCCESS;
31}

2 F1Eed
[1] CWE-251 Often Misused: String Management,
http:/ /cwe.mitre.org/data/definitions/251.html
[2] CWE-176 Improper Handling of Unicode Encoding,
http:/ /cwe.mitre.org/data/definitions/176.html
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5. % 2#= ZREIOYP|A getlogin() AF8-(Use of getlogin()
Multithreaded Application)

7t A9
A AR e T 2EE BRoA FFRAE A} L 5 Aok olHw AE
e 2d=st A 29 AR AL Yol 4 Utk getloging FHE $EE 2=
o} ATH AMEA o] B BH e drolth ol the 2vElT 3AlA AMEStH 2|
whe AbgAl o]Egte]l thE 2ol ofs WA £ glo] FHA U F;e AL F
glck. =
N
0z
o L e A P b
- getlogin() 3 thAl 2~#HE HAF getlogin r() $rE AHE-3iTh
>
o. A U
getlogin( 352 A% YRS Aol AL Rofgtt TE 2= BHoIM getlogin() o
o zg s oA wkEk gro] WAE & Utk webA o] el wiE e 2AR A on
@ Hof g s e R 99T & Aok >
n

#include <stdio.h>
#include <stdlib.h>
#include <unistd.h>
#include <sys/types.h>
#include <pwd.h>
int isTrustedGroup(int);
int loginproc()
{
struct passwd *pwd = getpwnam(getlogin());

D N A L S

10:  if (isTrustedGroup(pwd->pw_gid))
11: return 1, // allow

12: else

13: return 0; // deny

et

Os s 2

=

7ol A kAT getloginr() FFE A HRE LolM ARL Fof T

W 3AF I3=9] 9 - C
#include <stdio.h>
#include <stdlib.h>
#include <unistd.h>
#include <sys/types.h>
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5. #include <pwd.h>

6:  #define MAX 100

7:  int isTrustedGroup(int);

8: int loginproc()

E

10: char id[MAX];

11: struct passwd *pwd;

12: if (getlogin_r(id, MAX) != 0)
13: return 0;

14: pwd = getpwnam(id);

15: if (isTrustedGroup(pwd->pw_gid))

16: return 1; // allow
17: else

18: return 0; // deny
19: }

getlogin( 2 7% ABE Qo] AR Hoj3ich. 05 2= BHNA getlogin()
e sdse osid we gol WAR & Aok mWekA o Fol wEl e 2AZ A
@ Rolg s Ze weky 9 % Yok

1:  void downloadVipAccountInfos()

2

3 char * userld = getlogin();

4 UserList * list = getAuthentifiedUser();

5. if(isContainedInList(list, userld) == true)

6: |

7 AccountInfos * accountInfos = GatherVipAccountInfo();

8 // User ID7} 737} W7

9 download AccountInfo(accountInfos, userld); //%¥7d% User IDE A XE download

tE =dE FAENA A getlogin_r() FrE AE BEE dolx HIE Fo

B AAP 359 o - C
void downloadVipAccountInfos()

1
2

3: const int MAX_USER_ID_LENGTH = 32;
4: char userld[MAX_USER_ID_LENGTH];
5

6

7

if(getlogin_r(userld, MAX_USER_ID_LENGTH - 1) != 0)

{
// Error g
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10:  UserList * list = getAuthentifiedUser();

11:  if(isContainedInList(list, userld) == true)

2. |

13: AccountInfos * accountInfos = GatherVipAccountInfo();
14: download AccountInfo(accountInfos, userld);

15}
16: }
=
%} FuEd o

[1] CWE-558 Use of getlogin() in Multithreaded Application,
http:/ /cwe.mitre.org/data/ definitions /558 .html
[2] CWE-807 Reliance on Untrusted Inputs in a Security Decision
http:/ /cwe.mitre.org/ data/ definitions/807.html
[3] 2011 SANS Top 25 - RANK 10 (CWE-807), http://cwe.mitre.org/top25/
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A1 go3g

%3 SQL(Dynamic SQL)
g9 x4 wet SQLE°] & AT,
DBl 8£43t= SQLS 23ttt

[

2a90] A HA AejEo] wEolA A

« &3] A (Mutual Exclusion)
A ZE O ANA FHF BUFed ALY FA AMHES 3] HE AeEE dadFEeE,
YA T (critical section). 2 HEl= = FYo o3 FEHAT.

AT EHS ATHE
SW 7NE el A FEar A, =2E & 2 sl sWell WAl| HetF ke HAast
st B, a5 ek S = A A SWE JNEE] A3 A RS 9
v gt §2 ojueA SW ATEES SW A Y SDLC, SW Development Lifecycle)2] 7}
AR a7HE HEEe BT 23, F2 2= SW IR LxFES
st FAGA NN EAFHFAA] Bk ) wiAlsky] 7 A5 Y (Secure
Coding)’& 9| &t}
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A Al 79 (Critical Section)
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« A SQL(Static SQL)
=4 SQLY g ZEIYW Ao oju] FHe Fo] $AE
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- 4 g5
Foj AEANA g H dolo A& AASE A47Hol A ke sl a ol
T sk} MD5, SHA, SHA-1, SHA-256 59 &i1g|Zo] th

* AES(Advanced Encryption Standard)

NE AR EEOR AHH BE 945 P40 o1 DESE tASH, NF BE & AT
Z(NIST)7} 5\ 9] 238 A4S AA 2001d 112 26Q 0 A4 A B A 8 F2(FIPS 197) 0.2
Tt

- DES ¢uF
DES(Data Encryption Standard)% 3+ 95879} 5353877 2L A 7] FITZ 64U E 9
53t 718 A8t} A4F A (Brute Force)d Aol ofFs}tt.

* HTTPS(Hypertext Transfer Protocol over Secure Socket Layer)
AEIY B4 ZREZQ HTTP Helo] Zslg woltt

ISC2(International Information Systems Security Certification Consortium)
274 AA ) Bk YA 5 Qi Hek ARV} ARNS AR AAZF Al B A

A 22 50] 19894 ALAYS FAste] YT 2H ol

LDAP(Lightweight Directory Access Protocol)
TCP/IP YollA e MulxE 2330 FHse §8& T2 EZo|Th

* OAEP(Optimal Asymmetric Encryption Padding)
Bellare?}t Rogaway©ll 2]l A &7H€ RSAE Heet= ¢
ot}
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= Private Key

7] 71Nzl AHI7IE §F - HEEE 98 Wid WAAE wfshs FAARe] A
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Public Key
71 ARBE A7l Al AFHe 7] #Ho=A, o] TAHERE BdE HA7]¢
W7l Agso), MiAA R ARG g Busle] AnH oz AsY & ATk FAAE A
gshe Azde FA7) ATzt A
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* SHA(Secure Hash Algorithm)

il duEEFY dFTOE MDY FHFHES diAlste]  AR&gith SHA, SHA-L,
SHA-2(SHA-224, SHA-256, SHA-384, SHA-512) 59| thFgt Mo] lom, o5 22 EFQ
TLS, SSL, PGP, SSH, IPSec 5ol A-&%t}.

* RC5
199413 RSA SecurityA+2] Ronald Rivestell 23] <te E5 4353 dag]Folth

= Umask
9 mE Yaee] A9e A4y 9% Feololn,

* Whitelist
E3 g 2 E(Black List)d] Rt 7'd o2 4

A
al
, AR F e 2ol ALY 55L& E‘?‘&E}.

o jﬂ_{
_1
0

rr
>
s
[
L
%
Jiﬂl
tlo
Lo
=
e
v

.llN m

* Wraparound
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